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Let us quickly remind ourselves of technical architecture thinking and why it is important.

These concepts can be generally applied to multi-user software, whether it be from SAS or other 

software vendors.
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Let’s be clear from the outset. The use of containers and Kubernetes doesn’t remove the need to do 

some technical architecture design.

There is an old saying “Failing to plan is planning to fail”.

An organization must allocate sufficient focus and time to the capture and documentation of non-

functional requirements when considering the deployment of new software. Failure to do so increases 

the risk that the organization will not achieve the desired results and business outcomes.

What are the primary drivers that ultimately lead us to a set of requirements?

Is it security of the system? Or perhaps the speed at which the processing analytical workloads can be 

completed? Or is high availability (HA) a primary driver?

For some organizations they may wish address all those drivers with the same or different weighting of 

importance.
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Back to some good old fashion basics, in that the organization needs to have sight of, if the technology 

provided is going to be a success enabler. In addition when working with additional parties such as SAS 

professional services and or a systems integrator, the clarity that documented requirements brings is 

immeasurable.

Both the organization and its partners need understand what the organizations team are ultimately trying 

to achieve and what technologies they need to achieve their end business goals.  This is the why of what 

is being done.

The organization will likely have multiple stakeholders, each of whom will have identified functional 

requirements. For functional requirements the examples could be that the system performs credit risk 

analysis, that there are programming user interfaces, there are point and click features for creating 

reports, and so on.

Along the way, the organizations stakeholders will discuss how performant the SAS environment will be 

required to perform. This could range from how fast a particular analytical routine will complete against a 

known table of data, or how easy a non-programmer can complete a set of tasks, or migrate content or 

update the environment with patches or a new release.

Wrapping it up we have considerations .These could be technical, financial and time based constraints. 

For example there could be a constraint requiring Viya to use a specific authentication or encryption 

method, or for Viya to write to specific type of relational database or storage technology.
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From a technical architecture perspective these are all important. The IT standards and non-functional 

requirements are key inputs. These are often driven by or derived from the enterprise architecture 

principles.

Business case and functional requirements are key inputs during the technology selection phase for an 

organizations business project. While the enterprise architecture, IT standards and NFRs are key inputs 

to the design process. The project scope and business case also provide an input, especially on cost 

and the desired business outcomes.
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We can further break down the non-functional requirements (NFRs) into a few areas. These broadly fall 

into two categories: Qualities and Constraints.

The qualities of a system can be grouped into two areas, runtime and non-runtime. Most of the technical 

architecture content provided within learning materials provided by SAS focus on the runtime, non-

runtime and technical constraints areas. Whilst business constraints are important, they are typically 

addressed by other stakeholders within a project rather the technical architects.
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Here we illustrate that requirements are used throughout the project lifecycle. They start during the 

phase to qualify or define the opportunity, through to the design, build and test phases of the project. If 

you are curious, the term “D30” refers to a document that has been used to document the architecture 

design for a customer organization when they have engaged SAS Professional Services teams. It 

typically includes the architecture requirements, constraints and proposed designs so that both the 

customer organization and SAS team have a common reference point.

Sometimes you will also hear the term D-A-D or “Dad” referring to the design document, where DAD 

is the acronym for Detailed Architecture Design document.
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When we think about the non-functional requirements and constraints, we can use the considerations 

listed here (which are based on qualities and constraints) as a good starting point.

Even when using Kubernetes, these requirements and constraints need to be considered so that the 

organization is comfortable their SAS environment will be fit for purpose.

So, taking a few of the considerations as an example:

Operating platforms for SAS Viya – Cloud Managed or “self-installed” Kubernetes cluster? Is the 

Kubernetes platform in the Cloud or on-premises?

Monitoring and logging changed significantly between Viya 3.5 and Viya 4. What are the new 

considerations and constraints at Viya 4?

Platform services and 3rd Party tools – there are a number of third party required software components 

that we need for the Viya software to install and run.
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This slide puts into context the inputs of technical architecture design when we think about the SAS 

software lifecycle from the viewpoint of an organization.

The customer organization and SAS begin the process of determining what technology is needed to 

meet a set of business goals.

Then comes the architecture design based on the stated requirements and constraints. This is followed 

by

the building or deploying of the SAS software.

Once the software is available to the user community, the software gets used to deliver business value. 

This phase normally includes educating the user community and as well initial administration of the 

platform.

During the lifetime of the SAS platform, there will be a need to add new users, change authorization to 

content and generally feed and care for the platform. This is sometimes referred to as day-to-day 

operations.

Tweaking the SAS platform to improve security, adding new hardware to improve performance or adding 

new SAS software can be options to enhance, tune and extend the platform.

As you can see, the Development phase is smaller than the Operational phase. That’s because the 

environment could be operational for multiple years, where as the architecture work may take only a 

matter of weeks. However, for an operational system to achieve a desired longevity, the work produced 

13



Page 13
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

at the architecture stage will be a significant contributor to the longevity of the system.
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In this module, we want to:

review the user authentication dashboards,

see what happens when your license expires,

see where to find your order’s license files,

and discuss the update of the order’s license.
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The licensing model in SAS 9 and Viya 3.5 is based on the capacity metrics, which is the number of CPU 

or physical cores.

With Viya 4, we are going with a model based on the business size or number of users (Authorized 

Users) rather than by core counts.

Cloud environments offers greater resource elasticity, and this new licensing model allows the CPU 

resources allocated to the SAS software to be scaled up and down as needed in a Cloud environment.

One of the other key differences is that with SAS Viya, all SAS/ACCESS and SAS/CONNECT products 

are now shipped in most of the offerings without additional fees.
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•

•

•

SAS Environment manager, which is really the SAS Administrator’s UI, includes a dashboard with a set 

of reports to follow the Viya platform activity.

One of the reports is called “User Authentication”.

It can be used to track the Authenticated Users and help to identify any gap between the number/types 

of licensed users and the real number of users who are using the environment.
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The dashboard data are refreshed every two hours by default, but you can change that.

So, before the first two hours of a freshly deployed environment, you will not see anything.

But after that, there will be a task in the background that will load the records from the audit table in CAS, 

and it will also populate this kind of report.

As you can see in the screenshot, you can follow the logins over time.

You can also list the authenticated users, which can be very useful when, as a customer, you want to 

ensure you remain compliant with the number of users defined in your licensing agreement.

The dashboard also lists the authenticated users, and you have additional tabs like “report activity”, “data 

activity”, and others, giving you more insights on what the end users are doing in the environment.
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• Since April 1st, 2024, the SAS Viya orders have :

▪ No GRACE period

▪ A default WARNING period: 
expiration date + 15 days

Since April 1st, 2024, the GRACE period has been set to 0 for all the Viya orders and there is a default 

WARNING period of 15 days after the expiration date.

Before a license is about to expire, the SAS representative at the customer site, will receive the renewal 

invoices along with the corresponding full-term authorization code.

The renewal invoices will be sent exactly 30 days before the license expiration date

This allows customers to apply the license authorization code before the previous one expires, ensuring 

uninterrupted service.

If the new authorization codes are not entered, the customer will enter the WARNING period, and the 

users will start to see Warning messages as on the screen.

At the end of the WARNING period the software will stop functioning.
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.jwt 



☺

Now if you want to update your license, you will need the new license file, so where can you find it?

It can be found and downloaded from the my.sas.com portal.

It comes as a JWT (Json Web Token) file, which is not a human readable format.

A base64 encoding is used to hide the content but is very easy to decode.

Note that you can also automate the license file download with the orders CLI (the orders CLI is a 

command-line tool to interact programmatically with my.sas.com portal).
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•

•

•

So, what is the process when you need to update the license?

An email is sent to the customer representative after the software license has been renewed.

The ORDER number remains the same, but the expiration date is updated in the my.sas.com portal.
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•

• kustomization.yaml secretGenerator

• kustomize build -o site.yaml

• kubectl apply -f site.yaml

•

Now, how do you update the software license in your running environment?

Here are the summarized steps to update the license in the case of a manual deployment.

Basically, you’ll have to download the new license file, modify the kustomization.yaml file to reference it 

and then update your manifest and deployment (but that will depend on your deployment method).

The disruption should be minimal, there is no need to restart CAS to pick up the new license.

See the official documentation or the SAS Viya Administration education modules for more details and 

hands-on on how to renew the license.
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•

•

•

Starting in SAS Viya 2025.02, major enhancements to the SAS Compute Server simplify SAS 

programming by enabling advanced analytics procedures to run directly on the Compute Server -

eliminating the need for a CAS server in many cases.

These updates introduce in-process execution, multithreading support, and expanded native Python 

integration, providing greater flexibility and efficiency.

These new capabilities are automatically included in all SAS Viya offerings with no additional fees, but 

they perform a license check to verify that they are executing in a licensed environment.

On the my.sas.com portal, the license files and deployment assets have been updated to include the 

required license key from the version 2025.02.

But if you are running a Viya version older than 2025.02 and want to update to a more recent version to 

benefit from this enhancements, you’ll need to download and re-apply the order’s updated license.
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For their Viya 4 platform, customers must choose between two types of cadence :

Either “stable” or LTS (for Long Term Support).

Stable and LTS versions are expressed on 2 digits (like 2025.03) and the prefix of the version either 

Stable or LTS is mandatory to know which cadence type is used (otherwise, for example if you just say 

2024.09, we don’t know if you are talking about the Stable or LTS cadence).
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In this table, you can see the stable version cadence and the LTS version cadence.

Usually, the LTS versions are released in May and November and are based on the stable version from 

two months prior.

But sometimes there is an exception to this rule,

for example, LTS 2023.10 was based on the October stable version from one month prior.

Sometimes it can happen because the SAS R and D wants to release some very important features in 

the LTS version, and those features were not ready for the version two months prior (the two months are 

a little bit like a buffer).

29



Page 30
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

Another important change is that all products, whether it is Visual Analytics, Model Manager, or Event 

Stream Processing, have a consistent version scheme.

So for example, instead of referring to “Visual Analytics 8.4” and “Event Stream Processing 7.1”, you 

refer to Visual Analytics 2023.09 and Event Stream Processing 2023.03.

All products have stable and LTS releases where new features are progressively added on a monthly 

basis.
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2025.03

2025.04

2025.05 2025.3

New solution is introduced in 

any month and adopts current 

Stable version. At the LTS 

month, an LTS for that solution 

is released – and uses the 

same number.

07/2024

08/2024

09/2024

10/2024

2024.07

2024.08

2024.09

2024.10

2024.11

2024.12

2025.01

11/2024

12/2024

01/2025

2025.0202/2025

2025.0303/2025

2025.0404/2025

2025.0505/2025

You can see in this timeline that new solutions or products that are introduced in any month will adopt 

the current Stable version.

At the LTS month, when an LTS for that solution is released, it will use the same LTS number as the 

other offerings.
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•

•

•

•

“In the event that the Kubernetes platform no longer supports any of the 
validated Kubernetes versions required by a SAS Viya release, SAS reserves the 
right to declare Limited Support for that SAS Viya release on that platform.”

To keep the software current, you should update to the latest version for your cadence as soon as it 

becomes available.

If the software is not updated to a new version in time, the support policy can change from standard 

support to limited support.

If you are on a stable cadence where you get a new version each month, you need to update to a new 

version at least every three months. Otherwise, you will fall under the “limited support policy”.

On the LTS cadence, the standard support covers the current LTS version and up to three LTS versions.

But because you only have a new version every six months, it means that you could potentially be 

supported for a period of two years (instead of four months with the stable cadence).

However, there is a caveat to this rule, which is that in two years your Kubernetes version will very likely 

be out of date.

The initial plan was to provide two-year support windows for the customer choosing the LTS version – 

the LTS cadence. But it's hard to keep this promise because the Kubernetes system itself is evolving 

much faster.

This specific case will be discussed in further modules.

32



Page 33
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

Stable versions in Standard Support:

• 2025.05

• 2025.04

• 2025.03

• 2025.02

Long-Term Support versions in Standard Support:

• LTS 2025.03

• LTS 2024.09

• LTS 2024.03

• LTS 2023.10

Here are the fully supported versions AS OF end of May 2025.

Anything that was older than this falls under ”Limited Support”.

For example, as of May 2025, the July stable version, 2025.01 and the first 2023 LTS version (2023.03) 

were already under the “Limited support” policy.
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What does it mean when you go to limited support, when your version is too old and now it's under 

limited support?

With limited support you still have access to the product documentation and self-help resources. If you 

look today in the documentation, you can see that even for the version under Limited support, the 

documentation is online and be accessed using the version drop-down menu.

But the problem with limited support is that patches are not available for the Viya 4 release.

Also, you cannot open severity level one or severity level two critical support requests.

Finally, when entering to “limited support” the update path to a support standard version is not 

guaranteed (as all combinations of these type of update haven’t been tested by SAS)

This is not ideal for many customers, and they prefer to remain in the “standard support” windows.
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Now let’s look at patch updates.

Both stable and LTS cadences can get patch updates within the same version.

So, in the same version, for example 2025.03, you can have many different releases or patch updates.

What this means is that the concept of a hotfix is no longer relevant, because now you have a 

continuous delivery approach, where the bug fixes can be delivered at anytime within the same monthly 

version through new patch updates.
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It's important to use the right terms and make the distinction between cadence, version, and release.

In this table, you can see examples that illustrate the distinction between cadence, version, and release.

You can see that we can have multiple releases for the same LTS or stable version.

The shipping date: Year, Month, and Day, is included in the release name.

There is a string or number that corresponds to a specific time in the day but is expressed with the 

EPOCH format. You can convert this format using a Linux command or with an online convertor.

Note that, even the same day, multiple releases can be made available for the same version.

The calendar date is the same, but the EPOCH date will be different.
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2024.09

2025.03

Critical security patches can be made 

available for previous LTS version.

09/2024

10/2024

2024.09

2024.10

2024.11

2024.12

2025.01

11/2024

12/2024

01/2025

2025.0202/2025

2025.0303/2025

2025.0404/2025

2025.0505/2025

Critical fix are delivered by DU 

(Deployment Unit) and can be made 

available for previous stable or LTS 

versions.

As discussed before, both Stable and LTS will get patch updates for bug fixes (what some people might 

call hot fixes).

The patches will impact specific DU (Deployment Unit).

Selected critical bug fixes and security vulnerability fixes will be delivered as soon as they are ready 

rather than waiting for a scheduled update and they can also be backported to previous stable or LTS 

versions.

Note that the current SAS Product Security Policy mandates patching critical security vulnerabilities only 

in the latest LTS and upcoming Stable releases.
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There are three types of updates that are possible.

The first update type is to apply a patch release in the current cadence version.

The second type of update is to update to a newer version within the same cadence, like from stable 

2025.03 to stable 2025.04.

The last type of update is to switch cadence. In this case, you move from the stable cadence to the LTS 

cadence or from the LTS cadence to the stable cadence.

The official documentation provides a pre-update checklist.

This checklist lists all the things you need to check as part of the update process.

Several questions are asked in the checklist:

Is the current Viya version in Standard Support? Is the version of Kubernetes in the current environment 

supported for the target version?  Multiple CAS servers ? SingleStore ? Etc...)

Based on the answers you will see what are the required actions or check to perform as they depend on 

the circumstances of the update

it also remind some best practices for update (create backup, run inventory scan, inform SAS Viya users 

of a possible outage/disruption and so on)

The checklist  helps identify the rules, restrictions, and what to do for each type of update.

The overall update process depends on the deployment method.

Depending on whether you have chosen the manual deployment, the deployment operator, or 

deployment with the SAS deployment GitHub project, you might have different steps to follow for your 

update process.

However, there are some very important rules that remain the same in terms of version updates.
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2. Source and target must be within four versions

 

Example (as of May 2025)

Here are the three rules.

Rule number one: you can only update to a more recent version. For example, you can only move from 

2025.02 to 2025.03 and then to 2025.04, and so on. You cannot move from .04 to .03, for example.

It seems obvious, but you will see that in some cases it's not so obvious.

Rule number two: The source and target version must be within the four-versions window. If it's more 

than four versions, then it's not supported.

And Rule number 3: Your target version must be currently supported. The target version must be in the 

four latest versions. Otherwise, it's also not possible or not supported. Well, it's possible, but it's not 

supported.

Let's look at an example of that,

First case we move to the latest version from the previous one.

So, something like that

As you can imagine, it is perfectly okay and fully supported.

Let’s take another case

We update but not to the latest version.

This move is okay too.

Now something a bit different

We jump from version N to version N+2
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And this one is fine as well, because we are still in the supported four-versions windows

Now what about going from an older unsupported version to a supported version like that

Is it a supported update path ?

Well…It's kind of in the middle. Basically, you can try this kind of update.

And this scenario has actually been tested by the customer lifecycle testing team at SAS.

But…. it was tested when the target release was made available. So it was tested in January 2025 in this 

case, and it was working at that time.

But since then, there have been a lot of intermediate releases (or patch updates) that have been 

published.

So, it might not work for some reason. It will work in about 90% of the cases, but the remaining 10% of 

cases could be problematic.

The doc currently explains that while it is possible, in case of problem with this update path, it will not be 

covered by the SAS technical support, instead the customer need to require assistance from SAS 

Consulting.

If we look at this other scenario,

moving from an even older version to a supported version…this one is not a supported update path 

because you are breaking rule number two here : source and target have more than 4 versions of 

difference.

And this one, where we move from an unsupported version to another unsupported version in the four-

versions range…

is also not supported because you are breaking rule number three.
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Now let’s see what it takes to update the software.

You have two types of steps:

First you have standard, recurring steps for applying an update.

take a backup,

obtain new deployment assets,

re-build manifest,

and apply manifest.

They can easily be automated because they are always the same. The last three steps are also 

automated with the deployment operator or with the SAS orchestration command.

The second type of steps is manual steps.

These depend on the source and target versions.

If you go into the documentation, you see the deployment notes for each version. The notes list the 

specific commands or steps to follow before or after your deployment.

Sometimes there are only a few of them, so there is almost nothing to do. But sometimes there can be a 

lot of things to do.

It really depends on what has changed in the new version.

Also, when there are a lot of things to do, you can avoid several steps if you use the deployment 

operator or the SAS orchestration command.
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• You can skip the standard steps
– You don’t need to obtain, build and apply the Deployment assets for each intermediary version  

• But you MUST perform any existing documented manual steps
– The manual steps documented in the “Deployment Notes” are required for each intermediary 

version  

Something important to note is that you can “hop” from version N to up to version “N plus three.”

You can do this kind of thing for example:

When you do this, you don't have to re-download the deployment asset, rebuild, and reapply for each 

intermediate version.

So, for example, you can do that and skip these “standard steps.” You don't need to obtain, build, and 

apply the deployment asset for each intermediary version.

However, what you need to do for each intermediary version is to proceed with the manual steps that are 

documented in the deployment notes.

So that's the difference.

You must read the deployment notes and complete them between each version.
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➢

Let’s zoom in a little bit on the deployment notes. You can see the deployment notes in the official 

documentation. You must read them and complete them between each version.

Again, the manual steps are not always required. It depends on the target version and source version.

A deployment note describes a change to the deployment process that was used by an earlier version of 

SAS Viya.

All the manual steps between versions need to be applied. For example, if you go from 2025.02 to 

2025.05, you have to read and apply all the deployment notes for 2025.03, 2025.04, and 2025.05.

You have to look at the "before deployment" and the "after deployment" comments.

These rules apply to both stable and LTS versions, and SAS attempts to minimize the number of manual 

steps that are required.
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•

–

–

–

If you have deployed your environment with the SAS Deployment Operator or the SAS orchestration 

commands, some of the manual steps documented in the deployment notes are not required.

They will be performed automatically, behind the scenes, when you redeploy using the deployment 

operator or run the SAS orchestration commands.

Both the SAS Viya Deployment Operator and the “sas-orchestration command” methods are using the 

sas-orchestration container which can take care of the operations required during an update.

Here are some examples of tasks that are "not" required to be done when you choose those deployment 

methods.
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• Jobs automatic relaunch

•

• CAS State Transfer with Read-only access by default

•

•

SAS continues to enhance rolling updates for the SAS Viya platform to minimize downtime and improve 

system resilience.

SAS Workload Orchestrator and SAS Launcher can relaunch the affected jobs automatically, ensuring 

uninterrupted processing and improving the Stability for the Compute Workloads.

On the CAS side, if you have deployed SAS Viya with the SAS Deployment operator or the sas-

orchestration tool, then you can enable the CAS State transfer feature.

During the CAS server update it enables the transfer of the session state, data, etc. to newer CAS server 

instances while the previous instances continue to run temporarily.

From version 2024.10, Read-Only access to global tables and other state components is enabled by 

default during CAS state transfer. It allows various CAS clients (such as Visual analytics) to continue to 

run actions to read data during a software update operation.

It provides a better user experience by minimizing disruptions.

You can learn more about CAS State Transfer in the SAS Administration courses on learn.sas.com.

For more information about minimizing downtime during software updates, see the new section of the 

SAS Viya platform deployment documentation titled Deployment Considerations for Future Software 

Updates in the ”Getting Started with SAS Viya Platform Operations” section.
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http://release-notes.sas.com/

A useful page to bookmark is: release-notes.sas.com.

It is a form, that you complete to determine the required deployment notes.

First, you choose which product and solutions you have deployed.

Then you choose the versions – the source version and the target version.

After that, the form automatically generates the deployment notes that you must follow.

It will also give you the “what's new” information, such as "what are the new features", and so on.

It's a way to quickly identify the changes and the manual deployment steps required between a source 

and target version.
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Now, let's look at moving between cadences.

Remember, it's possible to move from stable to LTS cadence or from LTS to stable cadence, but again, 

there are some rules.

You must always change to a more recent version.

For example, the target stable or LTS version must be ahead of the currently installed version.

Also, if you are on an older LTS version and you want to switch to the stable cadence, you must first 

upgrade to the latest LTS version.

For example, a customer on LTS 2024.09 will first have to go to LTS 2025.03 before being able to switch 

to the stable cadence.

The last rule is that moving to LTS can only be done from a stable version that is currently in the 

standard support.
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In the other modules you’ve learned about the basics, timeline, and support considerations.

Then you looked at the update and cadence switch considerations.

In this module, you will put what you’ve learned into practice with three customer use cases.
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Questions:

• Are they up to date?

• Are they supported?

Let's look at three possible customer situations in terms of existing version and cadence.

This is the first case.

Let’s imagine we that we are in June 2025,

and the customer is using the stable 2024.08 version.

Here are a few questions:

Are they up to date?

Are they supported?

Let’s wait for a few second to let you think about the answers

Let’s see what are the answers…
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•

•

•

Question:

How can they move 
to a supported 
version?

Are they up to date? NO

Are they supported? NO (they are not in the four latest version range)

Here's another question:

How can they move to a supported version?

They can only move forward, and they must at least move to the February version

to be in the range of the four supported versions.

In the next slides we’ll explore a few scenario to see how to move to a supported version in this case…
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Here is a first scenario.

Technically you could use what is referred to as the “slow way” – moving from one version to the next 

one.

First, you get the assets for the September version, and you apply them . Then you get the assets for the 

October version, and you apply them . Then you get the assets for the November version, do the same , 

and so on.

… … … … … …

And of course, if there are manual steps between the versions, you need to do the associated tasks for 

each version update.

If you used this process, it would be very long and time-consuming (you would have to do all the update 

work you should have done in the last 10 months).

It's also something that is not supported or tested.

And it breaks the rule number 3 which is “Your target must be currently supported”

Finally, to apply this plan, you would need to find a way to get the old deployment assets…Remember 

that in the portal you can only download the last four versions.



Page 53
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

The second scenario is the “skipping” way.

Remember, you are allowed to skip versions, but you cannot skip ten versions ahead in one shot, you 

can skip but within four versions.

For example, here you can directly get and apply the assets for the November version

, BUT if there are any manual steps in the deployment notes between the August and November 

versions, you need to do them.

Then you get and apply the assets for the February version and perform intermediate manual steps

and finally, you do the same for the May version.

…

This would be more efficient than the slow way, but …

it is still against the rules.
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This last scenario is also interesting.

The LTS “shortcut” would be a cadence switch.

You know that LTS 2024.09 is the same (in terms of content) as Stable 2024.09, so going to Stable 

2024.09 is technically the same as going to LTS 2024.09.

…

…

Now you are on the LTS cadence, so you can go to the next update,

which brings you to the six-months later LTS version: 2025.03.

And if you really wanted to, you could come back onto the Stable cadence when it is released in mid 

June.

But if this imaginary customer happens to fall ten months behind the LTS cadence, then it probably 

means that the LTS cadence is more appropriate for them.

However, once again, this scenario is not supported as it breaks one of the rules : “Switching to the LTS 

cadence can only be done from Stable versions that are in standard support” and it is not the case in this 

scenario.
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•

•

•

•

•

•

•

What is the conclusion of this use case ?

There is no supported (tested) update path for this situation.

The only update path that is officially tested and fully supported is moving from a supported version to a 

supported version (so within the four supported versions window).

Second, the deployment assets are only available for the last four supported versions (you won’t see 

them in the “my.sas.com” portal). If you are running a very old version, it's not possible to download the 

older deployment assets to move from a limited support version to another limited support version.

And finally, switching from stable to LTS cadence can only be done from Stable versions that are in 

Standard Support.

The conclusion of this case review is that you should make sure that if the customer chooses the “stable” 

cadence, they are prepared to update on a monthly basis.
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Questions:

What is the latest 
Viya version ?

What is the level 
of support of the 
environment ?

Let’s look at another case.

Imagine we are the 5th of February 2025.

The customer is running stable 2024.09.

Here are some questions:

What is the latest Viya version?

What is the level of support of the environment?

Let’s wait for a few second to let you think about these questions…

Now let’s review the answers.
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•

•

Question:

Can the customer go back 
to a supported version?

Bad luck ! Until Mid 
January the customer 
version (stable 2024.09) 
was supported, but now 
it has fallen under 
“limited support”

The latest stable version of Viya is 2025.01 (it is still the January version although we are in February, 

because the version of a given month is released during the second half of the month)

The current level of support in this use case is “Limited Support.”

It's kind of “bad luck” for the customer because until mid-May, the customer version was supported !

But now the version has fallen just under the limited support model.

So, here's another question:

How can the customer go back to a supported version?

We’ll try to answer the question on the next slides.
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•

•

•

It's not an ideal situation, but the customer can try to move to a supported version in two steps.

For example, the customer can go from 2024.09 to 2024.10.

This first part of the update path is not fully supported.

But if it is successful, then the customer will be in a supported version

…at least until mid-February

Then from there, in a second step, it is possible to move from 2024.10 to 2025.01 and this second part of 

the update is supported.

So the update process will happen in two times, along with all the intermediary steps that are in the 

deployment notes.

There is a little risk on the first part, but it is possible to do this kind of things.
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Question:

Customer wants to 
start using LTS instead 
of Stable. 
What is the earliest 
LTS they can use?

Let’s look at the third, and last, use case.

Let’s imagine we are at the end of April 2025,

the customer is up to date and is running the latest available version that was released mid-April.

But now, the customer has decided that, in their case, staying on the stable cadence was not worth 

performing the update every month.

So now they want to switch to the LTS version.

So here is another question for you : if the customer is at stable 2025.04 and they want to switch to the 

LTS cadence , can they simply go to LTS 2025.03?

Is that okay? It looks okay in the table, right?

Well…
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Actually, it is not okay. The customer is one month too late, because they are running stable 2025.04 

and the next LTS (LTS 2025.03) is based on Stable 2025.03.

Since “LTS 2025.03” has the same code and content as “Stable 2025.03” moving to LTS 2025.03

from stable 2025.04 would be like going back to an older version.

…

The customer missed their window of opportunity to move to the LTS version.

The customer might say, okay fine. I’ll stay on this version and when the new LTS is available, I’ll move 

directly to it.

…

Notice that the arrow is red again. This is also not allowed because it is a jump 8 months into the future.
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So, what can the customer do instead?

They stay on Stable.

They complete one update to the July version when it is out (2025.07).

And then they wait for Stable 2025.09 to be shipped and they follow the Stable 2025.09 steps to go to 

this version.

At this point it is very important that they don’t do another update!

Once LTS is officially released in November, they update to LTS 2025.09 by getting and applying the 

new deployment assets. There is no need to run the Deployment Notes because it is the same version.
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So that’s the end of the use cases review.

Here are some final recommendations:

- Update as regularly as possible. Remember the range of four. If for some reason you miss an update, 

you will soon be in limited support. With the stable version, it only takes four months, whereas with LTS 

there could be a two-year window for support.

Customers are encouraged to implement "update automation pipelines" to meet that goal of staying up to 

date with their Viya version.

It's also a good idea to automate content export and import operations to address the risks of failure for 

“update in place” operations and be able to restart from a fresh environment.

- It is also recommended to apply patch updates frequently.

- For production or sensitive environments, consider staying on the LTS cadence because it means less 

update work every month.

- If you can, avoid switching because it's not always possible. Or it's only possible at certain dates – 

which makes things even more complicated.

- Each time you update, make sure you have a good backup of all the user’s content.

Your customer should select a cadence that they can maintain, and they should be very clear about the 

risks and consequence of not doing that.
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In this module, you’ll learn about the Viya 4 offerings.

You may ask yourself, “Why am I learning about offerings and products in a Deployment or Architecture 

module?"

The offerings have an impact on the components that are deployed in the environment, because 

depending on the offering, you can have things like MAS (for Micro Analytics Services), ESP, 

OpenSearch, Airflow, or other components.

The existence of those components in your environment will be driven by the offering.

Also, it has an impact on the topology in terms of footprint and sizing, so you don't need the same 

resources if you are only deploying the “Visual Analytics” offering versus if you are deploying the whole 

“SAS Viya Enterprise” offering.

In the table here on the screen, you see the capabilities of four of the Foundational offerings: SAS Viya, 

SAS Viya Advanced, SAS Viya Enterprise,

and also SAS Viya Programming (which is the “programming interface only” kind of environment that you 

learned about previously).

There are other Foundational offerings, like SAS Visual Analytics and SAS Visual Statistics.

The products portfolio has been optimized to include the six main “Foundational” Offerings that appear 

on the right side of the screen.
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In the last half of 2020, there was a decision to simplify customer orders to only being able to order 

“offerings” rather than individual products.

* A “bundle” contains several products or components like Visual Analytics, Data preparation, Model 

Manager, ESP, and so on.

With Viya 4, you choose a product “bundle” or “offering”, instead of a long list of individual products (for 

example something called “SAS Viya advanced”).

If you want something that is not in your bundle, you can add it as an “add-on.“
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Since the first GA release of Viya 4 (which was LTS 2020.1 released in November 2020), a lot of work 

has been done to move more and more solutions to Viya 4, new solutions, new capabilities, new 

SAS/ACCESS engines, and new offerings (like SAS Data Engineering).

Each month, you can check the “What’s new in Operations” section to learn what new solutions are 

available on which Kubernetes platforms in the latest version of SAS Viya.
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Something important to note (which is new with SAS Viya 4) is that all the SAS Access engines are 

included in the Foundational and Specialized Offerings (except for event stream processing and Visual 

investigator).
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Also, All the in-database technologies products will be included in these three offerings: SAS Viya 

Programming, SAS Viya Enterprise, and SAS Data Engineering.

If you have another type of offering, you can choose to add and license some in-database capabilities 

individually.
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What about Cloud Data Exchange?

This product is intended to provide a connection to a customer’s on-premise databases for the variety of 

the Viya offerings running in the Cloud.

As previously noted, it is included in most offerings (which are listed on the screen).

In the diagram here, you can see the architecture, that shows how this Cloud Data Exchange product is 

working (at a high level).

You have a co-located data agent running by default in Viya and a remote data Agent that is deployed on 

the customer site.

Basically, CDE lets you read the data from the on-premise environment of the customer and load that 

into your SAS Viya platform wherever it is.

Finally, if you want to learn more about SAS Cloud Data exchange, be aware that a dedicated course is 

available on learn.sas.com.
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•

•

•

•

•

•

SAS Analytics Pro is a very specific offering.

It's a standalone offering for data scientists and SAS programmers who want to run SAS on their own 

machines.

It’s a single big container with SAS Studio 5, base SAS, SAS Graph, SAS STAT, and SAS Access 

products and is very easy to deploy.

SAS Analytics Pro can run on a desktop or in a Kubernetes cluster and you have all the standard base 

SAS features.

The pricing is based on the number of users.

“SAS Analytics Pro advanced programming” is a more complete version of the offering which also 

includes SAS IML, SAS OR, SAS QC, and SAS ETS,

if the customer has more needs in terms of programming capabilities…
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Within the list of SAS Viya components and services, let’s review the Cloud Analytic Services engine, or 

CAS in short, and understand its components.
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The CAS engine provides different capabilities ranging from analytics to data management.

It’s an in-memory engine, tailored for large-scale, parallel calculations, that evolved from the LASR 

engine available with SAS 9. On top of that, it adds the capabilities to use the storage to back memory 

content if the memory is not enough, and to support failover in case of node failures or planned updates.

A shared CAS instance is used by applications such as SAS Visual Analytics, SAS Visual Data Mining 

and Machine Learning, and other SAS products.
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A CAS Server can consist of a single node. In this case, the single instance performs both the tasks of a 

controller (such as accepting client connections, enforcing security, summarizing and returning results), 

and the tasks of a worker (such as performing data management and data analysis on the rows of data 

that are in-memory).

CAS uses multiple CPUs and parallelizes tasks across multiple threads to speed up data analysis. This 

architecture is often referred to as symmetric multi-processing, or, in short, SMP.
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To support very large data sets and provide additional performance, CAS can be deployed across multiple 

nodes. This comes with the added benefit of increased resilience to failures.

A distributed server uses multiple nodes to perform massively parallel processing, and thus it is called 

MPP.
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In the case of multi-node deployment, one node is designated as the controller. Client applications 

communicate with the controller. The controller splits and distributes sub-tasks to the nodes and 

aggregates the results. The controller maintains the status of the cluster, including user sessions, and 

enforces security.

The other nodes are workers. They execute the analytics and data management jobs in parallel, each one 

acting on the table rows loaded in the node’s memory.

Optionally, it is possible to configure one additional node as a dedicated backup controller, ready to step in 

if the primary controller fails.

For those familiar with SAS Viya 3.5, it is worth noting that with SAS Viya 2020.1 and later it is not possible 

to co-locate CAS with Hadoop, nor with an MPP database such as Greenplum or Teradata.

CAS can still access data that is in Hadoop or in these databases, but CAS itself, the engine, cannot be 

co-located on the same nodes as these.
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During the initial table loading, data is automatically and evenly distributed across all the nodes.

By default, data is not re-distributed when the number of nodes changes, for example when scaling up or 

down. If desired, CAS can be configured to automate data re-allocation in those cases.

A CAS distributed instance is only as fast as its slowest node. That's because the controller checks how 

data is distributed on the nodes, and then it splits the compute load across the nodes proportionally to data 

chunks distribution. By default, data is split evenly, and that's one reason why we recommend to have all 

the worker nodes allocated with the same physical resources.

In case of uneven workload distribution, the controller will have to wait on the slowest node before it can 

send back the results to the client.

A CAS distributed instance is resilient to failures. Depending on its configuration, it can lose one or more 

nodes and keep going.

That’s because data is split in chunks, and each chunk has multiple copies spread out on different nodes 

by default.
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Multiple CAS servers can be deployed in the same environment, in the same namespace. You are free 

to configure each one as needed, mixing SMP and MPP instances. Each server can have a different 

configuration.

SAS recommends to configure the Kubernetes cluster with a dedicated node pool for CAS, and to 

configure SAS Viya to allocate each CAS pod to a dedicated Kubernetes node. This guarantees reliable 

performance, but it implies that, if you deploy additional CAS servers, you need more Kubernetes nodes.

In the example shown in this diagram, there are two MPP CAS servers and two SMP. The MPP server at 

the top has a primary and a secondary controller plus 4 workers; the MPP server at the bottom only has 

one primary controller and 2 workers. In total there are 11 CAS pods, so this environment would need 11 

nodes in the dedicated node pool.
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Before we close the lesson, we have a quiz. Which of the following sentences are true?

A:

CAS SMP does multi-processing by distributing data across multiple threads.

B:

A single Viya namespace can host multiple CAS servers.

C:

The CAS MPP Primary Controller is always the first worker of the server.

D:

CAS performs both analytics and data management.

E:

CAS can be co-located with Hadoop to perform faster table loading.
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Take a moment to think about this, and answer. If you want, you can pause here before listening.

Here come the answers.

A is true. CAS SMP does multi-processing across multiple threads. So even it deployed on a single 

node, you can still have multi-processing across all the available CPUs, spreading multiple threads on 

the cores.

B is true as well; we have seen in the previous slide how it’s possible to deploy multiple CAS servers in a 

single SAS Viya platform.

C is false. Why? Because when you have a distributed environment, a controller is not a worker. With 

MPP CAS servers, each CAS node has a specific role. It’s only with single-host SMP CAS servers that a 

single node acts both as a controller and as a worker.

D is true. CAS is not only an analytics engine but it's also a data management engine.

Finally, E is false, CAS cannot be co-located with Hadoop. That was a possibility with previous SAS 

versions that has been dropped with the current release in favors of Kubernetes integration.

In summary, the correct answers are "A", "B" and "D".
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There are multiple integration points between CAS architecture and Kubernetes. Let’s review the most 

significative.
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CAS integrates with Kubernetes in multiple ways. The SAS Viya platform leverages a variety of 

Kubernetes objects to manage CAS lifecycle and capabilities. We can list: a Custom Resource 

Definition, or, in short, CRD, named CASDeployment; a CAS operator; CAS pods; CAS services; and, 

finally, CAS Volumes.
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Custom Resource Definitions are a Kubernetes artifact that permits to extend the Kubernetes API by 

defining custom objects.

The SAS Viya platform defines a Custom Resource called CASDeployment that describes the properties 

of a CAS Server, such as the number and roles of controllers, the number of workers, node placement, 

volumes, security, and so on.

In practice, there is an instance of a CASDeployment for each CAS Server deployed in the environment.
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Since Kubernetes does not know how to manage custom resources, the SAS Viya platform provides a 

CAS Operator to do it.

The CAS Operator is a pod that contains the business logic to operate a CAS Server according to its 

description included in the CASDeployment custom resource.

According to Kubernetes practices, the CASDeployment custom resource contains the description of the 

desired state of a CAS server; the CAS Operator continuously monitors it and acts on the live 

Kubernetes cluster so that what is running corresponds to what is desired.

As an example, a SAS administrator does not start or stop CAS pods directly. Rather, an administrator 

changes a property of the CASDeployment resource to be “shutdown equal true” or “shutdown equal 

false”, and the CAS operator acts accordingly. In the same way, the CAS Operator mounts volumes in 

CAS pods, manages pod failover in case of failures, and much more.
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Each instance of a CAS SMP server runs in one Kubernetes pod. CAS MPP servers are distributed in 

multiple pods. Each pod corresponds to a CAS node with a specific role – one pod will host the primary 

controller, one pod the backup controller, and then one pod for each CAS worker.

Each pod contains multiple containers, the exact composition depends on your site-specific 

configuration. Usually there is a container hosting the main CAS processes, one for a backup agent, one 

for a Consul agent, and possibly additional ones.
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•

•

•
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•

•

•

•

•

The SAS Viya platform can define multiple Kubernetes services to access CAS endpoints.

The default service is called “SAS CAS server default client”, and additional ones can be defined as 

required. More details are provided in the networking lessons.

If you deploy a secondary (or backup) CAS controller, Kubernetes takes care to always point these 

services to the controller that is currently active. Normally, this is the primary controller, and it will be the 

backup controller in case the primary fails.
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•

•

•

•

•

•

If your site deploys the SAS embedded process in an external databases or in Hadoop, there will be 

additional Kubernetes services so that the SAS embedded process can reach the required CAS 

endpoints.
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cas-default-permstore PVC

cas-default-data PVC

By default, data storage in containers is ephemeral. When a container is deleted, data stored locally is 

lost. For durable storage, data should be maintained in persistent volumes.

The SAS Viya platform includes multiple volumes dedicated to specific CAS areas, including the 

“Permstore” to store CAS permission definitions, the cas-default-data volume for the default data location 

for new CAS libraries, or the “CAS disk cache” as the backend area for in-memory tables.

It is possible to add additional custom volumes, using either locally mounted or remote storage

If you deploy a secondary (or backup) CAS controller, some of these volumes must be shared between 

the primary and backup controllers with RWX access.

Additional details can be found in the storage lessons.

91



Page 92
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com



Page 93
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com



Page 94
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

Let’s review some high-level diagrams that present the different components of the SAS programming 

runtime engine and help us identify and describe those components.
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Here we start with a rather complex diagram, where everything related to the SAS programming runtime 

engine is presented in a single page.

In the next slides we will highlight and discuss the individual components.

Here they are all presented together to let you familiarize with them.

Just looking at the names in the boxes, you can recognize that there is a compute programming runtime, 

a SAS Connect programming runtime and a batch server programming runtime. We will highlight their 

peculiarities in the next slides.

Now, let’s read the diagram from left to right, highlighting different logical categories: clients, middle-tier 

services, backend servers.
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On the left side we can see some sample clients.

This is not an exhaustive representation, but we can see here two kinds of clients. There are visual 

applications, such as SAS Studio. Then there are interactive tools such as the sas-viya command-line 

interface or CLI.

In this example, SAS Studio will use the compute service to start a compute session.

The sas-viya CLI will use the batch service to start a batch job.
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Here in the middle of the diagram we have the mid-tier services. These are services that provide the 

business functions to connect clients with backend servers. As an example, these services manage the 

backend configuration and settings by describing them in “contexts”, stored in the SAS Infrastructure 

Data server. These contexts are then used to allow the launcher service to launch a backend session or 

a job.

There are the compute service, the connect service and the connect spawner, and the batch service. 

They all talk to the launcher service.

The launcher service works together with the workload management components to talk to the 

Kubernetes API and launch the backend components.
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And, here on the right, we can see the backend components and servers.

There are the compute server, the connect server, the batch server.

They are all launched by the launcher service, via SAS workload orchestrator and the Kubernetes API.

They host a SAS session, which runs your SAS code. They are three different incarnations of the same 

engine, called the SAS Programming Runtime Engine.
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If we shift our view from vertical columns to horizontal rows, we can group clients, mid-tier services, and 

backend servers in terms of functionality.

Here we highlight the SAS compute service components.

Moving from the left to the right, we can follow a user logging in SAS Studio and getting authenticated.

SAS Studio requests a compute session by talking to the compute service.

The compute service retrieves the compute context and the launcher context settings from the SAS 

Infrastructure Data Server. It can then request a new session from the launcher service.

The launcher service works together with the workload management components to talk to the 

Kubernetes API and start a backend compute server.

The compute server instantiates a user session which can interact with the frontend client, SAS Studio, 

through the compute service.

We can say that the compute service becomes a broker between the client and the backend session.
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Similarly, if we look at the bottom row of the diagram, we can recognize the SAS batch components and 

describe a similar flow.

A user logs in, this time through the batch CLI, and is authenticated, as usual, through the SAS logon 

service.

The client talks to a mid-tier service, the batch service.

Again, the batch service is in charge of looking up the batch context and the launcher context, then 

passing all the information to the launcher service, with the request to start a new backend session.

This starts a batch server, via the workload management components and the Kubernetes API.

Again, the batch server communicates with the batch service, and the frontend CLI can send input and 

retrieve output from the batch service, including the job results.
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Finally, the third instantiation of the compute service is SAS Connect.

You can see the SAS Connect components here in the middle row.

This time the client can be inside or outside the SAS Viya environment. It is not a frontend application 

but, usually, another SAS session.

In this example we left grayed out the compute server on the right to show that one was already running, 

probably started by SAS Studio, and now the compute server is our SAS Connect client.

As usual, the client talks to the middle tier services, and there are two different services that it can use.

It can choose to use the proprietary SAS Connect protocol and talk with the SAS Connect spawner, or 

use standard REST API interfaces with the SAS Connect service.

In both cases the middle tier services then talk to the launcher service to start the SAS Connect server in 

the backend, as always mediated by the workload management components and the Kubernetes API.

The backend server session and the SAS Connect client can either communicate via a direct connection, 

or proxied through the middle tier.
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An interesting point of the previous components is that, although there are three different server 

incarnations, they all rely on a common container image that is instantiated in Kubernetes pods with 

different settings. SAS Viya uses Kubernetes pod templates to describe how to configure that common 

image into containers that run inside compute pods on Kubernetes. The common image, called SAS 

Programming Environment, provides SAS binaries to run SAS Compute servers, SAS Connect servers, 

and SAS Batch servers.

As an example, the sas-compute-job-config pod template references the sas-programming-environment 

image to build a container called SAS Programming Environment that runs inside a SAS Compute pod.

SAS Connect and SAS Batch are similar, although the name of the containers can be slightly different.

Pod templates contain information about how to instantiate the containers. As examples, how to set 

limits or resource requests on CPU and memory, how to mount storage volumes, for example for the 

SAS Work temporary area, and so on. It's all in the pod templates.
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This lesson is part of a series that describes with additional detail each individual component of the 

programming runtime environment.

Here we focus on the SAS launcher.

Within the programming runtime environment, all services – whether it is a connect, a compute, or a 

batch service – they all talk to a gateway, and that is the launcher service.

In this diagram the launcher service sits in the middle of the picture. Notice that there two objects: a 

launcher service and a launcher context.
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The launcher service is a SAS Viya microservice and, as such, it runs continuously while SAS Viya is 

running.

Its role is to manage launcher contexts and to launches pods.

What kind of pods?

It can launch the programming runtime pods, including compute pods, connect pods, or batch pods. As 

we have seen in other lessons, these are the ones that run the SAS code.

But it can also launch other pods.

It can launch a CAS batch server, it can launch Python batch pods, or job flow scheduler pods.

These are different kinds of pods that have a different pod template, and don't have a SAS engine inside 

of them, but they are still managed by the launcher service.

How does it work?

It depends on how the environment is configured.

With default deployments, SAS workload management is enabled. The launcher calls SAS workload 

management, which in turn calls the Kubernetes API to start the pods.

If instead you are using an older SAS Viya version, where SAS workload management was not included, 

or you have disabled workload management capabilities in your environment, then the launcher service 

will talk directly to Kubernetes.
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Here we have a view that shows how the launcher interacts with workload management in an example 

case, in which the SAS Studio client requires a backend compute server. The same would apply to a 

request for a connect or a batch server.

A user in SAS Studio selects a specific compute context, for example, context A. The compute context A 

is bound to launcher context A. The client sends this information to the compute service, which forwards 

it to the launcher service. The launcher service reads both the launcher context and the compute 

context, and uses them to build a specific environment, a specific configuration. With these it creates a 

full pod request and forwards it to SAS workload orchestrator, so that it can call the Kubernetes API to 

launch the compute server pod.

Many backend components talk to the Kubernetes API to know what's going on, but the command to 

start the backend pod comes from workload orchestrator.

Queues are SAS Workload Management components that determine where the programming 

sessions/jobs can be executed. Queues also define the execution priorities.

106



Page 107
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

Since we mentioned contexts multiple time, let’s describe launcher contexts.

A context is a logical construct, it is a specification that lets SAS administrators group a specific set of 

configuration settings.

In detail, a launcher context controls the environment where the SAS backend will run.

As an example, an administrator can use a launcher context to define environment variables, or 

operating system library paths to load additional OS libraries.

A launcher context can optionally include a queue for SAS workload management.
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We are continuing with the lessons that describe, with additional details, each individual component of 

the programming runtime environment.

Here we focus on the SAS Compute components.
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This diagram represents a sample use case.

A user logs into SAS studio, is authenticated.

The client requests a compute session by talking to the compute service.

The compute service looks at the compute context and the launcher context, then uses them to ask the 

launcher service to start a compute server via SAS Workload Management components.

The compute server starts a compute session and interacts, through the compute service, with the user.
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The compute service is a SAS Viya microservice and, as such, it runs continuously while SAS Viya is 

running.

Its roles are to manage compute contexts, and to provide HTTPs API endpoints to frontend clients such 

as SAS Studio, SAS Model Studio and others.

The compute service acts as a broker to provide many capabilities, including:

Request the compute session start.

Pass SAS code to be executed.

Receive results and log messages.

Monitor the status of the compute sessions.

Pass all information to the client.

In summary, there is no direct communication between a client and a backend. It is always mediated by 

the compute service.
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The compute server is a backend pod that starts on request by the compute service and hosts a SAS 

compute server process.

It can either run under the identity of the user that requested it, or under a shared account defined by a 

SAS administrator.

Compute server pods can be started on-demand, to be stopped as soon as the client disconnects, or can 

be pre-started and re-used sequentially by multiple clients. In this case they must run under a shared 

account identity.

The usage of operating system calls and commands from SAS code is disabled by default, but can be 

enabled case by case in each compute context.

Compute servers do not expose any REST API endpoint, because, as we have seen in the previous 

slide, there is no direct communication between a client and the backend. It is always mediated by the 

compute service.

Starting in SAS Viya 2025.02, major enhancements to the SAS programming runtime engine enable 

advanced analytics procedures to run directly on the Compute Server. Native SAS code or Python can 

execute CAS actions in-process, eliminating the need for a CAS server in many cases.​
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We have seen the compute service, then the compute server. Let’s now describe compute contexts.

A compute context is a logical construct, to describe the settings used to start a compute server. If you 

are familiar with SAS 9 platforms, it’s an evolution of the concept of SAS application server contexts.

In detail, a compute context includes a related launcher contexts and defines which identities (users or 

groups) are allowed to use it (by default, that’s all authenticated users).

It also defines SAS options, autoexec code and pre-allocated libraries for the SAS server session that it 

will start.

A compute context can optionally include a queue used by SAS workload management and additional 

attributes.
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Let’s see another component of the programming runtime environment.

Here we focus on the SAS batch components.
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This diagram represents a default use case to execute long-running batch jobs.

A user, using the sas-viya CLI, after being authenticated, requests a batch job by talking to the SAS 

batch service.

The SAS batch service loads the SAS code and associated files, and stores these as a file set into the 

SAS Infrastructure Data Server.

The SAS batch service looks

at the batch context and the launcher context, then uses them to ask the launcher service to start a SAS 

batch server via SAS workload management.

The SAS batch server starts and tells the SAS batch service that it is running, then reads the file set from 

SAS Infrastructure Data Server through the file service

The batch server executes the SAS code as a batch job, and interacts with the SAS batch service to 

provide it with the status of the job.

When the batch job is finished, the SAS batch server returns the results and log messages as a file set 

to the SAS batch service.

The user can operate synchronously or asynchronously with the SAS batch server. In the former case, 

logs and results are streamed back in real time. In the latter, the clients can connect to the batch service 

to request their download after the backend server is done.
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The batch service is a SAS Viya microservice and, as such, it runs continuously while SAS Viya is 

running.

Its role is to manage batch contexts, filesets and jobs.

It provides HTTPS API endpoints to process SAS programs or operating systems commands, including 

Python scripts. For security reasons, the latter case is disabled by default; it can be enabled by an 

administrator.

The batch service has only one client, the SAS Batch CLI, which is a plug-in of the SAS Viya CLI.

If you are familiar with the sasgsub command-line utility used with SAS Grid Manager on SAS 9 

platforms, you will recognize similar capabilities with SAS Batch.
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The batch server is a backend pod that hosts a SAS batch server process.

Batch servers can execute batch jobs in two different ways, to accommodate different use cases.

To execute long-running jobs, either scheduled or ad-hoc, batch server pods are started on demand 

when a request comes in from the batch service and shut down when the SAS program they are running 

completes. This is the default configuration.

To support the use case for short, high-throughput batch jobs, batch servers can be pre-started and 

utilize optimized input and output file storage. This new, ad-hoc configuration is available starting with the 

SAS Viya 2024.04 stable release or the SAS Viya 2024.09 long term support release.

In both cases, users can operate synchronously or asynchronously from the CLI. In the former case, logs 

and results are streamed back in real time. In the latter case, the client can disconnect, and later re-

connect to the batch service to request their download, after the backend server is done.

Just as compute servers, batch servers, too, do not expose any REST API endpoint. Again, the reason is 

that there is no direct communication between a client and the backend. It is always mediated by the 

batch service.

Starting in SAS Viya 2025.02, major enhancements to the SAS programming runtime engine enable 

advanced analytics procedures to run directly on the Batch Server. Native SAS code or Python can 

execute CAS actions in-process, eliminating the need for a CAS server in many cases.​
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Let’s see some details about the configuration suitable for long-running jobs. This type of batch server is 

the default and is also called a single-job batch server.

In this case, batch server pods are created on demand, and start a new server process, each time a 

request comes in from the batch service.

Each server terminates when the SAS program they are running completes, and the corresponding pod 

is removed.

A batch server retrieves the user identity from the incoming request, and runs as the user that originated 

it.

A batch server reads the program code and any other input files from the files microservice. It runs 

whatever code it was asked to run, and then it sends the results back to the files microservice. The files 

microservice leverages the SAS Infrastructure Dataserver, that is, PostgreSQL, to store and retrieve both 

file contents and metadata.

This functional architecture permits to completely de-couple clients and backend servers, which is often 

required for batch processing.

Single-job batch servers reduce infrastructure costs, as pods are started only when requested and 

terminated as soon as the job is completed.

To implement this separation, there are more and longer calls with and between mid-tier components, 

such as the files service. Plus, pods get created and deleted for every incoming job. All of this adds an 

overhead of a few seconds to each execution and increases resource consumption, on SAS nodes, but 

119



Page 119
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

also on Kubernetes system nodes. In fact, creating and destroying many pods in a short timeframe 

consumes Kubernetes daemons resources, and can cause communication timeouts.



Page 120
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

SAS Batch servers can be configured as reusable batch servers to process multiple jobs. This type of 

batch server is suitable for short-running jobs that require high throughput.

High-throughput batch servers require proper architecture design and environment configuration. They 

leverage different capabilities.

A reusable batch server is a batch server pod that can process multiple jobs sequentially, without 

stopping and restarting backend pods. These servers decouple jobs from pod creation and initialization. 

A configurable number of reusable batch servers is usually pre-started at SAS Viya startup.

Pre-started batch servers run under a shared account that has been configured by a SAS administrator.

Optimized Input and output file storage requires shared storage accessible by batch clients and batch 

servers alike. Users can store input data and programs on that storage. Batch servers can read them in, 

and then store in the same location any output files and logs, immediately available to be retrieved by 

users. No interaction with any middle tier service is required.

This functional architecture permits reduced waiting time for jobs, that do not have to wait for pods to 

start, nor for files to be uploaded and downloaded. Therefore, the jobs complete faster.

Pre-starting pods avoids continuous calls to the Kubernetes API, which frees system resources and 

avoids communication time-outs.

Less frequent calls between SAS Viya services reduce resource utilization on stateless nodes, plus, by 

not using the files service, saves resources on PostgreSQL.

Those benefit come with some additional considerations.
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This architecture is more complex and requires ad-hoc shared storage between clients and backend 

servers.

Pre-started servers consume resources even when not in use, causing extra costs, especially on cloud 

environments.
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Let’s move on and review batch contexts.

A batch context is, again, a logical configuration that describes how to run a backend batch server. It 

includes a related launcher contexts, and, optionally, SAS Options, a SAS workload management queue, 

runs server as, and reusable server settings.

Multiple batch contexts can share an individual launcher context, but each batch can only link one 

launcher context.

By default, out of the box, there are two batch contexts defined: one that is used to run SAS programs 

and one that is used to run Python or arbitrary commands.

The latter is pre-configured to run Python, but, for security considerations, it is disabled by default. A 

SAS administrator can enable it when required.
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Let’s see another component of the programming runtime environment.

Here we focus on the SAS connect components.
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Just as we have seen in other lessons, this diagram represents a sample use case.

With SAS connect, the client is not a frontend application, but rather, it is another SAS session.

SAS connect clients can be inside or outside SAS Viya deployment cluster and namespace.

In this example, a compute server on the right is greyed out, to show that it was previously started by a 

frontend client, for example SAS Studio, but now the compute server itself acts as client to SAS connect 

components, using the SAS connect protocol.

You can see on the lower left the SAS connect middle-tier services, both the SAS Connect service, and 

the SAS Connect spawner.

They handle client authentication, and read the SAS connect context and the launcher context, then use 

the information from these contexts to ask the launcher service to start a backend SAS connect server. 

As usual the launcher service works with SAS Workload management.

Finally, on the lower right there is the SAS connect server. The server runs a SAS session that interacts 

either directly or through the SAS connect spawner with the client that initiated the connection.
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As you may have noticed, a peculiarity of SAS connect is that with SAS Viya there are two different 

middle tier services.

The first one, the SAS Connect Spawner, is the evolution of the same service that has been available 

with SAS for decades, across multiple SAS versions, including SAS 8, SAS 9 and SAS Viya 3.

In the current version of SAS Viya it runs in a Kubernetes pod, just as any other component.

The SAS connect spawner provides an endpoint to the proprietary SAS Connect protocol. It does not 

have any REST API endpoints.

For that, there is the SAS connect service, which is a brand-new component first used with SAS Viya.

So, the SAS connect spawner uses a proprietary SAS protocol. The SAS connect service uses a 

standard HTTPS REST protocol.

Both services authenticate clients, start, stop, manage the backend servers.

The SAS connect spawner also acts as a proxy between each client and server, maintaining the 

communication line. Instead, when using the SAS connect service, clients and servers directly talk, once 

the connection is set up.

That’s because the SAS connect spawner can accept incoming requests from clients that sit outside the 

SAS Viya Kubernetes cluster, for example an on-prem SAS 9 environment. These clients have no way to 

talk to a SAS connect server except than proxied by the spawner.

The SAS connect service, on the contrary, can only service clients co-located in its environment.

Both services by default launch a backend connect server by starting a new pod.
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If you are familiar with previous versions of the SAS/CONNECT software, you might be aware that the 

SAS connect spawner used to support a legacy way in which a connect server session could be started 

inside the spawner pod. This legacy capability was deprecated in the previous LTS release, and has 

been removed, starting with SAS Viya 2024.09.

In summary the sas connect spawner provides the best compatibility for external environments and 

migrated code, while the sas connect service is a modern microservice for SAS Viya clients.

Just like the compute service and the batch service, the connect service is the one that manages 

contexts.
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The connect server is a backend pod that hosts a SAS connect server process.

Connect server pods are started on demand when a request comes in from the connect spawner or 

service. They run as the user identity specified in the client connection request, and run until the client 

issues a SIGNOFF command.

SAS Viya connect servers support all of SAS/CONNECT capabilities that have been available for years 

with previous SAS versions, including data transfer services and compute services.

Data transfer services enable you to move a copy of your data from one computer to another computer. 

The data is translated between computer architectures and SAS version formats, as necessary.

Compute services include remote code execution using RSUBMIT code blocks that enable directing the 

execution of SAS programs to one or more remote sessions. They also provide Remote SQL Pass-

Through and Remote Library Services.

Just as the compute and the batch backend servers, they do not expose any REST APIs.

Starting in SAS Viya 2025.02, major enhancements to the SAS programming runtime engine enable 

advanced analytics procedures to run directly on the Connect Server. Native SAS code or Python can 

execute CAS actions in-process, eliminating the need for a CAS server in many cases.​
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A SAS connect context is similar to compute and batch contexts, in that it provides information on how to 

run the backend server.

A SAS connect context can provide information for a SAS/CONNECT client to connect to a spawner or 

to provide information for the client to use a launcher to start a CONNECT server in its own pod.

That includes a related launcher context, and, optionally, SAS Options, a SAS workload management 

queue and SAS workload management options, and resources to be used.

Multiple connect contexts can share a single launcher context, but each connect service can only link 

one launcher context.
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This lesson presents a classification of infrastructure servers and services and describes a high-level 

view of their architectural characteristics. Additional details are covered in other lessons.
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In this architectural view, we can see a general classification of the main components and services, 

including analytic engines, infrastructure servers, SAS Viya services and web applications, and 

supporting services for the platform.

We covered the engines in other lessons, so let’s now focus on the other components.
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All the servers and services reside in one or more pods, managed by Kubernetes.

We usually can classify them in broad categories.

There are stateless services, also known as microservices, which are discrete services that run in their 

own pod and communicate using HTTP REST APIs.

Then there are stateful services, that require persistence. SAS Viya includes stateful servers to store 

data or service configuration, provide asynchronous inter service communication via messaging, and 

implement caching.

Finally, there are supporting services. Usually, these are third party components that provide 

infrastructure services, mostly from their own namespace, outside the SAS Viya platform. Examples 

include monitoring, logging, connection routing, certificates management for TLS, and so on.
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Stateless services, or microservices, are self-contained, lightweight software units that are loosely 

coupled, that is, depend on one another to the least extent possible. They can be deployed 

independently, started, stopped, managed and scaled individually.

They provide a language-agnostic API; some also include a web interface for user interaction, so we 

classify them as web applications.

One or more instances of these processes can be running at any given time, and the number of sessions 

can change dynamically as demand changes.

The prefix “micro” doesn’t mean small, it refers to a single function or something that’s narrow in scope.

Stateless services are a critical piece of the SAS Viya platform; they are a ground-up rewrite of software 

that replaces the SAS 9 metadata-centric Web Infrastructure Platform.

With the cadence of subsequent SAS Viya releases, SAS continuously reassesses and sometimes 

rewrites stateless service to optimize their resource consumption; for example, similar, dependent 

services can be consolidated into a single pod; most services have been rewritten from Java to GO.
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Let’s move to stateful services, that is, services that require persistence.

The SAS message broker accepts, routes, and manages asynchronous messages in a standard format.

The infrastructure data server is a database, currently using PostgreSQL, used to store both user and 

system content.

The configuration server is a distributed and highly available registry that contains service configuration.

The SAS Redis server provides a distributed cache technology to microservices.

OpenSearch provides indexing and searching capabilities to the SAS Viya applications.

Finally, the SAS Data Agent server, part of Cloud Data Exchange, provides an environment to move data 

between on-prem environments and the cloud.
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Supporting services are usually deployed in the same Kubernetes cluster as SAS Viya, possibly in 

dedicated namespaces.

These are mostly third-party components that provide infrastructure services, such as an ingress 

controller, a certificates manager, a searching and indexing server for logging and monitoring, and 

additional ones.
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What are the main architectural considerations for OpenSearch?
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OpenSearch is a stateful service that provides distributed search engine capabilities.

SAS Viya includes OpenSearch with SAS customizations, various plug-ins, and a SAS-built Kubernetes 

operator to handle their installation and management.

Previously, OpenSearch used to be called “Open Distro for Elasticsearch” or, in short, Opendistro. Some 

artifacts, such as SAS-provided Kubernetes objects, still include the name “opendistro”.
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OpenSearch is included in SAS Information Catalog, which is included in all SAS Viya offerings except 

SAS Data Science Programming.

SAS Viya offerings that include SAS Visual Investigator leverage the same OpenSearch provided with 

SAS Information Catalog.

In later releases, additional solutions will leverage the included OpenSearch, such as Risk or Health and 

life sciences solutions.

SAS Viya Monitoring for Kubernetes includes a different, dedicated instance of OpenSearch.
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In terms of high-level architecture, both SAS information Catalog and SAS Visual Investigator store their 

data in PostgreSQL. That includes SAS Information Catalog inventory and SAS Visual Investigator 

internal entity data and audits.

Then, they both use OpenSearch to build indexes on that content. These indexes enable faster search 

and retrieval of the content from the web interface of the applications.
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It’s useful to have clarity about what’s behind the names we use. We talk about OpenSearch, and then 

sometimes we mention Elasticsearch. What is the relationship?

Elasticsearch is a distributed search engine, based on the Apache Lucene project.

OpenSearch is an open-source distribution of Elasticsearch.

Elasticsearch is also the name of the company that owns the Elasticsearch product, including the 

trademark on the name.

Amazon is one of the first cloud-provider to offer a managed cloud version of the product. They forked 

the Elasticsearch project to create a new one, called Open Distro for Elasticsearch. That’s the reason 

why some SAS artifacts include “opendistro” in their name.

Open Distro for Elasticsearch was eventually renamed with the current name of OpenSearch and is now 

managed by an independent foundation.

While the core Elasticsearch capabilities are available with an open-source license, enterprise 

capabilities such as the security plugins, are covered by a commercial license. Elasticsearch (the 

company) owns the rights on these additional components.

OpenSearch provides both the core and select enterprise-level plug-ins under a standard open-source 

license.
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What Kubernetes artifacts are created or included with the OpenSearch instance provided with SAS 

Viya?

OpenSearch, even when running a single pod, is configured as a cluster. The cluster is described with a 

Kubernetes custom resource called “OpenDistroCluster”.

Just as we have seen with other SAS Viya components, such as CAS, custom resources describe a 

component configuration, including its topology, required resources, settings, and more.

The OpenDistroCluster custom resource is managed by a SAS-provided operator called sas-opendistro-

operator.

The operator itself is a single pod. The operator reads the desired state of the cluster from the custom 

resource and acts on the Kubernetes pods accordingly, to start, stop and configure OpenSearch pods as 

specified.

By default, all the OpenSearch nodes are instantiated as pods running the sas-opendistro container. 

Here, when we say nodes, we are referring to OpenSearch terminology. Nodes can be data nodes or 

master nodes; do not confuse them with physical nodes hosting the Kubernetes cluster. An OpenSearch 

node is a process that runs inside a pod, which runs on a Kubernetes node.

Each OpenSearch node contains the Elasticsearch indexes stored on physical volumes mounted in the 

pod.

Finally, the SAS-provided OpenSearch implementation includes additional supporting tools. For 

example, there are tools to export the metrics collected by the monitoring infrastructure, others to 

integrate OpenSearch authentication with SAS Viya, and more.
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You are free to implement the OpenSearch topology that best suits your business requirements, as long 

as you follow a few rules.

Each SAS Viya deployment can have one, and only one, OpenSearch cluster per namespace. If you 

have multiple SAS Viya namespaces, then you'll have multiple corresponding instances of OpenSearch.

Each cluster is managed by a corresponding operator, running inside a pod labelled with the stateless 

workload class.

Each OpenSearch node runs in a pod with the stateful workload label. These can have two roles. They 

can be a master node, or a data node, or both at the same time.

The master nodes are the ones that talk to the clients and manage the state of the cluster.

The data nodes are the ones that build, store, and retrieve the indexes.

The topology can be configured during the initial deployment, or changed afterwards.

For example, you can accept the default one-node deployment to get started, then configure additional 

nodes as required.
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Here is an architectural diagram presenting a simple environment.

This is a default deployment with a single OpenSearch node serving all Elasticsearch roles (both master 

and data). This is running in a pod on the stateful nodepool. Then, there is the controller pod, running on 

the stateless nodepool.
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Let’s present a brief overview of the main architectural considerations about the stateless services, also 

known as microservices.
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Stateless services, or microservices, are self-contained, lightweight software units that are loosely coupled, 

that is, depend on one another to the least extent possible.

They can be deployed independently, started, stopped, managed and scaled individually.

Each SAS Viya platform deployment can have a different number of stateless services deployed and 

running, depending on the licensed software solution. Anyhow, expect to see more than a hundred pods 

running at any time.
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Internal and external components and languages communicate with microservices calling their API 

endpoints via HTTPS.

Most programming languages support RESTful API calls using the HTTP protocol.

External traffic (called “south-north”) goes through Kubernetes ingresses.

Internal traffic, such as between microservices of the same namespace (called “east-west”), goes trough 

Kubernetes services.

Microservices supporting web applications like SAS Visual Analytics have their own Web Application 

Server embedded within the microservice.
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In addition to the "self-contained" attribute, well-designed microservices should be reliable.

Services should be designed as stateless and share nothing.

Kubernetes, at any moment, may kill a microservice instance and start a new one to take over.

Microservices must be capable of handling scenarios where dependencies are not running or may be 

responding with too much latency.

They must consider failure as a natural condition and have a defined strategy for handling it.

Because service instances can terminate at any time, a client talking to a service must not have affinity to a 

particular service instance: any instance of that service should be able to service the next requests.
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Since microservices are stateless, they need some place to store persistent data.

Configuration data is stored in SAS Configuration Server. This includes:

Registry of all configured microservice instances

JVM options like memory size

Logging levels, such as ERROR, WARN, INFO, DEBUG

And additional content.

User Content is stored in SAS Infrastructure Data Server. This includes:

Folders

Reports

Jobs

And additional content.

Message Queues allow services to report on activity and allow other services to monitor the activity.

As an example, configuration updates are asynchronous messages sent over to the message queue.

SAS Redis Server provides a distributed cache technology to microservices.

“Persistent” here is a loose term: SAS Redis Server and SAS Message Broker are cleared and reset at 

every restart, so they persist “for the duration of a session” or “as needed by the active service that used 

them”. SAS Infrastructure Data Server and SAS Configuration Server, on the contrary, provide long-term 

stores that survives reboots.
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We will now present a brief description of the SAS Viya supporting services.
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Here we present a high-level view of those supporting services.

Mostly, these are third-party components and third-party servers that provide infrastructure services to 

the SAS Viya platform.

Usually, we try to keep them as close as possible to the platform itself. So, they can be deployed in the 

same Kubernetes cluster, possibly in their own namespace.

When deploying third party components, pay attention to their system requirements. Most of the time, 

those are dictated by the Kubernetes version, more than by the SAS Viya version.
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The first supporting service that we cover is probably one of the most important one. It's actually a 

requirement. The SAS Viya platform needs an ingress controller to provide an HTTP route from outside 

the cluster to services running inside.

In Kubernetes there are multiple implementations of controllers, but, as of the current version, only 

ingress-nginx is supported for SAS Viya on most cloud environments. The exception is the OpenShift 

platform, where SAS Viya uses OpenShift routes.

Ingress controllers only expose HTTPS traffic. To enable user access to the CAS controller binary port or 

to the SAS/CONNECT port from hosts that are outside the cluster, a LoadBalancer is required on AKS, 

EKS, GKE.
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Another required component is a certificate generator. A certificate generator is used to enable TLS on 

network routes.

SAS Viya supports two options.

You can use the default option provided by SAS, a proprietary framework based on the OpenSSL open-

source project. If you accept this default, the SAS Viya platform will use a set of OpenSSL tools to 

provide certificate management.

The second option is cert-manager.

This is an open-source set of tools to manage certificates. It used to be the previous default, and it can 

be still used by the SAS Security Certificate Framework.

If you choose to use cert-manager, it has to be deployed before deploying SAS Viya.

The SAS provided option is the preferred, in terms of platform integration, and easier scalability.
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Let’s move to optional third party components.

You can use a container image registry. This can be used to mirror SAS Viya platform containers for the 

platform deployment. Registries can also be required for additional solutions or functionality, such as 

SCR.

You can use, for example, a Docker image registry to store the SAS Viya images to create a mirror used 

to deploy at dark sites, that is, not connected to the internet.

GIT repositories can be used to store SAS Viya platform assets, for example, for the deployment 

operator, or it can be used by SAS Studio to version SAS code, or for some solutions.

Actually, some solutions require a GIT repository to manage their artifacts.
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An optional deployment of OpenSearch can provide indexing and searching capabilities for the 

monitoring and logging tools. This is sometimes called “external OpenSearch” to clarify that it’s a second 

instance, different from the one embedded with the SAS Viya platform, which provides similar 

capabilities to SAS Viya applications.

IAC tools, used to deploy SAS Viya, may optionally configure an NFS server running in a dedicated 

virtual machine, next to the Kubernetes cluster, to provide storage services to the SAS Viya platform.

Additional optional services can include an NFS provisioner, acting as an NFS client in the SAS Viya 

cluster. There could be a mail server in to provide mail capabilities to the SAS Viya services, for 

example, to send notifications to the administrators or for end-users to send reports as email 

attachments, and so on.
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Let’s spend a few words on the SAS Viya monitoring and logging tools.

SAS provides an optional set of open-source tools that are not deployed together with the SAS Viya 

platform, but rather provided from GitHub for free.

Since they are not deployed with SAS Viya, they require their own namespace.

As the name implies, the monitoring tools are used to collect metric data and to manage alerts, providing 

a graphical interface to that. Then, logging tools can be used to collect and display log messages.

The two tools, monitoring and logging, can be deployed together, or individually. There are no hard 

dependencies between the two.

In the cloud, you can choose to use cloud-native tools provided by the cloud vendor: SAS Viya can 

integrate with Azure monitoring, AWS CloudWatch, Google Operations suite, and more.
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The monitoring tools are based on standard, open-source components. They include Prometheus, Alert 

Manager, and Grafana.
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Similarly, the logging tools provide Fluent Bit, to collect logs, OpenSearch, to store and index them, and 

OpenSearch Dashboards, to navigate through the logs.

Both for monitoring and logging, the SAS GitHub repositories include the required configuration to 

integrate them with the SAS Viya platform. They also include pre-configured dashboards, displays and 

queries.
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Moving on to additional tools that can support the operation of the SAS Viya platform, we can mention 

the SAS Viya Deployment Operator.

It is a Kubernetes operator and it can optionally be used to automate the manual tasks required to deploy 

and update the software.

It can be useful to automate SAS Viya deployments.

You can have a single deployment operator, used across multiple SAS Viya instances to manage 

multiple deployments, or you can co-locate it within an individual SAS Viya environment to manage only 

that one.

Using the operator is optional.
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So far, we discussed about services running in Kubernetes as deployments or stateful sets. SAS Viya 

provides additional Kubernetes objects, such as Jobs and CronJobs.

.Jobs are Kubernetes objects that describe what containers to run and how it should run. As soon as you 

define a Kubernetes job, it starts immediately, and it keeps running until it completes successfully.

SAS Viya uses some jobs at deployment time to configure or create some of the artifacts required by the 

platform.

Starting with 2024.12, all SAS Viya platform Kubernetes jobs have a default time-to-live (TTL) value of 0. 

This change was made in order to improve the update experience. The requirement to manually delete 

certain jobs no longer applies to most deployments.

As a result of this change, Kubernetes jobs that are generated on the SAS Viya platform are 

automatically deleted once they have run to completion. When jobs are deleted, the associated log data 

is also deleted. SAS strongly recommends installing a log aggregator to retain and manage log 

messages from Kubernetes resources that are automatically deleted over time.

CronJobs are similar, but instead of running immediately, they will eventually run when scheduled. A 

CronJob definition includes a job template, and a schedule in the UNIX crontab format.

Jobs can run as a scheduled CronJob, or you can create a one-off copy of a CronJob, that is started 

immediately.

SAS Viya includes some CronJobs defined with an impossible schedule, such as February 30, to be 

used by SAS administrators as templates to perform a specific task when required. As an example, there 

are CronJobs that can be copied as Jobs to start and stop the SAS Viya environment.

CronJobs, such as sas-start-all, sas-backup-job, and sas-restore-job, do not have a TTL value of 0, and 
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their logs are retained at completion.
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Finally, since we are discussing many third-party components, it's important to remember that SAS Viya 

can optionally integrate with services provided by the cloud provider where it is running.

Here you can find some examples based on Microsoft Azure, but the same could be said on Amazon or 

on Google.

As soon as SAS Viya defines an external Kubernetes service, Azure creates a load balancer to provide 

ingress and load balancing to it.

You can optionally decide to use Azure Key Vault for certificate management. Customer-provided 

certificates can be stored using Azure Key Vault to simplify their lifecycle.

Azure Monitor – which provides Azure-native monitoring and logging tools - can be used instead of the 

SAS Viya Monitoring for Kubernetes framework.

You can implement Azure policies to create a governance layer on top of your SAS Viya deployment.

You can use the Azure Container Registry to mirror SAS Viya container images.

The list could continue with many more cloud services.
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Let’s describe some of the clients of the SAS Viya platform, highlighting the main non-functional 

differences from previous versions.
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Applications in the SAS Viya platform can be accessed by a variety of clients.

The most notable ones are web interfaces, such as SAS Studio, SAS Visual Analytics, SAS Model 

Studio, and many other web applications.

You can also leverage SAS Viya capabilities through add-ons to third-party interfaces. Examples include 

SAS for Microsoft 365, the SAS extension for Visual Studio Code, and the SAS Airflow Provider.

Then, there are command line interfaces such as the SAS Viya CLI, with all of its plug-ins. This is mostly 

for administrators, although some plug-ins, such as the SAS Batch CLI, are geared toward end-users.

SAS Viya applications provide application programming interfaces, or APIs, so that developers and third-

party applications can interact with the SAS Viya Platform through HTTPS REST calls.

Finally, let’s not forget any other software that can call into the SAS Viya Platform, such as code written 

Python or R, and SAS Connect clients. Also, SAS 9 and other SAS Viya environments connecting into 

CAS can be classified as clients.

In the rest of the lesson, we will cover additional details about the first two client categories: web 

interfaces, and add-ons to third-party interfaces.
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The main programming client is SAS Studio.

SAS Studio, in the current SAS Viya platform, is available in three different editions.

SAS Studio, in its base edition, is the evolution of SAS Studio Enterprise available with previous SAS 

Viya versions.

SAS Studio Analyst can be considered the evolution of SAS Enterprise Guide, while SAS Studio 

Engineer is the evolution of SAS Data Integration Studio.

While the SAS Studio application that is deployed is the same between the three editions, capabilities 

included with SAS Studio Analyst or SAS Studio Engineer are enabled by a specific license. The base 

SAS Studio capabilities are included by default in almost every SAS Viya offering.

SAS Studio can also be installed as a progressive web application, so that the product can be run as a 

desktop application instead of running in your browser.
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SAS Studio provides many improvements compared to previous versions. Here we want to highlight a 

few of interest to architects and deployment engineers.

First of all, although we have seen that there are three different editions of SAS Studio, they are all 

available as a single web application, in which the different capabilities are enabled by the specific 

license. Instead, in previous versions, different versions of SAS Studio required the deployment of 

different applications.

SAS 9 platforms include SAS Studio 3 Personal, Basic and Enterprise.

SAS Viya 3.5 includes SAS Studio Basic and SAS Studio Enterprise. Earlier SAS Viya releases include 

both SAS Studio 4 and SAS Studio 5.

SAS Viya 4 includes only one SAS Studio application, the evolution of SAS Studio Enterprise.

SAS Studio is optimized so that the interface is immediately available as soon as users log in. With 

previous versions, the application was not ready until the back-end server was up and running. Now, you 

do not need the back-end server until you are ready to submit your code.

Notice how, when you start SAS Studio in SAS Viya 4, you can see a spinning circle next to the SAS 

Studio Compute Server label, to indicate that the backend is initializing.

Also, in terms of back-end, you can now choose which compute contexts to use, between all of the ones 

defined in the environment. With previous SAS Viya versions, you only had one fixed compute context 

for SAS Studio.

After the compute backend is started, the highlighted label should indicate which context is used. If your 

environment has multiple contexts, you can switch between contexts by clicking there.
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Let’s move on to the next client, SAS for Microsoft 365.

This is an integration that can run in Microsoft Excel, Outlook, PowerPoint, and Word.

It can work with the desktop versions, and with the web ones.

Following a continuous delivery methodology, initially it was only available in Excel, then, with 

subsequent SAS Viya releases it gained new capabilities and new integrations with Microsoft software.
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SAS for Microsoft 365 is automatically included with SAS Visual Analytics, and all offerings that include it 

– except SAS Viya Programming.

Given its integration with Microsoft software, the way it is deployed and configured depends on Microsoft 

requirements.

The web application that is deployed with SAS Viya is not integrated until you follow the documentation, 

published by Microsoft, about how to integrate a third-party plugin, such as this one, into the Microsoft 

ecosystem.

Once that is done, then you can use SAS Environment Manager to set the required web security options.

This is all detailed in the deployment instructions.
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SAS for Microsoft 365 offers different capabilities based on whether you are using Excel, Word, Outlook, 

or PowerPoint.

All these Microsoft applications can open reports from Visual Analytics, rendering them either as HTML 

or as native views. Some applications can interact with data. Then, there are some advanced features, 

for example, to upload data from Excel to SAS Viya, or to work with SAS programs directly in Office.
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SAS Viya provides additional add-ons to third party interfaces. These are provided as GitHub projects, 

which means you can download and install them without any additional client license. Obviously, you 

need a licensed SAS Viya environment to connect to from these clients.

The SAS extension for Visual Studio code, provides support for the SAS language in Visual Studio code. 

If you are used to this coding interface, you can use it to write SAS code as well, with all the default 

coding intelligence available with other languages.

You can also download the SAS Airflow Provider, that is a plugin provider for Apache Airflow.

Apache Airflow is an open-source platform for deploying, scheduling, and monitoring batch workflows. 

The SAS Airflow Provider adds support to execute SAS Studio flows and jobs in an Airflow environment. 

Integrating SAS Viya with Apache Airflow is a migration path for Platform LSF flows that you may have in 

SAS 9 environments.
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The SAS Viya platform does not have any native desktop client.

This is a significative difference when you compare SAS 9 environments to SAS Viya.

Most desktop clients that were available with SAS 9, such as SAS Data Integration Studio, cannot 

connect directly to SAS Viya. The reason is that SAS 9 clients use the proprietary IOM protocol to 

communicate, but that protocol is not available with SAS Viya.

You can still connect from these clients to SAS Viya, by deploying a full SAS 9 environment, then 

connecting through a SAS 9 server, which acts as a proxy between the client and the SAS Viya 

environment. In this case, you can use SAS 9 workspace servers or SAS 9 connect servers.

The only exception is SAS Enterprise Guide. Starting from version 8.4 and later, it supports the SAS Viya 

REST protocol, so you can use it without any proxy SAS 9 server. SAS Enterprise Guide can directly 

connect to SAS Viya compute servers REST API interfaces.
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In this lesson you can learn about the SAS Workload Management architecture, with a high-level 

overview of how SAS Workload Management manages compute jobs.

This is not a full class on SAS Workload Management.



Page 176
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

SAS Workload Management extends the workload-management capabilities of Kubernetes by adding 

priority-based queues.

These queues provide the ability to control where and when jobs are processed based on prioritization 

and resource allocation.

A key difference between the current SAS Viya release and previous versions, including SAS 9, is that 

SAS Workload Management does not require a different architecture design or the deployment of 

additional software. Almost all SAS Viya offerings include by default SAS Workload Management. You 

can then choose to enable it (which is the default) or disable it.

When SAS Workload Management is disabled, its pods are shut down and you will not find them running 

in the Kubernetes cluster.

SAS Workload Management includes a central server, called SAS Workload Orchestrator Manager, 

running on stateful nodes. By default, there are two pods for high availability; one is active, the other is in 

standby. The server is the brain of the workload management activity.

The other components are server daemons running as Kubernetes daemon sets on the compute nodes. 

Each pod manages and monitors the jobs running on its node, and is in constant communication with the 

SAS Workload Orchestrator Manager.
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Another key point is that SAS Workload Orchestrator can only manage SAS compute jobs.

We have seen that SAS Viya is composed by multiple components. SAS Workload Orchestrator will not 

manage the workload created by the middle-tier stateless components, nor the stateful services. It will 

not even manage CAS workloads.
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COMPUTE NODE POOL

The only components that SAS Workload Orchestrator can manage are compute servers.

Whether it is a compute server, connect server,

or batch server, they can all use SAS Workload Orchestrator queues. These are the only components 

that are managed by SAS Workload Orchestrator.
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In terms of components, you might remember this diagram that we have introduced in another lesson. It 

highlights the components involved in a sample use case, a client such as SAS Studio that starts a 

backend compute server.

The client talks to a middle-tier compute service, which talks to a launcher, and then the ball rolls to the 

workload orchestrator manager, and finally, to the workload orchestrator server on a compute node.

SAS Workload Orchestrator queues can be linked, by an administrator, to a server context, or can be 

requested, by a user, on the CLI submitting a batch job.
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 a 
frontend service

•Including service 
context

The service

Let’s highlight a typical job lifecycle.

A client, for example, SAS Studio calls a frontend service sending in a job to execute.

This could be a compute, batch, or connect service. The client call includes the request to use a specific 

context, and the context might include the request for a specific queue.

The frontend service calls the launcher microservice, including the requested context.

The launcher context, at this point, is determined by this client request. This context might include the 

specification of a queues, as well.

The launcher service analyzes the incoming request and all the contexts definitions and assigns the job 

to a queue. If there is no explicit request for a queue, then a default queue is assigned implicitly.

The launcher calls SAS Workload Orchestrator, which looks at the requested queue and applies all its 

configured policies in terms of priorities, resources requested, nodes requested, and, based on that, it 

assigns the job to an appropriate node that can satisfy the request.

The SAS Workload orchestrator sends to the Kubernetes API the command spin up a new pod on the 

selected node.

And this, too, can be a Compute, Batch or SAS/CONNECT server pod.

At this point, the SAS job is executed in the new server pod.
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In the end, the pod is spun down.

The two highlighted steps on the right are specific to SAS Workload Management.
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This module introduces the core Kubernetes concepts, the Kubernetes features, that you need to 

understand to control the deployment of the SAS Viya platform.

Kubernetes is a complex platform, this module will focus on the following:

Pod replicas.

Pod requests.

Affinity and anti-affinity. This can be considered at two levels; at the node level, and between pods.

Also, the role that node labels, taints and tolerations play.

You need to understand these concepts to create the desired topology for the deployment.
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We will start by discussing how Kubernetes schedules a pod on a node.
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Here is a Kubernetes cluster, it has three nodes. A Kubernetes node is really just a server. It could be 

physical or virtual.

The servers, the nodes, have an operating system and a container runtime. For example, Docker.
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Kubernetes Pods.

The Kubernetes pod is used to run the software.

A pod can contain one or more container images. Within the context of this workshop, the pods contain 

the SAS Viya application containers. There are also other pods running the supporting application 

components. Such as the ingress controller or a storage provisioner.

The pods are placed, or scheduled, onto the nodes. However, the pod placement might seem random at 

first. Here you can see four pods were started on Node One. And a fifth pod was started on Node Three.
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Kubernetes Replicas.

A pod can have zero or more replicas. Here the “Green” pod has five replicas.

And the “Blue” pod has two replicas.

These are the only pods running on the cluster. For example, there are no Red pods.
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Pod Requests.

A request is a way to tell Kubernetes what a pod needs.

The request is expressed as a metric, usually, the number of C-P-U cores, or an amount of memory. But 

it could also be for other resources. For example, disk storage, ephemeral storage on a node.

In this example, perhaps the Green pod has a request for five CPU cores, and the Magenta pod is 

requesting ten cores.
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Pod Requests does Not equate to node utilisation.

The request is a placeholder, a request for resources, the actual utilisation, or resource consumption, is 

irrelevant.

For example, the Magenta pod might request ten cores, but it is only using three cores. Where the Green 

pod has a request of five cores, but is using four cores.

When all the cores on a node are reserved, or spoken for, Kubernetes will not start any more pods on 

that node.

For example, if node one has twenty cores, and the Green pod has a request for five cores, and the 

Magenta pod has a request for ten cores, a second Magenta pod could not be started on that node.

This is due to the total number of CPU requests being greater than the node capacity. Five plus ten plus 

ten equals twenty-five. The total requests would be for twenty-five cores, but the node capacity is twenty 

cores.
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Pod Affinities and Anti-Affinity.

Pods can be configured to "like" or "dislike" each other.

In this example, the purple pods have an affinity for each other. They want to be co-located on the same 

node, and they are all running on node one.

The Blue pods have an Anti-Affinity for each other. They want to run on different nodes.

Finally, we can see the Green pods. They might have an anti-affinity for each other, and Kubernetes will 

try and run the pods on different nodes. But with six pods and only three nodes, it simply isn’t possible to 

have one green pod on each node. As shown here, the green pods have ended up being co-located 

across two nodes.
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Node Labels.

The Kubernetes nodes can be given a label. This provides a way to attract specific pods to a node. The 

labels are used as part of the node affinity configuration.

Node one has been given the Stateless label, and node two has been given the CAS label.

Pods that have an affinity for a specific label, want to run on a node with that label. Here the green pods 

want to run on node one.

The Blue pods want to run on a node with the CAS label. In this case, node two.

However, let’s examine this in more detail.
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Now, let’s extend this example.

Labels don’t stop pods from running on a node. Here, the Grey and Yellow pods don’t care about the 

node labels.

We can see that they are running on nodes one and two.

Now assume that node one is full, has no spare capacity. The fourth Green pod needs to be started 

somewhere. This could be on any of the available nodes.

In this example, node three has no label and Kubernetes started the Green pod on node three.
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We will now look at Taints and Tolerations.

A node can be given a taint. The taint is used to repel pods from running on the node.

Pods can be configured to “tolerate” a taint, they have a toleration for the taint.

Here you can see that node one has the Green Taint, and node three has the “Blue Taint”. But node two 

has no taint applied. As the Grey and Yellow pods do not have a toleration for either taint, they are 

running on node two.

The Green pods have been given a toleration for the Green Taint, and are running on node one.

The Blue pod has a toleration for the Blue Taint, and is running on node three.

Let’s look at this in more detail.
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The node selection is governed by many factors.

Depending on the node affinity configuration, a pod can still end up running on an un-tainted node. In this 

example, the fourth Green pod is now running on node two.

But the taints on nodes one and two, have kept the Grey and Yellow pods off these nodes.
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Using both labels and taints.

Nodes one and three have now been given a label and a taint.

By labelling and tainting the nodes you can achieve higher control over pod placement.

The label is used to attract pods, and the taint keeps pods away.

Now we can see that all the Green pods are running on node one, the stateless node. And the Blue pod 

is running on node three, the CAS node.

While the Yellow and Grey pods end up on node two, as they do not have a toleration for the green or 

blue taint.
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But what happens if you label and taint all the nodes?

We can now see that node two has also been given a taint. The Models taint. Perhaps this node is 

dedicated to running the SAS Container Runtime pods.

If the pods do not tolerate any of the taints, they have nowhere to run.

In this example, the Yellow and Grey pods do not tolerate any of the taints, and end up in a pending 

state. They cannot be started on any of the nodes.
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To summarize.

Node labels are used to attract pods to a node, but they do not keep pods away. They can also be given 

a weighting.

Taints are applied to a node to keep pods away. But a pod can be given a toleration for a taint.

This configuration can be done in a strict or preferred way. Strict scheduling can lead to pods in a 

pending state, if no nodes are available with capacity to run the pod.

When applying the taints to the nodes and defining the node affinity you need to be careful that you don’t 

create a set of constraints that stop pods from being scheduled, that prevents a pod from being started.

You may need to have some nodes without any labels and taints.
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In this module we are going to look at syntax examples, as part of discussing the Kubernetes topology 

building blocks.

We will look at how to label and taint the Kubernetes nodes, and what the corresponding YAML would 

look like.
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Here we can see a Kubernetes cluster, it has five nodes. Int node zero one through to int node zero five.

In the following slides we will look at how to assign the SAS Viya stateless pods to int-node zero one.
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The first step is to label and taint the nodes. We will start by looking at how to label a node.

The kubectl command to label the node is shown here. The label being applied is for the stateless 

workload class. That is, workload.sas.com/class=stateless.

The dash dash overwrite parameter specifies that any existing label will be replaced.

Running this command applies the label to int node zero one.
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The next step is to taint the node.

Here you can now see the kubectl taint node command. The taint is for the Stateless workload class.

We now have the taint applied to the node. The taint is used to repel pods.
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Now that the node has a label and taint applied.

We will now look at how to control the pod placement.

In the code snippet on the right you can see the node affinity definition.

The SAS Viya deployment uses preferred scheduling. This is the preferred during scheduling ignore 

during execution statement.

The first match expression is for the stateless nodes. The node affinity is for nodes with the stateless 

workload class label.

The second match expression provides an alternative definition. Looking at the code you can see that 

the first match expression has a weighting of 100, while the alternate match expression has a weighting 

of 50.
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The next part of the deployment definition to discuss is the toleration for the stateless workload class 

taint.

As we want the stateless pods to run on the int node zero one node, and a taint has been applied to the 

node. The stateless pods need a toleration for the taint.

This is shown here.

This example is illustrating the default SAS Viya configuration. The Viya manifest are defined with the 

node affinities and tolerations as shown here.
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By default, the following workload classes are defined.

If the SAS order includes Single Store, the associated manifests include support for the single store 

workload class.

For greater control over the deployment topology custom labels will need to be defined. Along with the 

labels additional node taints may also be required.

For example, an environment label might be needed. Such as, test, UAT, or production.

Or, a label might be needed for the use of specialized nodes. For example, to target nodes with GPUs.
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Finally, maybe this is the target topology for a shared Kubernetes cluster, with three SAS Viya 

deployments, three Viya environments.

Some nodes are shared by all three environments and some nodes might be dedicated to an 

environment. For example, node pool three and four are to be dedicated to the production environment.

That concludes our look at topology syntax examples. How to control the topology and the default 

workload classes are discussed in more detail in other modules.
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In this module we will discuss Kubernetes node pools. A node pool is a group of nodes with the same 

configuration.

Let’s start by looking at a basic Kubernetes cluster.

Here is my Kubernetes cluster. It has three nodes. They're all the same size, the same hardware type, 

the same number of CPUs and the same amount of memory.

When the nodes are full, the cluster is full. There is no capacity to run any additional workload.

I would have to expand my cluster by adding additional nodes.
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But if you're using a managed Kubernetes cluster on one of the cloud providers, then you should be able 

to leverage node pools.
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Here we can see “Node Poole A”. A node pool is a group of nodes with the same configuration. The 

node pool provides a template for the nodes.

Rather than being a fixed size, perhaps the node pool can dynamically scale out from three nodes up to 

N nodes. As shown here.
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Node pools allow you to add or remove nodes to your cluster.

This can be done manually or automatically. When you manually adjust the node pool, you might be 

using the command line or a GUI like the Azure portal.

When the node pool is scaled automatically, it's because you've defined a scale set for the node pool.

Remember, all nodes inside the node pool use identical hardware. Here we can see node pool A, it has 

a number of nodes defined, they are all the same instance type.
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If we look at an example, for creating a Kubernetes cluster in Azure.

In this example, we can see that we are creating a cluster called “my K8s”. The region that the cluster 

will be running in, and the Kubernetes version that is going to be used. Note it's a very old Kubernetes 

version. This is an old screenshot.

The first node pool that is created is the primary, or system node pool. Here we are creating the primary 

node pool.

When creating the node pool, you get to select the size of the nodes, the instance type. In this example, 

the instance type is a standard DS2. You also get to set the number of nodes in the node pool, the node 

count. The node count has been set to three.

213



Page 214
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

You can add more than one node pool, and the node pools do not need to have the same number of 

nodes or use the same hardware.

Each node pool can be scaled independently of the other node pools.

Once again, we can see my node pool A, and perhaps this is being used for the SAS Viya stateful and 

stateless services.

But node pool B is using a different instance type. Here we can see that Node Pool B is using instances 

with GPUs. Perhaps this is for CAS or the compute server functions.

The use of node pools allows you to optimize the Kubernetes infrastructure, by defining nodes for 

specific workloads or to meet specific infrastructure requirements. Such as the amount of memory or the 

use of GPUs.
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Coming back to the Azure example of creating my cluster. Once the primary node pool has been 

created, you can create additional node pools.

In this example, we can see the following node pools:

Stateful

CAS

Compute, and

Stateless.

You can see the OS type, the number of nodes, and the node size or the instance type that is been 

used.

As described earlier, this allows us to optimize the hardware, for a particular workload or requirement, for 

the pods that will be running on those nodes.
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To recap, the concept of node pools allows you to grow or shrink your Kubernetes cluster.

And this can be done manually or dynamically.

This allows you to use specialized hardware, such as instances with GPUs, but only as many as you 

need. Coming back to this concept that the node pools allow you to optimize that hardware. You don't 

have to use the same node type for all nodes within the Kubernetes cluster.

This can allow you to grow the parts that need to grow. For example, if you were dealing with big data, 

perhaps you would grow out the CAS node pool because you're using a large MPP CAS server, or 

maybe it's a MPP CAS server with GPUs.

Or perhaps you've got lots of users and a small amount of data, because it's more like a reporting 

environment. Therefore, you might shrink the CAS node pool, to use an SMP CAS server, but grow out 

the stateless services as these have to support a large number of users.

Finally, remember that all nodes within a node pool are identical. They're the same instance type and 

have the same configuration.
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This module will discuss SAS Viya deployment topologies.

It provides a high-level view of the supported topologies for SAS Viya.

And provides a starting point to understand what is possible when working to design the SAS Viya 

platform, the environment, to meet the requirements.

Subsequent modules in the workshop provide more details. For example, the software components and 

how they’re configured for a given tier.

We will start by focusing on the basics and the default deployments.
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Before we discuss the deployment topologies in detail, let’s first look at the wider picture, the big picture 

if you like.

It is important to understand the requirements for the platform and how it will be used. This includes 

planning for the expected workload.

The image illustrates that SAS Viya runs on Kubernetes and is deployed into a Kubernetes namespace, 

and that there are many interactions with systems and services that are outside of the Kubernetes 

cluster.

Starting from the left.

The SAS Viya platform has dependencies on other systems and services. For example, DNS, identity 

and directory services, a Docker Registry, etc.

The Viya platform might be access by, or integrated with, other SAS Viya platforms and maybe SAS 9. 

There can also be administrators using the Viya CLI.

The data could be in a variety of data sources, including SAS datasets, relational databases, Hadoop, 

and Snowflake to name a few sources.

Additionally, the SAS Viya platform could be accessed by other applications. For example, event stream 

processing and real-time decisioning.

Finally, there could be data scientists that are using a range of programming clients and programming 
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SAS Viya 4 is shipped as a set of container images, not as YUM or RPM files.

SAS Viya is only supported on Kubernetes running on Linux servers. While it is possible to run 

Kubernetes on Windows servers, it's not supported for SAS Viya.

Each SAS Viya deployment has an associated set of deployment assets for that version, or cadence. 

You can't mix or match them in a deployment. All pods must run on the same release, either stable or 

long-term support.

While technically possible, running SAS Viya on a single machine Kubernetes cluster, it is not 

recommended.
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Kubernetes namespaces.

Namespaces are a way to logically divide a Kubernetes cluster resources between multiple applications.

Each SAS Viya deployment is associated with a Kubernetes namespace.

But you can only have 1 SAS Viya deployment per namespace.

Therefore, you could say that a SAS Viya deployment equals an environment, which equals a 

namespace.

You can have multiple SAS Viya deployments in a Kubernetes cluster. Each running in its own 

namespace. But you need to make sure that they can coexist together. If running different cadence 

versions of SAS Viya, there could be different system requirements.

It is good practice to limit the resources available to a namespace, especially when sharing a Kubernetes 

cluster with multiple applications.

It is possible to set resource quotas on CPU and memory limits, on the SAS Viya namespace.
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If we look at the default deployment.

By default, the environment starts with three replicas for the SAS Configuration server.

Three replicas for the SAS Infrastructure Data server, if you're using internal Postgres.

Three replicas of the SAS Message Broker pods. And the SAS Redis Server has two replicas.

And there is one replica of everything else.
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Therefore, the default deployment provides redundancy for the core services, for the stateful services, 

console, Postgres, RabbitMQ, et cetera.

You can enable high availability, and there is a patch transformer to enable HA for the stateless 

microservices. The image is from the Deployment Guide.

To enable HA, you need to include the overlay from the sas bases. The enable HA transformer needs to 

be added to the transformers block in the kustomization.yaml file.
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workload.sas.com/class=stateless

Now let’s discuss workload placement.

There are a number of SAS defined workload classes. The following default workload classes are 

defined: stateless, stateful, CAS, and compute.

The workload classes are defined using the naming schema of workload.sas.com/class. An example for 

the stateless workload class is shown here.

SAS recommends that the workload class is used to label and taint the Kubernetes nodes to achieve the 

default workload placement. This is explained in the SAS Viya Platform Operations guide.

Additional configuration maybe required to achieve specific deployment topologies. For example, when 

using a shared Kubernetes cluster for multiple SAS Viya deployments, and you wanted to dedicate some 

nodes to a specific deployment, then additional labels, taints and tolerations would need to be defined.
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cascontroller casworker

In addition to the default classes described on the previous slide, there are additional workload classes 

defined for CAS and SingleStore.

For CAS, there is a CAS controller and CAS worker class. This is to allow you to use different node types 

for the CAS controller and CAS worker pods.

This is a reflection of the different resource consumption or the resource footprint, if you like, for the 

controller versus the workers.

The default deployment manifest already have the tolerations for these workload classes, and likewise 

the node affinity caters for the two workload classes.

If the license includes SingleStore, a SAS SpeedyStore license, there is also a workload class for 

SingleStore. It should be noted that this product was formerly named ‘SAS with SingleStore’.
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It is important to note that there is no workload class definition for SAS Micro Analytic Service, 

sometimes referred to as MAS, or SAS Event Stream Processing.

By default, these are treated as stateless services.

Therefore, additional custom labels and taints would be required for greater control over pod placement. 

For example, perhaps there is the requirement to dedicate nodes to these functions.

Along with the custom taints, the associated pod tolerations would have to be defined.
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workload.sas.com/class=stateless

• workload.sas.com/class=stateless:NoSchedule
• workload.sas.com/class=stateful:NoSchedule

workload.sas.com/class=stateful

• workload.sas.com/class=stateful:NoSchedule
• workload.sas.com/class=stateless:NoSchedule

workload.sas.com/class=compute
workload.sas.com/class=compute:NoSchedule

workload.sas.com/class=cas

• workload.sas.com/class=cas:NoSchedule

Now let’s look at the default workload class taints and node affinity in more detail.

In the table the left column is showing the workload classes. The second column details the node 

affinities and tolerations.

For example, the stateless workload class for the stateless pods, these components prefer to be 

scheduled on nodes that have the label of workload.sas.com/class=stateless. But they can tolerate both 

the stateless and the stateful taints.

Likewise, the stateful pods prefer to be scheduled on nodes that have the label of 

workload.sas.com/class=stateful. But again, they can tolerate both the stateless and the stateful taints.

Therefore, by default, the stateless and stateful pods can live together, they can run on the same nodes.

For our compute workload class, the compute pods, they prefer to be on nodes that have that compute 

label, and they have a toleration for the compute taint.

Finally, the CAS workload class. The CAS pods prefer to run on nodes with the CAS workload class 

label, and they have a toleration for the CAS workload taint.
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There are a number of CAS deployment options. You can have an SMP CAS server or a MPP CAS 

server deployment. The MPP CAS server separates the pods used for the CAS controller and the CAS 

workers.

Controls are needed to ensure that the CAS pods run on different Kubernetes nodes.

By default, Kubernetes will randomly schedule the pods across the available Kubernetes nodes. Without 

any controls, you could end up with multiple CAS pods scheduled onto the same node.

Therefore, for optimal performance, you need a workload placement strategy. The use of workload 

classes, labels and taints and tolerations to control the pod placement. This is not just for CAS, it's for all 

the components. The default configuration for CAS, however, is for one CAS pod per node, and this is 

due to the resource reservations.

Additionally, you may also need to set resource limits on the pods or a namespace. Setting resource 

limits on the Viya namespace may be required if sharing the Kubernetes cluster with other applications 

and or other SAS Viya deployments.
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If we step back and consider the Kubernetes cluster as a whole.

The cluster needs to run more than just the SAS Viya pods. There could be other applications running in 

the cluster, if it's not dedicated to SAS Viya. But for SAS Viya, there is prerequisites software that also 

needs to run.

For example, components like the Ingress Controller. Or it could be that you're using the SAS Viya 

monitoring for Kubernetes tools, this includes Prometheus, Grafana, Fluent-bit, as shown on the right-

hand side of the diagram. Here you can see that they are running in a node pool that has been dedicated 

to the third party applications.
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Let's look at creating that workload placement strategy.
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To create a workload placement strategy, or plan, it is important to understand what you are trying to 

achieve. What is the desired outcome?

What is the desired behavior or the desired state of the platform. The slide illustrates some of the 

possible drivers.

For example, perhaps it is the separation of production and non-production environments.

Or maybe, it's high availability or to minimize cost or a focus on good performance. Pick two, you can't 

have all three.

For CAS, maybe it's one worker per node or multiple workers on a node.

For ESP and MAS, perhaps it’s to use dedicated nodes for the real-time processing, to protect that 

processing from other workloads.

In order to create the workload placement plan, or strategy, it is important to understand the 

requirements and drivers for the SAS Viya platform.
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Finally, when you think about creating that workload placement strategy, or plan, remember that node 

labels help drive pods towards a node. They are used to attract pods, but they do not keep pods away.

Taints are applied to a node, a taint is used to keep pods away, to repel unwanted pods, but a pod can 

be given a toleration for a taint.

The node affinity can be implemented in either a strict or preferred way.
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In this module, we're going to look at some basic deployment topologies, using a dedicated Kubernetes 

cluster with a single SAS Viya deployment.

We'll start by keeping it simple using the default workload classes, taints, and tolerations.

The SAS Viya infrastructure as code Terraform deployment will create the node pools to support the 

workload classes. The sample inputs Terraform file, called sample dash input dot TF vars provides four 

node pools. You could call this separation by tier.

It might be a good approach for performance, but it could also be a costly option, from a Kubernetes 

infrastructure perspective.

235



Page 236
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

Let's get started by keeping it simple.

You can start with the default deployment and modify it from there.

A key difference between SAS Viya 3 and SAS Viya 4 is that a SAS Viya 4 deployment is very easy to 

change. It doesn't require a re-installation of SAS Viya to change the deployment topology. You don’t 

have to uninstall an existing server and start from scratch again.

Therefore, start with a standard deployment and modify from there. Here on the right, you can see we've 

got my Kubernetes cluster. There are four node pools for the SAS Viya platform, the stateless, stateful, 

compute, and CAS node pools. And there is a fifth node pool for third-party applications.

So, start with the default topology, and change the topology once you understand the resource 

consumption and performance. To do this, you’ll need to monitor the deployment.

The simplest approach can be to use the SAS Viya 4 monitoring for Kubernetes GitHub project. SAS 

Viya Monitoring for Kubernetes provides scripts and customization options to deploy metric monitoring, 

alerts, and log message aggregation for SAS Viya.
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Now let's look at some sample topologies using a dedicated Kubernetes cluster with a single SAS Viya 

deployment.

The following set of slides show some sample topologies based on using the default workload classes.

237



Page 238
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

workload.sas.com/class=stateful workload.sas.com/class=stateless

We will start by looking at separation by tier with no sharing of nodes. Here you can see my Kubernetes 

cluster, it has four node pools dedicated to the SAS Viya platform.

Here you can see the stateful pods are all running on the stateful node pool, node pool one. The 

stateless pods are all running on the stateless node pool. The compute pods are running on node pool 3. 

And finally, the CAS pods are running on node pool 4.

The nodes all have the default SAS workload class labels and taints applied.

For example, node pool one is for the stateful nodes. The workload class label and taint is: 

workload.sas.com/class=stateful. And, the green box shows the workload class for the stateless nodes.

We will discuss the labels and taints in more detail as we go through this module.

Using the default labels and taints, using the default topology, is a good way to get up and running. The 

default topology also allows for the stateful and stateless workloads to share nodes, but more on that 

later.

A final note on notation. The number in the brackets indicates that there is a single instance of the CAS 

server. You will see this type of notation on many of the slides.
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As previously stated, using the default topology is ideal to get up and running with SAS Viya.

An SMP CAS server is good for relatively small volumes of data and small numbers of users.

If the order includes the micro-analytic service or MAS, these pods are classed as stateless pods and will 

be deployed with all the other stateless pods. There is no specific workload class for MAS or real-time 

processing.

In addition to the labels, taints and tolerations need to be defined to enforce the strict placements of pods 

onto nodes. The SAS Viya manifests are setup to have node affinities for the default workload classes 

and tolerations for the default workload taints.

Finally, all nodes in a node pool need to have the same labels and taints applied.
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workload.sas.com/class=stateful:NoSchedule

workload.sas.com/class=cas:NoSchedule

Let's look at this example of a deployment using an SMP CAS server. Once again, you can see my 

Kubernetes cluster with the four node pools.

The nodes have all been labeled with SAS workload class labels. For example, the nodes in node pool 

one have the label: workload.sas.com/class=stateful applied.

The nodes in node pool two have the label: workload.sas.com/class=stateless. Similarly, the compute 

and CAS nodes have been labeled.

The associated workload taints have been applied to the nodes within each node pool. Remember, 

labels are used to attract pods and taints are used to repel, or to keep pods away.

Now that the nodes have the taints applied. To implement the default workload topology, the pods need 

a toleration for the taints. The tolerations are shown in the colored boxes.

The stateful pods have a toleration for the taint, workload.sas.com/class=stateful. Likewise, the stateless 

pods have a toleration for that stateless taint. The compute pods have a toleration for the compute taint. 

And finally, the CAS pods have a toleration for the CAS taint.

The SAS Viya manifests are using preferred scheduling, so if there are sufficient nodes available in the 

stateful and stateless node pools the pods will naturally separate by tier for these components.
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Now let’s look at the case of sharing the stateful and stateless nodes. This is the default configuration in 

the SAS Viya manifests.

The default deployment provides three replicas for Consul, Postgres, and RabbitMQ. The Red-is server 

has three stateful-sets. With each stateful-set configured to have two replicas.

Therefore, a good, or simple approach, would be to use a minimum of 3 nodes to support the stateful 

and stateless pods. This provides some redundancy for these core components.

For example, you could use two nodes for the Stateful Node Pool and one node for the Stateless Node 

Pool, this is illustrated in the following slides.

To implement this topology, the stateful and stateless pods need to tolerate both taints. This is the 

default configuration.
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Looking at this in more detail.

Once again, you can see my Kubernetes cluster. This time you can see the number of nodes in the node 

pools. The stateful node pool has two nodes, the stateless, compute and CAS node pools each have one 

node.

The default workload class labels have been applied to the nodes.

The taints have been applied to all the nodes, but we will just focus on the stateful and stateless nodes 

for the moment.

We can see that the stateful pods have a toleration for both the stateful and stateless taints. And 

likewise, the stateless pods have a toleration for the stateful and the stateless taints, which means they 

can run on either node pool.
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Now looking at the default deployment, this time using a MPP CAS server. For larger deployments, you 

might use an MPP CAS server, this is shown in node pool four.

This time node pool four has six nodes. Assuming that “CAS auto resources” is configured there will be 

one CAS pod on each nodes.

As our MPP CAS server has a Primary Controller, a backup or secondary controller and four workers, 

then the CAS node pool must have six active nodes in order to run this configuration.
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You can also have multiple CAS servers within your deployment, as shown here. Looking at the diagram 

you can see that there are two MPP CAS servers and two SMP CAS servers.

Working from top to bottom.

The first MPP CAS server has a Primary Controller, a Secondary Controller and four workers.

In the middle the notation is showing that there are two SMP CAS servers.

And finally at the bottom there is a MPP CAS server with a Primary Controller and two workers.

This is also illustrating that you can deploy a mixture of SMP and MPP CAS servers.

Again, if CAS auto resources is configured, in this case for all the CAS servers, then eleven nodes are 

needed in the CAS node pool. As there would be one CAS pod per node.

If we add this up. The first CAS server needs six nodes. We've got two instances of an SMP CAS server, 

this requires two nodes.

And finally, the second SMP CAS server needs three nodes. That gives us our 11 nodes.
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In summary, start with a simple deployment and grow.

The CAS server can be SMP or MPP.

For the MPP CAS server:

The MPP CAS server is more flexible as you can add additional workers,

and it can scale with the workload.

It provides better availability through the ability to have a backup controller, as well as the multiple 

workers.

As we have seen, the SAS Viya deployment can have multiple CAS servers, they can be either SMP or 

MPP, or a mixture of SMP and MPP CAS servers.
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Continuing the CAS summary.

The workload classes: cascontroller and casworker allow for the use of two node pools for CAS.

This provides the ability to optimize the deployment from a cost perspective. Allowing for the CAS 

Controller and CAS Workers to use different instance types.

GPUs are supported for the CAS server deployment.

When using GPUs with an MPP CAS server, consider using the additional CAS workload classes, as the 

CAS controller does not use GPUs.

As the CAS Controller does not use GPUs, using two node pools for CAS, provides the ability to use a 

regular VM instance for the CAS Controller.

Lastly, there is also the Personal CAS server, a single-user CAS Server. This is a transient SMP CAS 

Server, and runs alongside the Compute Server. This provides the ability to work with a CAS server that 

is local to a users SAS Compute session.
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Some final thoughts.

If you are enforcing strict rules for pod placement you need to ensure that all pods can be scheduled. 

There needs to be sufficient nodes and resources available to be able to schedule all the pods.

When you fully label and taint the nodes for the SAS Viya workload classes you need to ensure that 

there are still nodes available for other components. For example, the ingress controller or perhaps the 

monitoring and logging components.

Have at least one Node Pool, at least one node, that does not have any taints. This can also provide a 

scheduling option should the preferred placement not be possible.

Remember, you always need a node, or nodes, available for the non-Viya software pods.
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In this module we have looked at the default workload placement, or topology, using four node pools. But 

it is important to understand that it is not mandatory to use four node pools.

This shows an example of using three node pools for the SAS Viya platform.

To implement this, you can still use the standard workload labels and taints. For example, the “services” 

node pool is being used for the stateful and stateless components. You would apply either the stateful or 

stateless workload label.

Then you would taint the nodes with either the stateless or stateful taint. In this example the stateful label 

and taint has been applied to the nodes. Remember, the stateless and stateful pods tolerate both taints 

by default. So, it doesn’t really matter which you use.

That concludes our look at the basic, or default, deployment topologies, with a single SAS Viya 

deployment.
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This module will look at the architecture considerations for running multiple SAS Viya environments, 

multiple SAS Viya deployments in a shared Kubernetes cluster.

It is important to note sharing the SAS Viya namespace with other software deployments is not 

supported. With the exception of the software that SAS recommends for logging, monitoring, and other 

features. See the system requirements for more information on the SAS Viya prerequisites.

There are two use cases for sharing the Kubernetes cluster. Sharing the cluster with third-party, non-

SAS applications. And, running multiple SAS Viya environments within a single cluster.

This module will focus on the second use case, dedicating a cluster to SAS Viya with multiple SAS Viya 

environments.
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Running Multiple SAS Viya environments within a single cluster.

It is possible to deploy multiple SAS Viya environments to a single Kubernetes cluster. Each environment 

runs in its own namespace.

However, there are several architecture considerations that need to be assessed as part of the design 

scope, before proceeding with the multiple namespace approach.

Scenarios where running multiple SAS Viya platforms in a shared cluster make sense, are: supporting 

multiple test environments, or perhaps co-locating non-production environments. Or co-locating 

production environments.

I'm sure there are other scenarios as well.
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Looking at the architecture considerations. You need to consider the following.

Version compatibility. Different SAS Viya cadence versions can have different System Requirements.

The supported versions of third-party software and SAS resources could be incompatible between 

different cadence versions.

Co-locating Stable and Long-Term Support cadence versions within the same cluster increases the risk 

of incompatibility. This is due to differing system requirements between the Stable and LTS cadence 

versions. For example, supported versions of the ingress controller, or Postgres when using an external 

instance of the SAS Infrastructure Data Server.

Therefore, it is not recommended to co-locate Stable and Long-Term Support cadence versions within 

the same cluster.
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Here are some additional details on potential version incompatibilities.

Cluster-wide resources can be incompatible between SAS Viya cadence versions. This means that 

updating one SAS Viya deployment can, or could, “break” the other deployments.

Therefore, all environments might have to be running the same SAS Viya cadence version.

To avoid incompatibilities, all the SAS Viya deployments within the cluster may have to be updated at the 

same time. And all updated at the same time to the same cadence version.

It is important to always check the System Requirements and Deployment Notes before updating the 

SAS Viya software to a new version.

You must always confirm that the different cadence versions can coexist.
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Now let’s look at the considerations when using external Postgres with multiple SAS Viya platforms. The 

considerations for sharing the Postgres database server with multiple SAS Viya deployments.

This is when using a shared Postgres database server for the SAS Infrastructure Data server, and the 

SAS Common Data Store, the C-D-S Postgres.

The Postgres configuration must support the requirements of all the SAS Viya environments.

The considerations.

The Postgres requirements can vary between different SAS Viya Solutions. For example, some SAS 

Solutions require additional Postgres extensions.

The Postgres version requirements can differ between SAS Viya cadence versions. An update to a new 

cadence version could drop the support for older Postgres versions. Therefore, it is important to confirm 

the Postgres requirements for the cadence versions, and or the solutions being deployed.

Given the risk of potential incompatibilities, using a separate database server for each SAS Viya 

environment can be the best approach.

That concludes our review of the architecture considerations for running multiple SAS Viya deployments 

in a shared Kubernetes cluster.
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•

•

•

•

The architecture of SAS Cloud Analytic Services – or CAS – assumes maximum efficiency is achieved 

when each node of the CAS server cluster is identical in terms of CPU, RAM, data to process, and other 

ancillary activities.

Therefore, MPP CAS or multi-machine CAS uses data distribution to manage workload across multiple 

hosts.

As a rule, data is evenly distributed to all CAS workers. That way, each worker has the same amount of 

work to do, and if they have identical CPU, RAM, etc., then they have the same amount of resources with 

which to do that work.

Of course, every rule has an exception. In this case, small tables can be loaded to a subset of CAS 

workers if you don't want it distributed across all of them. Also, data partitioning requires keeping grouped 

data together within a single worker.

And so, what that means is if you choose to partition your data, each partition has to live wholly on a single 

CAS worker, and it's the number of partitions that are distributed evenly. If your data cardinality is such that 

you have some partitions that are very large and others that are very small, that effectively means that 

some CAS workers have more work to do than others, so choose your partitioning criteria carefully.
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•

•

•

CAS is also built to be resilient to the failure of a worker.

By default, CAS maintains one original plus one replicate copy of the data in event of a node failure. The 

COPIES data set option specifies the number of redundant copies of blocks stored across the CAS server. 

And so, if you say COPIES equals one, that means one more copy in addition to the existing data. In other 

words, copies equals one means twice the data is being stored in your CAS environment.

The inactive blocks, the extra copy, will become active if a CAS node goes down as per their distribution.

The table shown here breaks down the data tracked as blocks across the worker nodes of an MPP CAS 

server. The first column counts the total number of blocks and the second column counts the number of 

those that are active, or in-use.

Here we can see three CAS workers (or nodes) appear to have a pretty even data distribution with almost 

4,700 blocks per node. And on each of those workers, half the blocks are active.

This aligns with the COPIES equals 1 concept, where each CAS worker is assigned two sets of blocks, 

one that’s actively in-use and a second set that’s inactive, ready to be called upon if one of the CAS 

workers goes offline.
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•

•

•

RAM is a relatively scarce resource, even with CAS's huge scalability potential. So, CAS uses its disk as 

part of the overall memory space.

CAS disk cache is then used automatically by CAS in many circumstances as a backing store for failover 

and resiliency.

Improving the performance of the disk hosting CAS disk cache can yield noticeable improvements in CAS 

performance.

The idea is that if CAS must often rely on its disk cache to relieve pressure on RAM – like frequently 

swapping active tables to/from RAM – then the I/O performance of the CAS cache might become an 

important aspect to consider.
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Let's talk about some of the basic definitions for movement of data with SAS Viya, starting with serial data 

transfer.

First of all, this simplified illustration shows CAS as part of a SAS Viya deployment in Kubernetes. For this 

discussion of data movement, the Kubernetes components don’t play a role, but we show them here to 

acknowledge the environment.

CAS, as shown here, is deployed in SMP mode as a single server. Internally, SMP CAS acts as both a 

CAS controller role and CAS worker role.

Because CAS is just a single node, the data transfer utilizes a single I/O channel which is, of course, serial 

by definition. That's not very interesting though because it’s exactly how you would expect to characterize 

data transfer in this case.
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But we have another definition of serial transfer that gets a lot more interesting when we talk about working 

with MPP CAS or multi-machine CAS. And here is an illustration of CAS with a controller and multiple 

workers. The rest of the Kubernetes environment isn’t shown in this illustration, but rest assured it's still 

there. We're just focused on the data transfer at this point.

When it comes to serial data transfer in this case, the CAS controller communicates with the data source to 

bring the data across a single I/O channel.

And here’s the fun part: the CAS controller then distributes the data that it has loaded from the source 

evenly across all its workers.

Keep this picture in mind for MPP CAS when we talk about serial data transfer going forward.
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CAS also offers a powerful feature we call parallel data transfer.

Parallel data movement occurs when each worker reads directly from the data source itself. As illustrated 

here, we can see multiple I/O channels employed which loads data into CAS quickly, assuming the 

infrastructure can support that type of movement.

The CAS controller coordinates this activity. It will communicate with the data source to get an idea of the 

size and the shape of the data. And then the controller directs the workers as to which bits of the data they 

each need to bring across.

The result is that each worker only brings over the data it needs, and it doesn’t try to load any data that the 

controller has destined for other hosts.
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CAS provides simple and scalable options for moving data. And there's three kinds of movement for us to 

consider.

Now, we've already talked about serial, which is responsible for data transfer to or from a source. And 

typically, this approach is very flexible and almost always available in most cases. So, if we can reach the 

data source and talk to it, chances are serial is going to work for us in some fashion.

Parallel movement is a feature of MPP CAS, where the CAS workers participate in data transfer with the 

source. Depending on that source, this may require using SAS Viya Data Connect Accelerator software to 

communicate with the SAS Embedded Process that's been deployed to the third-party data provider. We'll 

talk a little bit more about that coming up. The goal of parallel data transfer is that each of the workers has 

its own connection to the source to lift data from disk to RAM much faster than a single serial connection.

We also have this concept of multi-node data transfer. This is a feature of MPP CAS that is provided by the 

SAS Data Connector technology for SAS Viya software. The data connector enables CAS to communicate 

directly with third-party data providers to transfer the data. At its best, multi-node transfer is effectively 

parallel, but it's also possible that there might exist limitations in concurrent I/O between CAS and the data 

source. The implementation of multi-node by CAS means it can accommodate those limitations and 

complete the data movement.
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Now, at this point, let’s take a real quick detour. We've been talking about the architecture of data 

movement and stuff, but now we need to spend just a couple minutes talking about SAS language 

syntax and it’s a little confusing at first glance.
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We need to watch out for the SAS language syntax when we're coding for data movement.

As it turns out, there are two different parameters, and they are both named “data-transfer-mode”.

Where you specify the data-transfer-mode option matters as that determines which functionality you’ll 

get. One place it can be specified is as an option on the caslib statement. The other place is an import-

option (or export-option) for SAS procedures like PROC CASUTIL.

Not only are there two different options with the same name, but they both accept the same three values 

as well: serial, parallel, and auto. Again, the values specified for these options mean different things 

based on where they’re used in your SAS code. The resulting action’s manifestation depends on the 

data provider as well as the data format.

They’re not interchangeable either. There are situations where specifying the data-transfer-mode is only 

appropriate for the caslib or for the importOption. Take care to reference the correct parameter, with the 

desired value, in the proper place.
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Let’s take a closer look at the two kinds of data-transfer-mode parameters, where they’re used, and what 

their associated values direct CAS to do. Keep in mind that we’re mostly contemplating multi-machine or 

MPP CAS. For single-machine or SMP CAS, only serial data movement is possible, and these SAS 

programming options don’t apply.

First, we’ll look at the data-transfer-mode when specified as an import- or export-option for a SAS 

procedure like PROC CASUTIL.

The first value is “serial”. In this case, we’ll get the classic serial movement of data as illustrated earlier 

where the CAS controller will load the data by itself from the source and distribute it across the workers. 

We note here that multi-node transfer is not included which might seem weird to call out but will make 

sense in just a bit.

Next up is the value of “parallel”. This tells CAS to attempt parallel movement of the data from the source 

utilizing all its workers such that it makes its own connection to the source and, as coordinated by the 

controller, transfers its allotment of data directly itself. Parallel in this case means that all CAS workers 

must participate. Multi-node, again, is not included.

And then if we set the value to “auto”, meaning “automatic”, then CAS will attempt parallel transfer if 

possible. But if that's not possible for some reason, that is, something prevents one or more of the CAS 

workers from participating, then it will fall back to serial.

Taking a moment to reflect at this point, the values of “serial” and “parallel” pretty much mean what we 

expect, right? When data-transfer-mode is specified as an import- or export-option, then it tells CAS to 

move the data from source using either the controller alone for serial movement, or all of the workers for 
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parallel.

Now let’s look at something different.

Looking at data-transfer-mode as an option for the caslib statement produces similar outcomes, but 

through a very different interpretation and approach.

When “serial” is specified, that directs CAS to use its Data Connector software (often in coordination with 

something like a DBMS client). Back when the Data Connector technology was first introduced for CAS, 

it was only capable of serial data movement. In the years since, it has evolved additional capabilities 

beyond serial-only transfer. But for backward compatibility, this value of “serial” is still used today for the 

data-transfer-mode option on the caslib statement to activate the desired Data Connector.

Speaking of additional capabilities, the “serial” value accommodates more than just serial data transfer. It 

is also used to activate multi-node transfers involving two or more workers of a CAS server. That’s 

because multi-node functionality is provided by the SAS Data Connector technology.

Next let’s look at “parallel”. And as before, this directs CAS to utilize a specific software, in this case, the 

Data Connect Accelerator. The Data Connect Accelerator technology enables CAS to talk to the SAS In-

Database Embedded Process in a supported data provider. When this happens, CAS workers are 

coordinated by the controller to talk to the EP directly such that all the CAS workers participate in parallel 

transfer of the data.

The caslib option also has an “auto” value so that CAS will automatically attempt to use the Data 

Connect Accelerator if possible. But if for some reason that doesn't work, like maybe there's not an 

Embedded Process to talk to on the remote side, then CAS will fall back to using its Data Connector 

software instead. And, as just described, the Data Connector software can perform either serial transfer 

or multi-node transfer.

Compared to data-transfer-mode for the import- and export-option of PROC CASUTIL, the caslib’s data-

transfer-option is less intuitive in meaning because what it’s really doing is directing CAS to use the 

associated software component to perform the transfer of the data. The resulting data movement will 

depend on external factors and the ability of the systems to participate.
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The SAS Viya platform provides a variety of built-in and optional capabilities for accessing data from 

various data sources. We're going to break those down here into major groupings.

The first are the the platform data sources. These include the locations and formats which SAS Cloud 

Analytic Services has the built-in capability to work with natively and directly.

Next, we have the SAS Viya Data Connectors. These extend CAS’s reach to work additional data 

sources. Nearly all data connectors are included with SAS Viya offerings by default.

We also have the SAS Viya Data Connect Accelerators. While the name seems similar to Data 

Connectors, these are targeted at providing a very specific kind of functionality. They allow CAS to 

communicate with SAS In-Database technology that’s deployed to a select set of remote data sources.
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If the data you want isn’t supported (yet) by a SAS Data Connector, then we can try another route using 

other SAS runtime engines.

With Viya, we have the SAS Programming Runtime Environment where SAS program code including 

DATA and PROC steps as well as Macro code is executed. This runtime is exemplified by the SAS 

Compute Server, SAS Batch Server, and SAS Connect Server in a Viya deployment. SAS/ACCESS 

products are used to extend the runtime’s ability and provide the means to talk directly to a third-party 

data source (often using its associated DBMS client).

Indeed, if that’s not sufficient and your site also has SAS 9.4, then that could also be used to get to 

external data if there’s an appropriate SAS/ACCESS product there for it.

Either way, these SAS runtimes can communicate directly with CAS and so, can be used as a bridge to 

reach other data sources that CAS might not be able to interact with directly.
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Let's look at some of the CAS platform data sources. This is data that CAS knows how to work with right 

out of the box.

You’ll see several standardized data types listed here, including ORC (optimized row columnar), CSV 

(comma-separated values), and Parquet (another columnar format). CAS also knows how to work with 

SAS proprietary formats like SAS7BDAT, SASHDAT, and SPDE (SAS Scalable Performance Data 

Engine) files. Additionally, CAS can process multimedia files for audio, image, and video as well as 

binary document formats like PDF and Excel workbooks.

Note this slide does not present an exhaustive list so refer to SAS documentation for additional details.

Where the data resides matters to CAS. Some formats are only accessible through certain channels or 

from supported media. If looking at local disk or other mounted storage like a shared file system, 

remember that locations must be manifested as volumes mounted to the appropriate pods (usually CAS 

controller and workers) for SAS Viya.

Beyond local storage, CAS can also interface with hosted systems and services, including Hadoop 

clusters, object storage like Amazon S3 or Azure Data Lake Storage. CAS also is backward compatible 

with older SAS technology and can receive data from the SAS LASR Analytic Server as well as through 

SAS/CONNECT and library services from SAS 9.4.

More recently, SAS has added the SAS Cloud Data Exchange to provide a standardized approach for 

cloud-based deployments of Viya so that CAS to work with data from on-premise sources securely with 

efficient, high-volume data transfer. We’ll look more closely at that in another module.
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SAS Data Connectors extend CAS to give it the ability to communicate with third-party providers 

efficiently. Most SAS Data Connectors are included with the Viya offerings by default.

While the list of supported third-party sources shown on this slide is long, it does not present an 

exhaustive inventory so refer to SAS documentation for additional details. Still, let’s call out a few notable 

ones.

Using the appropriate data connectors, CAS can work with data from RDBMS sources like Oracle, 

PostgreSQL, MySQL, and more. Also, almost every data source supports some level of OBDC or JDBC 

access. So, if a native data connector for CAS isn’t available to a specific data provider, chances are the 

data can still be reached through ODBC or JDBC. Depending on where they reside, CAS can also use 

data connectors to reach files in supported PC file formats, SPDE data, and so on.

SAS currently engages in a strong partnership with SingleStore. Indeed, we even have an offering 

known as SAS with SingleStore where a SingleStore memSQL database is included and deployed with 

SAS Viya in Kubernetes. This partnership is significantly increasing Viya’s integration and ability to work 

with SingleStore natively in new and powerful ways.
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SAS In-Database technology is an optional offering where a site can deploy the SAS Embedded Process 

into a supported data provider. For Viya, this list is not as long, but the technology is powerful. In-

database processing allows SAS to run analytics against the data right where it lives in the source. The 

results as well as subset data can be streamed back to CAS for additional processing.

As we’re discussing here, data movement from the Embedded Process to CAS is very efficient and 

employs multiple, parallel I/O channels to get the data across fast.
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Besides CAS in Viya, we also have the SAS Viya Programming Runtime Environment.

The list of SAS/ACCESS products available for the Programming Runtime Environment is much longer 

than the few shown here, but we’re trying to point out that there are some available as SAS/ACCESS 

products which are not offered as data connectors for CAS. To that end, if your goal is to get data from 

one of these sources into CAS, then you can use the SAS Programming Runtime Environment as a 

bridge in the process for loading data to CAS.
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Many sites have been SAS customers for years and still rely on SAS 9.4 while also running with SAS 

Viya. And again, the list of SAS/ACCESS products for SAS 9.4 is much longer than those shown here, 

but again, SAS 9.4 can act as a bridge in the process for loading data over to CAS, if that’s your goal.
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CAS provides a flexible architecture for working directly with different kinds of data. And there are three 

categories to consider when we're moving data into CAS.

First off, there's the CAS platform data. These re data sources which CAS can read and write directly and 

we don't need to license any additional SAS software. Depending on the source, it might require third-party 

client software to be installed and configured. The source and file type will determine CAS's ability to 

perform serial, parallel, and or multi-node transfer of that data.

The SAS Data Connectors enable CAS to work with third party-data sources. Most of them are included 

with the SAS Viya product offerings. They typically require some third-party client software. And they give 

the ability to perform serial movement of data into CAS, as well as multi-node data transfer where multiple 

CAS workers participate directly in loading data. Noticeably absent here is that the data connectors do not 

allow CAS to perform what’s defined as parallel transfer. From a strict definition, parallel means that all the 

CAS workers must participate in the data transfer.

Third on the list are the SAS Data Connect Accelerators. These enable CAS to communicate directly with 

the SAS In-Database Embedded Process in select third-party data providers. Data movement using the 

data connect accelerator is only parallel – all CAS workers must participate.

For detailed code and log examples when working with serial, parallel, or multi-node, refer to the SAS 

Global Forum paper from 2019 titled “Seriously Serial or Perfectly Parallel Data Transfer with SAS Viya”. 

This workshop highlights key points, but that paper provides a lot more detailed descriptions. And even 

though it was written before SAS Viya 4, the syntax, terminology, and most of the behavior has evolved 

only slightly so the paper itself is still pretty effective in conveying what you need to look out for.
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While CAS can access a wide variety of data sources, there are many other data sources that it can’t. And 

for those, we might rely on other SAS runtimes, like the SAS Programming Runtime Environment in Viya or 

SAS 9.4. Both have the Base SAS engine and SAS/CONNECT as well as a selection of SAS/ACCESS 

products.

Indeed, there are different SAS/ACCESS products for the SAS Programming Runtime Environment in Viya 

than offered for CAS.

Similarly, the same is true for SAS 9.4 compared to the SAS/ACCESS products offered for Viya.

If needed, we can use the SAS/CONNECT technology to transfer data from those SAS runtimes to CAS, 

but…

We recommend using the CAS type of libname instead. It provides the best and most efficient technique to 

move data from the SAS runtime over to CAS. The SAS/CONNECT approach still works and if you have 

legacy code still using it, that’s fine.
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To sum up and illustrate a bit, Viya has access to a world of data sources.

Starting with CAS and its built-in platform sources. They support serial, multi-node, and parallel movement 

of data depending on its format and its location. A representative list of those sources is shown on the 

right, but of course, refer to the SAS documentation for the full details.

We also have SAS Data Connect Accelerators for CAS. And that gives us a little bit broader scope. The 

data connect accelerators only support parallel movement of the data, because they require all CAS 

workers to talk to the SAS Embedded Process deployed as part of a SAS In-Database environment in a 

select provider like Hadoop or Teradata or SingleStore.

Next are the SAS Data Connectors. Most of those are normally included with the SAS Viya platform. And 

as you can see, that circle is getting bigger. CAS can access a large number of third-party sources and 

formats using data connectors using serial, parallel, or multi-node transfer.

Moving on to the SAS Viya Programming Runtime Environment which offers additional SAS/ACCESS 

products that CAS might not have yet. We can use that as a bridge, if needed, to bring remote data to 

CAS.

And then SAS 9.4 and its possible SAS/ACCESS products cover everything else. Of course, any data 

source that’s ODBC or JDBC compliant can be reached at any level here.

And lastly, more of a footnote to point out that CAS can directly load data from the SAS LASR Analytic 

Server which itself could be loaded with data in parallel from several sources.
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caslib mypath sessref=mysess1 
datasource=(srctype='path', path="/path/to/data");

dataTransferMode='serial'
dataTransferMode='parallel'
dataTransferMode='auto'

First off, CAS can use the PATH type of caslib to access data that's hosted on local file system disk. That 

means that it's going to refer to a directory path that's in a volume that's mounted to the CAS controller or 

optionally to all CAS pods.

The caslib statement for PATH is pretty straightforward. After the “caslib” keyword, we provide the 

following parameters. The first is the name of the caslib, in this case that’s “my path”. For clarity, we also 

specify the CAS session that this caslib should refer to. Next are the data source parameters – this is 

where we indicate the type of caslib with the “source type” parameter equal to “path”. And then we specify 

the path to the volume mount as seen inside the CAS pod (typically defined by a Kubernetes persistent 

volume claim).

With our path caslib defined, let’s look at the kinds of data it can access.

In the first column of this table, we see the file types supported for the PATH caslib, including SASHDAT, 

CSV, ORC, and Parquet. There are also SAS datasets as well as various audio, image, video, and 

document formats.

The second column indicates the data transfer mode supported by the PATH caslib for these formats. For 

most formats, only serial transfer is supported. But there’s one exception: SAS data sets. When using the 

PATH type of caslib with MPP CAS where the same shared volume is mounted identically to the CAS 

controller and all CAS workers, then CAS can perform a parallel transfer of the data from the SAS data set 

such that each CAS worker grabs its allotment of data from the file as directed by the CAS controller.

The third column of the table shows how we control that – by specifying the desired ”data transfer mode” 

value as an ”import option” in the CASUTIL procedure.

Notice that the data transfer mode shown here does not apply to the caslib itself – but as an import option 

for CASUTIL specifically.
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Finally, unless otherwise specified, the default value of the ”data transfer mode” as an ”import option” for 

the CASUTIL procedure will be “auto”. This directs CAS to attempt parallel transfer of the data if 

possible. If there’s any problem with that, then it will automatically fall back to attempt a serial transfer.

One last note to say that SAS data sets are always saved back to disk using the serial data transfer 

approach.
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caslib mydnfs sessref=mysess1 
datasource=(srctype='dnfs', path="/path/to/data");

CAS can use the DNFS type of caslib to access data hosted on a shared file system solution. That is, the 

data must be in a volume that’s mounted identically to all CAS pods.

The syntax to define this caslib is very similar to PATH; the only meaningful difference is the “source type”.

The DNFS caslib was originally designed for working with SASHDAT files. And in the first column of this 

table, we see the filetypes supported for the DNFS caslib, including SASHDAT, CSV, and Parquet. There 

are also various audio, image, video, and document formats.

The second column indicates the data transfer mode and only parallel is offered. In other words, DNFS is 

synonymous with parallel data movement. If there’s a problem in the environment that prevents all of the 

CAS pods from seeing the data, then DNFS won’t be able to execute the transfer.

The third column indicates that there’s no option at all for serial movement. It’s parallel for DNFS or not at 

all. This also means that the DNFS type of caslib is not available for SMP CAS (deployed as a single pod 

in Kubernetes).
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caslib mycas sessref=mysess1 
datasource=(srctype='cas', port=5570, 
host="controller.sas-cas-server-default.viya-env", 
user="casuser", password="pw123", 
caslib="mydata");

The next platform data source is accessed using the “cas” type of caslib, which is a little bit self-referential. 

It was built with one use case in mind: where an individual user has fired up a personal CAS server and 

wants to access some table that is hosted in the global CAS server. This caslib allows the user to transfer 

the data down to their playpen and work on it.

In this table, we can see that the “cas” type of caslib works with only one data format: SASHDAT. 

Remember that all CAS in-memory data is in SASHDAT format, so this makes sense.

And for data transfer, notice that it’s not just serial-only – because a personal CAS server is SMP (runs as 

a single pod) – but it’s also read-only. That is, it’s a one-way street – this type of caslib can load data but 

does not save it back “up” to the remote CAS server.

There are no data movement options to specify.
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caslib myspde dataSource=(srctype="spde",                          
dataTransferMode="serial", numReadNodes=0,                          
mdfpath="/path/to/spde/meta",                          
datapath="/path/to/spde/data";

CAS can also work directly with data from the SAS Scalable Performance Data Engine as a source.

SPDE is a predecessor for the large-scale, multi-channel loading of data into SAS that debuted long before 

CAS or Viya were on the scene. SPDE tables are saved as multiple files that can be loaded in parallel. As 

such, they can be saved to a performant shared file system or to Hadoop’s distributed file system. Either 

way, cass can read those files directly. And this is where it gets kind of exciting.

That’s because the SPDE caslib is the one that does it all. You'll notice at the top of the screen that the 

icons show all three modes of data transfer are available: serial, parallel, and multi-node. That’s very cool.

Looking at the caslib statement shown here, there are a few items of interest to note besides the “source 

type” of “spde”. When the ”data transfer mode” is “serial”, then that unlocks a new parameter we haven’t 

seen yet called “num read nodes” (and there’s an equivalent not shown here called “num write nodes”). 

There are also some additional parameters unique to working with SPDE files that are specified as well for 

meta and data files.

When working with the ”data transfer mode” as a caslib parameter (not as an ”import option” on the 

CASUTIL procedure), remember that its meaning is slightly more abstract in that it directs the kind of 

technology employed, not necessarily the literal meaning of the word.

When the “data transfer mode” value is “serial”, that tells CAS to utilize its Data Connector technology to 

get the data. With a “source type” that accepts the “serial” data transfer mode, then we can also specify the 

“num read nodes”. This new parameter tells CAS how many CAS nodes should participate in the data 

movement. If “num read nodes” is “1”, then the CAS controller handles the transfer from source alone, 

literally moving the data serially. If ”num read nodes” is an integer greater than one, then CAS will use that 

number of CAS workers to move the data in a technique we refer to as multi-node transfer. And finally, ”0” 

is a special value meaning simply “use all available CAS workers”. Negative values for “num read nodes” 

are not allowed.
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Moving on, when the “data transfer mode” value is “parallel”, that tells CAS to use its Data Connect 

Accelerator technology. Now this assumes that the SAS In-Database Embedded Process has been 

deployed to the remote data source (in this case, Hadoop). When this is attempted, then all instances of 

the EP send their data to all CAS workers directly, resulting in parallel data transfer.

The last value for “data transfer mode” is “auto”. This directs CAS to first try using its Data Connect 

Accelerator technology to get the data. If that fails for some reason, then it will fall back to using its Data 

Connector technology instead. Depending on how the caslib is defined, this might include attempting 

multi-node transfer eventually falling all the way back to serial transfer, if needed.

If key parameters specifying the ”data transfer mode” or “num read nodes” are not defined in the caslib 

statement, then the default behavior you should expect to see will be “serial” – meaning use of the Data 

Connector technology - with a “num read nodes” value of “0” so that all CAS workers will attempt to 

participate in the multi-node transfer of data from the source.
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caslib mylasr sessref=mysess1
      datasource=(srctype='lasr', 
      server="lasr.site.com", port=10001);

parallelmode='none'
parallelmode='force'
parallelmode='fallback'

CAS can load data directly from SAS laser Server.

This situation might come up when working with a legacy SAS 9 environment. CAS can communicate with 

the laser Server and perform a read-only operation to copy data out of the laser in-memory tables. CAS 

cannot write data directly back to laser. And laser cannot use CAS as a data source.

When the “source type” is “laser”, then the caslib statement will accept parameters like server and port to 

establish the connection.

Similar to the ”CAS” type of caslib, the only format that works is SASHDAT. That’s because laser, as the 

immediate predecessor to CAS, stores in-memory data exclusively in SASHDAT format.

The data transfer mode could be serial or parallel depending on the whether CAS is SMP or MPP or if the 

laser Server is distributed or non-distributed. Assuming multi-host implementations of both, we can specify 

the transfer mode with a parameter called “parallel mode”. It accepts three different values than we’ve 

seen with “data transfer mode”, but it’s easy to understand what they mean.

If “parallel mode” is “none”, then serial movement of the data is performed. If the value is “force”, then 

parallel movement is attempted using all laser data nodes and all CAS workers. If there’s a problem such 

that all hosts cannot participate as expected, then the parallel transfer will fail. And finally, there’s the 

“fallback” value for “parallel mode”. This will direct CAS to attempt parallel transfer first and, if there’s a 

problem, then it will fall back to attempt serial movement.

If the “parallel mode” parameter is not specified as an “import option” in the CASUTIL procedure, then the 

default behavior will be “fallback”.

One last point to mention here is that CAS expects the laser Authorization Service to be running as a 

signer so it can confirm it has appropriate access to the laser tables in memory.
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CAS can also directly access data in native storage formats from the big three cloud providers, and we’ll 

take a quick survey of those real fast.

The first one we'll look at is ADLS. That's Azure's Data Lake Storage Gen 2.

It supports TLS encryption, so the movement of data between CAS and ADLS is protected.

The first device authorization requires sign-on to a Microsoft.com website – an increasingly common 

convention where end-user authentication is moved out-of-band from the application path to generate an 

auth token.

Then the authenticated credentials are cached in a file on a volume that's mounted to all the CAS pods so 

that it can be reused until it expires.
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caslib myadls sessref=mysess1
datasource=(srctype="adls", filesystem="<fsname>", 
accountname="<aname>" <additional options>;

As we’ve seen before with other data sources, the ADLS “source type” has specific parameters and 

options for communicating with the Azure Data Lake Storage.

The ADLS “source type” supports data in CSV, ORC, and Parquet formats. And interestingly enough, the 

determination of serial or parallel movement of the data is automatically determined by the file type. For 

CSV, load is parallel only, but saving back to ADLS is serial only. For ORC, only serial movement is 

allowed in either direction. And for Parquet, only parallel movement is provided.
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Similarly, we can look at Amazon's S3 – which stands for ”simple storage service” – as another platform 

data source for CAS.

It also supports TLS encryption to protect communication between the CAS Server and AWS.

And there is a maximum file size limit of 5 terabytes. But understand that that's not a CAS limitation. That’s 

an S3 restriction that it places on file sizes.

Note that SAS documentation explains, “SAS provides S3 support only for Amazon S3. Third-party 

compatible providers that implement the public Amazon S3 API might work, but SAS has not validated 

these providers. As a result, SAS cannot provide direct technical support for other S3-compatible 

providers.”
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caslib mys3 sessref=mysess1
datasource=(srctype='s3', accesskey="<access_key>", 
bucket="<bucket>", region="<azn_region>", 
secretAccessKey="<secret_key>", useSSL="true", 
objectpath="<path to folder>";

The S3 “source type” has specific parameters and options for communicating with the Amazon’s S3 

service.

CAS can use the S3 caslib to work with data saved as SASHDAT, CSV, and Parquet. It also supports 

binary formats for audio, video, images, and documents (like Excel workbooks).

Data movement of any file type is always parallel when CAS is working with S3. Serial is not an option. 

Due to the nature of parallel movement with no fall back to serial, ensure that all CAS hosts (controllers 

and workers) have network visibility to Amazon S3 as well as access to the authentication credentials/files 

(typically saved to a common volume).
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The last cloud provider we’ll look at as a platform data source for CAS is Google Cloud Storage.

Like the others, it supports TLS encryption to protect communication between the CAS Server and GCS.
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caslib mygcs
   datasource=(srctype="gcs"
     bucket="mybucket"
     gcsauthfile="myGCSauthfile”
     );

The GCS “source type” has specific parameters and options for communicating with Google Cloud 

Storage.

CAS can use the GCS caslib to work with data saved in either CSV or Parquet files. For CSV files, loading 

is parallel only and saving is serial only. For Parquet, it's a fully parallel for both load and save, but there is 

no option for serial transfer.
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The SAS Viya data connectors enable CAS to work with native format data in third party sources. And here 

is a pretty good list of the various third-party data providers that are supported by SAS Viya data 

connectors for CAS.

You’ll certainly recognize many of the big names in the list, like Oracle, PostgreSQL, MongoDB, Microsoft 

SQL Server, SingleStore and others.

Still, make sure you refer to the documentation, which is linked in the notes, for a complete list as the 

offerings evolve over time.

Also note that if a data source is not listed here, but is ODBC or JDBC compliant, then they can be 

reached through those data connectors by CAS, respectively.



Page 293
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

•

•

•

•

•

•

•

SAS provides Simba drivers from insight software for JDBC clients that allow CAS and the SAS 

Compute server to access social media content from Facebook, Google Analytics, Google Drive, 

Microsoft, and so on. CAS communicates with external data providers using the data connector products 

in third party clients.
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caslib myhive sessref=mysess1 
datasource=(srctype='hadoop', 
dataTransferMode='serial', server="hive.site.com", 
username="myuserid", schema="myschema" ... );

NumReadNodes=1 
NumWriteNodes=1

NumReadNodes=0 (or >1)
NumWriteNodes=0 (or >1)

The syntax for defining a caslib that employs a SAS/ACCESS data connector for a third-party database is 

very similar to what is used for the platform data sources and should look familiar to you at this point.

In this example, we’re looking at a caslib to reach a Hive database in a Hadoop cluster. The data 

connector will expect certain parameters that make sense for Hadoop to be included in the caslib 

definition, like the server name, user name, and schema, among other elements. Other data sources will 

expect different parameter names and those can be found in the SAS documentation.

Recall one very important item: when we specify the ”data transfer mode” in the caslib statement, that’s a 

code-word directing CAS as to which technology to employ. The “serial” value means “use data connector 

technology” and does not guarantee that serial-only movement will happen because multi-node transfer is 

also a function of the data connector technology.

Data connectors in general support both serial movement and multi-node movement of the data as core 

functionality and where the environment (or data source) support it. And we can direct cass as to which 

type of movement to try.

By default, when using a SAS data connector to a third-party source like Hive in Hadoop, the “num read 

nodes” (and “num write nodes”) parameter in the caslib statement will assume a value of “1”. This tells 

CAS to use only one node to load the data, which means the CAS controller then will attempt a serial 

transfer.

If we want multi-node transfer using a SAS data connector to a third-party source, then we must specify 

the “num read nodes” parameter. Remember, a value of “0” here tells CAS to try and use all its workers to 

make the transfer. Otherwise, a positive integer value will direct CAS to use exactly that number of 

workers, if possible.
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•

•

We also have our SAS Data Connect Accelerator sources, and they include Hadoop and Teradata and 

Spark and, of course, SingleStore.
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caslib myhive sessref=mysess1 
datasource=(srctype='hadoop', 
dataTransferMode='parallel', 
server="hive.site.com", username="myuserid", 
schema="myschema" ... );

In this scenario, we now want to use the SAS Data Connect Accelerator technology to transfer data from 

that Hive database in Hadoop. This means that Hadoop already has the SAS In-Database Embedded 

Process deployed and running there.

The caslib statement looks similar to before, but with one significant change – the “data transfer mode” is 

now “parallel”. As you’ll recall, in this syntax, this is directing CAS to implement its data connect accelerator 

technology so it can communicate with the SAS Embedded Process in Hadoop.

The data connect accelerator technology can only communicate with the SAS Embedded Process. And the 

SAS Embedded Process is designed to transfer data to CAS using multiple I/O channels to achieve 

parallel movement of the data.

Alternatively, we can specify a ”data transfer mode” of “auto” that tells CAS to try using its data connect 

accelerator technology. If there’s a problem that somehow prevents the SAS Embedded Process in the 

remote source from sending its data to the CAS workers directly, then CAS can fall back and try its data 

connector technology for serial or multi-node transfer instead.

Notice that we’re not calling out a default mode here because there isn’t one. To use the data connect 

accelerator technology, you must specify the appropriate “data transfer mode” explicitly on the caslib 

statement.
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In this module, we focused on example caslibs defining connections for CAS to a Hive database in 

Hadoop. But of course, there are many more data sources and they each have their own set of 

parameters and considerations to weigh. Those are beyond the scope of this workshop, but the details 

you’ll need can be found in the SAS documentation. A link to this particular document is provided in the 

slide notes, or you can navigate there referring to the breadcrumb trail at the bottom of the slide shown 

here.
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Cloud Data Exchange (or CDE) was introduced in early 2023 and is included as part of the SAS Viya 

platform. It provides the ability to connect to data that exists nearby, alongside SAS Viya in the cloud or 

to data that is hosted in a site’s on-premise data center that is physically separate from the SAS Viya 

location.

The latter is where things get interesting because securing cloud-originated communication to resources 

on-premise is something that most IT organizations take very seriously.

SAS addresses those concerns by ensuring that data exchange occurs using secure, standards-based 

communications along with sophisticated authentication and authorization capabilities.

One way this is made clear is that Cloud Data Exchange does not utilize proprietary protocols for 

communication. Instead, communication is encrypted using TLS as the exchange occurs using a single 

TCP port. That port is usually the standard 443, however, CDE can be configured to send TLS 

communication over an alternate port, if preferred.
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This next slide shows the SAS Viya platform deployed to the cloud and implementing the Cloud Data 

Exchange technology to access data that is also hosted in the cloud as well as remote data from a site’s 

on-premise data center.

Let’s look a little closer at what’s going on here.

Starting on the far-right side, we have SAS Viya and its constituent components

including the usual complement of SAS Viya infrastructure services and microservices.

We can also see a CAS server running on multiple hosts and a SAS Compute Server as well.

In that same cloud’s storage exist some SAS data sets as well as cloud-hosted data bases.

A key component for Cloud Data Exchange to work is its data agent. We can deploy a co-located data 

agent (typically run as a Docker or OCI-compliant container) in the cloud and configure it to access the 

various data sources.

Then we can define a data library for SAS Compute and a caslib for CAS to communicate with the data 

agent to get to that data.

Although it’s slightly more work to setup initially, there are several benefits to using a CDE data agent 

when compared to allowing CAS or Compute to directly access this data nearby in the cloud. They 

include keeping the database communication configuration limited to the data agent, not having to be 

reproduced and maintained across all library definitions in SAS code. The data agent can also be placed 
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into perimeter network zones (like a DMZ) to help support isolation and security of resources while still 

providing a fully encrypted channel for data movement back to the SAS analytic engines.
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This slide shows another scenario as well.

Outside of the cloud environment, we can see there’s an on-premise data center illustrated on the left 

side of this slide.
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First let’s look at what’s separating the cloud envrionment from the on-premise data center.

There are likely one or more firewall implementations to protect each environment.

In the on-prem data center, we see several interesting sources with data that we want to run analytics 

on.

For those, we can also deploy a remote data agent (again, typically run as a Docker or OCI-compliant 

container). It will be configured to access the various sources and

it can relay the requested data back to the Viya analytics over HTTPS (or TLS) encrypted channel. To do 

this requires only one port opening through the firewall and rules can be enhanced to match on trusted 

source and destination IP addresses, if needed.

The benefits of a remote data agent as shown in this scenario are similar to that of the co-located data 

agent in scope, but greater in impact. It’s technically possible for SAS Compute or the CAS server to 

communicate directly with the various sources in the data center assuming a viable route is provided. 

That’s a big assumption. And it carries a lot of considerations in terms of opening up the firewall in 

numerous places to allow for proprietary protocols to establish communication. Further, additional 

technical challenges might show up, like latency over long distances might not be well handled in some 

protocols.
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Finally

we show only two Cloud Data Exchange data agents here, but each is talking to numerous data sources. 

We can extend this concept as far as needed when new data sources become available in other 

environments by deploying data agents to those, too.
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CLOUDDEX

As we just showed, CDE provides two kinds of data agents to facilitate movement of data. There's the 

co-located data agent that lives in the SAS Viya's locality. It's accessing data that's somewhere nearby in 

that same hosted environment. We also have the remote data agent which is deployed to an 

environment that is physically separate from the Viya location.

It is possible to run multiple data agents to support the data movement needs of your Viya deployment.

One data agent can work with multiple data sources. This is accomplished by defining a data service for 

each source. That data service definition is setup using the sas-viya CLI to direct the agent about how to 

access the data, how to encrypt it for transfer, and so on).

Once the data agent knows about the various sources it’ll work with, then we can define a caslib for CAS 

or a libref for SAS Compute with the Cloud Data Exchange source type. The library statement will 

include connection parameters for reaching the desired data agent such as its server and port and 

further parameters to select the desired data source with authorization details.
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Cloud Data Exchange supports the following data sources.

You probably recognize many of these data sources. And this list will continue to grow over time, but let’s 

call out a few of interest here.

First, note that JDBC and ODBC are supported. So, if the data agent doesn’t support native 

communication with a data source, then we can still use JDBC or ODBC to reach many not shown here.

Also, one data agent can communicate with and request data directly from another data agent. You can 

effectively daisy-chain them together if that’s necessitated by the network topology or other rules in your 

environment. Data agents can also access SAS data sets directly as well as fetch data from the SAS 

Federation Server, too.
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CAS offers flexibility for scalable loading of data for in-memory analytics.

And the following slides will illustrate the movement of data into CAS from local sources like files or an 

instance of the SAS runtime, like a SAS Compute Server.

Loading of data is the focus here, but the reverse path to save data back is usually similar, unless noted 

otherwise.

Keep in mind that terms like “serial” and “parallel” have their normal vocabulary meanings. But as we've 

shown earlier, they can also have very specific actions and interpretations when used in SAS programming 

terminology.
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Let’s look at what happens when a SAS runtime, like the SAS Viya Compute Server, transfers data over to 

CAS.

Shown here, we can see a simplified illustration of a SAS Viya deployment. Notice that we have an MPP 

CAS server with a controller and three workers. To the left of that we have the rest of SAS Viya summed 

up in just a couple of small boxes, including the SAS Compute Server. Not shown is the Kubernetes cluster 

nor the cloud infrastructure, but it’s all there, too. Just below the Compute server is a local file with data in 

it. To keep things simple, that data is represented here as blocks labeled “A”, “B”, and “C”.

Looking back inside the CAS boxes, notice we have some empty slots shown in the workers. The legend 

at the bottom tells us those slots correspond to space in the host’s memory and in CAS disk cache.

Alright – so, the objective here is to get that data table into CAS using the SAS Compute Server.

The Compute server reads that data in using a libref or fileref as needed. From a Kubernetes perspective, 

the Compute server pod likely accesses that table as a file through a mounted volume from a POSIX-

compliant source. That file could be a SAS data set, CSV or other delimited file, or unstructured data. If we 

look beyond individual files, any source that Compute server might reach could be used as well, like data 

from a remote source such as an RDBMS.

Then, using a DATA step or other technique, the Compute server sends that data to the CAS Controller. 

This is serial movement of the data because the SAS Compute Server is only talking to the CAS Controller 

– none of the CAS workers participate here.

Once the CAS Controller has the data, it distributes it evenly across the workers, completing the serial 

loading process.

Next up is to take a closer look at what the CAS workers actually do with their allotment of the data. 

Anything CAS keeps in memory must be mapped to a backing store. The backing store in this example is 
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the CAS disk cache. Shown here, the blocks of data have been distributed evenly across the workers – 

just note in real life that the number of blocks will usually count in the hundreds or thousands or more, 

not just three. And each block is present in RAM with a memory map defined to a location in that 

worker’s local CAS disk cache. Very simply, the memory map allows the OS to move the data into and 

out of RAM on demand as a kind of virtual memory scheme.

CAS takes one more step with the data and places an additional copy in the CAS disk cache of the 

workers for redundancy. Notice that the copied blocks do not duplicate what’s already there in RAM. This 

ensures that if one node goes down, then the remaining two nodes still have a complete set of data for 

the table.

We won’t show all possible variations on this theme, but you could substitute the Compute server with 

any other SAS programming runtime like a SAS Batch Server, SAS Connect Server, or even a SAS 9 

Workspace Server. This same illustration can be extended similarly for other SAS engines, like the Event 

Stream Processing Server.
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This example is slightly different than before. In this case, the CAS Controller has direct access to the 

source table. And remember, from a Kubernetes perspective, the CAS Controller pod likely accesses that 

table as a file through a mounted volume from a POSIX-compliant source or block storage. That file could 

be a SAS data set, CSV or other delimited file, SASHDAT, audio, video, document formats or anything 

else that CAS knows how to work with.

The goal here is for CAS to load that data in itself.

As illustrated here, only the CAS Controller can access this file, so it reads in the data. This is serial 

movement again because only the Controller is accessing the file.

Once the CAS Controller has the data, it distributes it evenly across the workers, completing the serial 

loading process. As before, data loaded into CAS memory is mapped to CAS disk cache as the backing 

store. And redundant blocks are distributed for protection against the loss of a CAS worker.
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/path/to/DNFS/table.sashdat

This example is a little bit more fun where we can see parallel movement of data.

In this case, we have a shared file system that’s mounted as an RWX (or ROX) volume to all the CAS pods 

at the same local path. And here, the data is stored in a SASHDAT file so that we can use the DNFS type 

of caslib to achieve parallel loading.

The goal here is for all the CAS workers to participate in loading that data.

When directed to load the data, CAS first looks at the SASHDAT metadata stored in the file header to get a 

clear understanding of the structure and volume of the data. This helps ensure a very efficient load with no 

guesswork.

The CAS Controller then directs the CAS workers to find and load their allotment of data from the source. 

We call this a parallel load because all the workers are doing their part to get the data. However, 

understand it’s possible there’s a serial bottleneck at some point along the way. For example, a basic NFS 

mount to the file without any kind of RAID redundancy or other parallel-supporting infrastructure is 

effectively just a serial transfer at the lowest level (even if CAS does not perceive it that way).

Notice that the behavior with the data in memory is different here, too. This data is not mapped to CAS disk 

cache. Nor are there any replicated blocks for failover. Why is that?

Because we’re demonstrating the DNFS type of caslib, then that means our source data is already 

SASHDAT. When we tell CAS to load data from this source, it doesn’t actually copy the data over. Instead, 

it creates a memory map directly to the SASHDAT source and reports the load is complete. This is called a 

“lazy load” because CAS hasn’t actually loaded the data yet. The first time that data is referenced by a job, 

CAS will then access the memory location to get it. This is where the memory map comes in. The OS is 

responsible for handling the memory map activity and that’s when the data physically transfers from the 

source on disk to the RAM in the CAS workers.
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Remember earlier when I said, “Anything CAS keeps in memory must be mapped to a backing store”? In 

this example, the backing store is not CAS disk cache, but instead the original SASHDAT source on disk. 

That’s also why there are no replicated blocks stored in CAS disk cache – because all CAS workers 

already have direct access to the source data and so if one or more CAS workers goes offline, the 

remaining workers can still access the complete table. The DNFS source provides the expected 

redundancy.
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Now we’ll discuss what happens when we direct CAS to use its data connector technology to serially load 

data from a remote source.

Shown here, we can see our familiar simplified illustration of a SAS Viya deployment with an MPP CAS 

server sporting a controller and three workers. Below that is an external data source, shown as a large 

deployment of an RDBMS with multiple nodes and an edge node for communication.

The data we want in the RDBMS shown here is represented again as blocks labeled “A”, ”B”, and “C”. In 

real life, of course, the actual number of blocks would be much higher, but this is just a simple illustration.

The objective is for CAS to read the data from the RDBMS. To do that, the SAS Data Connectors use the 

same approach that you might already be familiar with from SAS 9 ACCESS engines – a dedicated 

RDBMS client is deployed for use by the CAS controller. That’s represented here with the purple plug icon 

on the CAS controller. From a Kubernetes perspective, this client software is likely placed in a volume that 

is already configured, tested, and mounted to the CAS controller pod.

With all these pieces in place, let’s get that data.

As we’ve seen before for serial transfer, the CAS controller will reach out to the source and request the 

data. Once the data has come across, then the CAS controller will distribute the data evenly across the 

CAS workers.

Because the source data is not in native SASHDAT format, then the data in memory will map to use the 

CAS disk cache as a backing store. And replicate blocks are created in case of CAS worker failure.
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In this next slide, we’ll look at multi-node transfer using the SAS Data Connectors.

To accomplish a multi-node transfer of data to CAS, then the CAS workers must be able to participate in 

communicating with the data source.

So, first of all, we need to get the the RDBMS client software hooked up on the CAS workers just as it was 

for the CAS controller. Notice that we now have purple plug icons on all CAS hosts. From a Kubernetes 

perspective, this client software is likely placed in a volume that is already configured, tested, and mounted 

to identical mount points on all CAS pods.

When directed to load the data, the CAS controller reaches out to the RDBMS to get an idea of the size 

and shape of the data. Then it informs the CAS workers as to the queries each should use to pull over its 

allotment of data.

Each CAS worker then performs its own query to get its assigned rows of data from the source.

As shown here, this RDMS provides only a single edge node. However, some RDBMS can provide 

multiple edge nodes to to help parallelize and distribute the large-scale movement of data across multiple 

IO channels. This helps explain why we use the term “multi-node” instead of “parallel” for this kind of 

scenario. For CAS, we’ll definitely try to use multiple nodes, however, the data source may or may not 

have sufficient infrastructure in place to perform fully parallel movement of the data. The term “multi-node” 

is meant to capture this potential variability.

Finally, CAS is resilient in its use of multi-node data transfer so that it can complete data movement even if 

one or more CAS workers is unable to participate in the transfer.
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Now we’ll discuss what happens when we direct CAS to use its data connect accelerator technology to 

parallel load data from a remote source where the SAS In-Database Embedded Process has been 

deployed.

Shown here, we again see our familiar simplified illustration of a SAS Viya deployment with an MPP CAS 

server sporting a controller and three workers. Below that is an external data source, shown as a large 

RDBMS that’s compatible with SAS In-Database technology for Viya.

As established earlier, in order for CAS to communicate with a remote data provider, it will use an RDBMS 

client - shown here with the purple plug icon on the CAS controller – that we know from a Kubernetes 

perspective, has been placed in a volume that is already configured, tested, and mounted to the CAS 

controller pod.

We also want to show that the SAS Embedded Process has been deployed to the remote data source, 

typically running an instance on each node of that cluster.

The data we want in the RDBMS shown here is represented again as blocks labeled “A”, ”B”, and “C”. In 

real life, of course, the actual number of blocks would be much higher, but we’re keeping it simple here.

Now that we know where everything is, let’s get that data loaded into CAS.

Things work a little different here than we’ve seen earlier. In this case, CAS reaches out to the Embedded 

Process and requests the desired data. It also gives the EP a list of its worker nodes’ hostnames as the 

destination for the requested table.

Now something happens that we haven’t seen before. The EP instances on each node initiate new 

network connections over to the CAS workers to send the data across. In other transfers, we’ve seen CAS 

as the network connection originator with the data source simply replying back along the same 

communication channel – think of like CAS is “pulling” the data over. But as we’re showing here, the EP 
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instances are acting as the network connection originator to “push” the data over to the CAS workers. 

This has implications from a network management perspective beyond the scope of our discussion here, 

but useful to understand in general.

Also, let’s point out that while this simple diagram shows three CAS workers and three RDBMS nodes, 

there’s no expectation that the number of nodes must match in any way.

We can also look at little closer at the data movement and see that each EP is actually distributing the 

data it has access to over to all the CAS workers. This massively parallel movement of the data can 

provide very fast loads assuming the network infrastructure is up to the challenge. Some sites will prefer 

to implement a dedicated network fabric for very large-scale movement of data to separate the traffic and 

avoid over-saturating the primary network.

In general, because the source data is not in native SASHDAT format, then the data in memory will map 

to use the CAS disk cache as a backing store. And replicate blocks are created in case of CAS worker 

failure.

From SAS’ perspective, parallel loading implies that all the CAS workers are participating in the data 

movement. If any one of them cannot, then the parallel transfer will fail. Specify the appropriate caslib 

and importOptions to define a possible fallback methodology if desired.
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When it comes to moving data around into and out of CAS or other SAS Viya runtimes, the throughput rate 

for our IO is very important.

As a rule of thumb, when considering the IO rate for loading data into a SAS Analytics runtime like CAS, 

then we should plan on starting our discussions with a speed around 100 megabytes per second per core 

from the source to CAS.

The core count is based on the host or hosts where CAS is running. Per core as a value is a good target in 

general. Typically, it's not too difficult these days and is a requirement that we’ve historically targeted for 

compute runtimes in SAS 7, SAS 8, and SAS 9 as well as SAS Viya.

We also must consider the throughput expectations per source. So, when we're using the PATH, DNFS, 

HDFS, data connectors, and the SAS embedded process, we are often constrained by network IO. Each of 

these can rely on different IO routes that must be planned for to ensure good movement to satisfy user 

expectations and service level agreements.
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•

➔

•

100 megabytes per second per core from the source to CAS is something that we need to ensure is 

possible from cloud providers and their various storage offerings. There are many ways to get data in to 

(and out of) CAS and the other SAS analytic runtime engines. Direct-attached storage is great, of course, 

but many other storage offerings are delivered over a network connection. Whichever route is taken, we 

need to ensure sufficient throughput for SAS to work efficiently as intended and not sitting idle waiting 

while the data trickles in.

Storage in the cloud takes many forms. There’s file storage, blob and object storage, block storage, 

storage for tables, and more.

For many cloud providers, we often see the storage offering’s IO throughput rate is based on total storage 

capacity.

This means that a site may need to provision more total storage volume than they plan to use in order to 

achieve the IO throughput rate that’s needed to meet performance targets.

The idea with these concepts is they are a starting point for discussion with your IT team. SAS analytic 

engines can handle much, much faster I/O throughput rates. 100 megabytes per second per core is not a 

ceiling value. It's really a floor value. On the other hand, your budget might prefer slower rates depending 

on what your objectives are.

So, what’s your target I/O throughput rate with storage? Ultimately, the answer is, “It depends.” The main 

takeaway should be that it’s important, it matters, and it must be planned for appropriately for the data 

volumes and overall workload.
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The multi-node data transfer capability uses existing SAS Viya data connector technology along with a 

third-party database management system client, similar to what we have experienced with SAS/ACCESS 

engines in the past.

For serial movement of the data, the data connector and the DBMS client are only needed on the CAS 

controller host.

For multi-node transfer, the data connector and DBMS client are deployed to the CAS workers as well.

There's no need for SAS Viya data connect accelerators at this point, nor do we need to deploy the SAS 

In-Database Embedded Process inside the third-party data provider.

Multi-node data transfer capability is available for all SAS/ACCESS licensed data connector products for 

SAS Viya, with the notable exception being PC files, because a data connector with multi-node transfer 

doesn't really make sense in that case.
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SLICECOLUMN= 

SLICEEXPRESSIONS= 

The multi-node data transfer process takes several steps.

Number one, by default, the SAS data connectors use serial mode to transfer data. That is, that's where 

the CAS controller will get the data from the source and then distribute it across all the workers evenly.

When we have multi-node data transfer, CAS will divide the table into slices based on the cardinality of the 

data and the number of CAS workers to drive the multi-node process.

To create those slices, CAS requires the target table to have a numeric index of some kind. CAS 

automatically checks for a suitable column of type int, then decimal, then numeric, and then double.

The CAS controller will then direct the workers on which slices they are each to query directly from the 

remote data provider. We also have some additional options that we can specify instead of allowing CAS 

to decide for itself how to slice up the data.

We have the option to specify the slice column as a data source option, and that tells CAS which numeric 

variable we want it to reference so it doesn't pick the wrong one and get poor slice decisions.

We can also optionally specify slice expressions as a data source option. That allows you to write your own 

filtering conditions for CAS to utilize so that you can make the process even more efficient if necessary.
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caslib DATATRANSFERMODE=

SAS defines the concept of multi-node data transfer process as a “serial” operation in our technical 

terminology. That is, the data transfer mode option in a caslib statement doesn’t define the movement of 

data directly. Instead, it’s meant to tell CAS which technology it should use to get to the data.

When we are referring to that data transfer mode parameter on the caslib statement, the value of “parallel” 

directs CAS to use the SAS Data Connect Accelerator technology to attempt parallel data transfer from the 

SAS In-Database Embedded Process. That's not something we are interested in here for multi-node data 

transfer.

The “serial” value is what directs CAS to use its data connector technology to attempt data transfer from 

the source. Data connectors can move the data in serial fashion as well as multi-node.

We also have a value of “automatic” that directs CAS to attempt parallel – that is, use the Data Connect 

Accelerator – and if for some reason that doesn't work, then it will fall back to serial, which is directing CAS 

to use its data connector technology to get to the data.

Again, we've covered this earlier, but just want to point out that the data transfer mode parameter 

discussed here is for the caslib statement and does not apply to the data transfer mode parameter that's 

specified as an import- or export-option for SAS procedures like PROC CASUTIL.
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• "SERIAL" caslib DATATRANSFERMODE= 

• 0 1 NUMREADNODES=

• 0 1 NUMWRITENODES=

To achieve multi-node data transfer where the CAS workers attempt to connect directly to the remote data 

provider, we usually need to specify a few parameters.

First is to set a value of serial for the caslib’s data transfer mode parameter so that CAS will use its data 

connector technology to get at the data.

Then we need to specify the numReadNodes parameter on the caslib statement. The default is usually “1”, 

so we can set numReadNodes to zero to tell CAS to employ all its workers in reading the data from source. 

Alternatively, we can specify an integer values greater than one to indicate a specific number of CAS 

workers to engage.

And if we want to write the data back to source using multi-node transfer, we can use the same values for 

the numWriteNodes parameter on the caslib statement.
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Multi-node data transfer is designed to be flexible with graceful downgrading of capabilities.

For one thing, all CAS workers are not required to participate in a multi-node data transfer. There are 

reasons why this might be, including:

The third-party client software that’s necessary for a given data source might not be installed or functioning 

on all CAS workers. If only half your workers have the RDBMS client installed, then they will be the only 

ones that can participate in multi-node transfer.

Another reason why all the CAS workers might not participate is that the data source itself may have a limit 

on the number of concurrent connections it will allow. This is implemented on some systems so that they 

don't get overloaded with too much work, or there might be other licensing constraints or limits.

And noted a moment ago, SAS program code might specify an integer greater than one for the 

numReadNodes parameter. And if that number is different than the total number of workers that CAS has, 

then it will limit to that number of participant workers.

CAS will automatically adjust the number of participating workers all the way down to one for serial 

operation through the CAS controller if necessary. So, even if you specify a number of workers that's too 

many as mentioned in the examples above, CAS is flexible to automatically adjust to fewer workers to get 

the job done.
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Graceful downgrading means that CAS will attempt to do the right thing with the resources that are 

available to it.

First, CAS determines which workers can actually participate in the request.

Then CAS proceeds with the data query using those workers.

The resulting data is only on the workers which participated in the original load.

It's then the CAS client's responsibility to direct CAS to distribute the data to additional workers from that 

point. Let’s dig into this a little bit.

A CAS client is whatever is talking to CAS. That could be some SAS program code you’ve written that’s 

running in a SAS Compute Server. Or it might be some Python code, R code, Java code, or other open-

source programming you’ve employed. There are other CAS clients as well. The SAS Visual Analytics 

offering is a point-and-click UI that is a CAS client. The list goes on.

Imagine a scenario where you’ve got MPP CAS running with six workers and your SAS program code 

employed multi-node transfer to load data into CAS. For some reason, only three CAS workers participated 

in the load. Those three have all the data shared between them with none on the other three workers that 

were left out. If you want that data distributed across all six CAS workers in this situation, then you need to 

submit some additional code telling CAS to do that.

Now, instead of your own SAS program code, imagine you’re using a point-and-click user interface like 

SAS Visual Analytics or SAS Environment Manager. That is, offerings which don’t provide direct access to 

their SAS code when it runs behind the scenes. If, for some reason, the full data is only loaded to a subset 

of CAS workers, then CAS won’t just automatically rebalance the data across all its workers. And if the 

visual interface software doesn’t detect that, then you might need to take additional steps manually if you 

want it done.
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Once the data has been transferred, information that describes that transfer can be captured in the SAS 

program log if you want to double check and see that you've got the behavior that you're expecting.
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What's going on with CAS disk cache?

CAS represents its data in memory as SASHDAT blocks, regardless of the source.

For flexibility and availability, CAS will ensure that in-memory SASHDAT blocks are memory mapped to 

worker accessible local disk.

So, after loading data from some (but not all) external sources, CAS will establish memory maps from its 

in-memory data to the CAS disk cache.

If the original source is SASHDAT and that source can be memory mapped by the workers on locally 

accessible disk directly, then CAS disk cache copy is not needed.

In any case, when changes are made to in-memory data, CAS tracks those changes as new in-memory 

SASHDAT blocks, which are then memory mapped to the CAS cache.
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COPIES=1

To help explain when the CAS disk cache is used, we're going to do another illustration to make it all a little 

bit clearer.

And in this illustration, we have a representation of multi-machine CAS with a controller and three workers

similar to what we've seen before. We've got slots for data that's in-memory represented by the brain and 

other slots represented for data that is stored in the CAS disk cache represented by a floppy disk icon.

And when we talk about data that's coming from a non-SASHDAT source, whether it’s from a remote data 

provider or if it's a CSV file or a SAS data set or SPDE data from a Hadoop cluster, doesn't matter as long 

as it’s a non-SASHDAT source. Again, we’re using blocks shown simply as A, B, and C to represent the 

data being worked with. The actual number of blocks may be in the hundreds, or thousands, or more.

And depending on the source type, when we access this data using the appropriate kinds of caslibs, like 

PATH, most of the SAS data connectors, most of the SAS data connect accelerators, as well as also 

including SASHDAT that's hosted in Amazon's S3, then we see the behavior illustrated here.

This data is loaded into memory and memory-mapped to the CAS disk cache as the backing store. 

Another aspect of this load is that the data is replicated with copies equals one behavior so that if we lose 

a worker, we still have a complete copy of the table to work with.

In other words, when the CAS disk cache is the backing store, this means that CAS has its own 

independent copy of the data to work with. Changes made at the source after the initial load do not affect 

what CAS has in memory.
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COPIES=0

Let’s look at a different situation where we have data that’s either stored in a SingleStore database or is a 

SASHDAT source that the CAS nodes have direct file access to. These are two very different places to 

keep your data, but they share some common behaviors exhibited by CAS.

Getting to the data depends on what’s going on in the environment. For SASHDAT, it could be accessed 

using the PATH type of caslib from an SMP (that is, single machine) CAS server, or by using the DNFS 

type of caslib for MPP (that is, multi-machine) CAS server. Note that we’re being specific here – the PATH 

type of caslib is available to MPP CAS, but will not exhibit this behavior. And due to how the DNFS type of 

caslib is defined, it’s not an option for SMP CAS.

We also include data that CAS accesses in SingleStore.

Specifically, we get a different default behavior than shown on the previous slide for non-SASHDAT 

sources. It’s called InPlacePreferred.

For SASHDAT, when we tell CAS to load the data, it doesn’t actually do that. Not yet anyway. Instead it 

creates a memory map from the workers’ RAM to the source data where it lives on disk. That only takes a 

fraction of a second and when the maps exist, CAS sends a message to the SAS program log that the load 

is complete.

This process is referred to as a “lazy load”. The first time CAS attempts to access the data for analytics 

purposes, then the OS on the CAS workers will notice that the data is not actually there yet. It will follow 

the memory map to fetch the data and that’s when the actual load first occurs.

For data in SingleStore, the movement is different, but the result is basically the same. Because a memory 

map is not possible – data in SingleStore is not SASHDAT format nor directly accessible on disk local to 

the CAS workers – then CAS will simply make repeated queries as needed to get the data.

Either way, CAS is dependent on the table at the source. If the SASHDAT file changes on disk, that can 
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invalidate the memory mappings as pointers get shuffled around. A table in SingleStore will be requeried, 

so any changes to the source might come in for the next CAS analytics task. It’s important to plan for this 

behavior.

There are benefits to the InPlacePreferred approach. It can limit data movement, data versions, etc. as 

well as provide a means for working with frequently updated tables. Just remember that we’re describing 

the default behavior here. It can be overridden to achieve different outcomes and efficiencies as needed.
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COPIES=1

And finally, let’s look at what happens when we make changes to an in-memory table. Those changes are 

tracked as new blocks and kept in-memory with a memory map to CAS disk cache as the backing store 

along with COPIES=1 for failover replication.

When it comes to changes, only CAS has this data until it’s explicitly saved out somewhere.
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COPIES=1

COPIES=1

COPIES=0

Altogether now, we can see this behavior in a single CAS server if it’s loaded with data from various 

sources.

In summary, CAS makes default choices about the backing store location and technique that it will use 

depending on the data source and type.

Understanding these defaults as well as their optional overrides can help achieve certain efficiencies when 

working with the data.
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The CAS disk cache is often used as the backing store for in-memory data, but not always. Default 

behaviors per data source and type have been established.

When CAS disk cache is used, then it acts as a part of CAS's total memory space for working with the data 

as a form of virtual memory.

That gives us the flexibility to work with data over time as well as failure resilience.

Whether the CAS disk cache is used or not depends on many factors, including the data provider, the data 

format, encryption, programming directives, et cetera.

When we go with the inPlacePreferred type of approach for a backing store, that relies on the original data 

source to act as the backing store.

With inPlacePreferred, CAS will implement a lazy load approach for unencrypted SASDHAT on directly-

accessible disk. Or, for SingleStore data, it will perform repeated queries of the data.

In-place preferred also reduces the number of copies of the data that exist. For some sites, this is a key 

feature to focus on one version of the data for consistent reporting.

And it also reduces disk and memory usage in CAS, because we don't have to rely on the CAS disk cache 

as much.
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As a rule of thumb…

If the original source is SingleStore, and we're using the SAS Data Connector for SingleStore, or…

Is unencrypted SASHDAT, which could be memory mapped by the workers on locally accessible disk…

Then CAS will default to the inPlacePreferred approach to rely on the original source data as the backing 

store.

Else, in any other data situation, CAS will rely on its CAS_DISK_CACHE to act as the backing store for in-

memory data.
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Let’s look at the CAS backing store. As of the 2024.09 release of SAS Viya, we now need to distinguish 

between two different backing stores.

The first is the memory allocation backing store. This is a recent feature added to CAS. It provides an 

option for you to configure CAS to protect its use of RAM during analytic processing operations. 

Specifically, since CAS is an in-memory analytics engine, then it needs to use a lot of RAM for 

calculations and storing interim results. However, Kubernetes has some rigid controls on how much ad-

hoc memory can be utilized and the downside is that it’s possible the out-of-memory killer process could 

inadvertently shut down CAS completely.

We cover more about this in the Performance and Resource Management content.

Next is the load table backing store. This is a required configuration you specify that lets CAS use local 

disk as part of a virtual memory scheme so that it has the access it needs to volumes of data that might 

be larger than the physical RAM offered on the host machines. That’s what we’ll talk about in this 

module.
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CAS is an in-memory analytics engine, which means...

…the data it works with is wholly stored and processed in-memory

But, for efficiency and resiliency, CAS relies on a backing store to protect access to in-memory data.

Depending on table source and format, the backing store can be either a local SASHDAT copy of the 

data (using CAS_DISK_CACHE) or the original data where it resides (known as InPlacePreferred, where 

it’s supported).
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Let’s look a little closer at these two options for the backing store.

First, there’s InPlacePreferred. When this approach to a backing store is selected, then CAS will rely on 

the original source data as the backing store for the tables it has in memory.

Else CAS can use its disk cache. We’ve described the CAS_DISK_CACHE approach earlier. It’s where 

each CAS Worker has a dedicated local disk set aside for storing temporary copies of its in-memory 

tables.
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When using the CAS_DISK_CACHE as the backing store, we can realize certain benefits.

The copy of data in-memory and stored as a copy in the disk cache is independent of the source. This 

means that the source can update yet CAS will still see the data in the state it was when originally 

loaded. Data stored in the CAS_DISK_CACHE is temporary and isn’t stored permanently in this location.

Of course, this means CAS has a copy of the data even if the source disappears for some reason and 

can continue to work.

If CAS needs to reference the cached copy of the data, then it likely won’t use network i/o since we 

typically recommend mounting the volumes for CAS_DISK_CACHE as disk local to the CAS Worker 

node.

The data in CAS_DISK_CACHE is only useful for a limited lifetime. When CAS places data in its disk 

cache, it preemptively marks the file as deleted with the OS but keeps the file handle open. That way, 

CAS can continue to work with the data as it’s needed. But when CAS shuts down and releases the file 

handle, then that disk space is treated as free and available by the OS.

On the other hand, there are a couple of other attributes to bear in mind when using the 

CAS_DISK_CACHE.

If you’re working with source data that updates frequently, then you’ll need to ensure CAS reloads the 

changed data as desired for your process. Also, it’s important to provide sufficient disk volume to store 

the copies of data stored by CAS in its disk cache as well as ensure that the I/O throughput of that disk is 

fast enough to allow performant and efficient operation.
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When using the InPlacePreferred as the backing store,

there are different benefits.

There’s no explicit data duplication for caching purposes. And in some ways, InPlacePreferred reduces 

disk and memory usage on the CAS Workers.

For example, InPlacePreferred allows for lazy loading of tables which is a trick where CAS simply 

creates a memory-map from RAM to the source table on disk. This takes a tiny fraction of time compared 

to explicitly transferring the entire table completely. When CAS is directed to analyze the table later, then 

the OS will utilize the memory map to transfer the data from disk to RAM as required.

When source data is referenced from a SingleStore database, then another approach to 

InPlacePreferred is seen. Instead of memory-mapping, CAS will repeatedly use queries to bring the data 

over from the SingleStore database each time it’s referenced.

And finally, another benefit is that changes made to a source table in SingleStore are automatically 

picked up due to the repeated queries approach.

There are challenges to manage with the InPlacePreferred approach to the CAS backing store, too.

If there are other actors besides CAS working with the source data, then it’s possible to encounter a 

logical conflict where the version in CAS isn’t what you intend to work with. Those other actors might 

make changes you’re not anticipating or could write-back their changes on top of yours. So, take care to 

understand if the source is locked for your use, and if not, then take necessary steps to avoid conflicts.
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Also, if InPlacePreferred is used for SASHDAT tables on disk with memory-mapping, then ensure that 

other CAS servers do not access and modify that data while you’re working with it. If that happens, then 

the memory maps established by your CAS server will be broken if the data is altered, deleted, or 

otherwise changed on disk.
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Which backing store approach is the default? Well, it depends. CAS will always implement a backing 

store for its in-memory data, but the approach selected by default will vary by source and format.

CAS will default to use the InPlacePreferred approach when the source data is unencrypted SASHDAT 

that CAS can memory-map directly to the source disk. By definition, this excludes SASHDAT accessed 

directly using the Amazon S3 protocol, for example, since that’s not a POSIX-compliant disk location that 

can be memory-mapped.

CAS will also default to use InPlacePreferred when data is accessed in SingleStore. This is because 

SAS and SingleStore have embarked on a partnership to realize performance and efficiency 

improvements by working closely together.

CAS will default to use its CAS_DISK_CACHE as the backing store for data that’s loaded from other 

data sources or using other data formats not mentioned for InPlacePreferred.

Put another way, CAS_DISK_CACHE is the default in most situations, but there are significant 

exceptions where InPlacePreferred is used as the default instead.

340



Page 341
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

Now that we have been introduced to the backing store options and the default approach that is selected 

for data sources, let’s look at overriding the default and specifying the backing store we prefer.

We can specify the desired backing store at three levels: for the CAS Server as a whole, for an entire 

caslib, or per table.
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INPLACEPREFERRED

env.CAS_LOADTABLEBACKINGSTORE="INPLACEPREFERRED" | "CASDISKCACHE"

To globally set the CAS server's behavior, you can set an environment variable using the SAS 

Environment Manager. The variable is named env.CAS_LoadTableBackingStore and it takes two values: 

InPlacePreferred and CASDiskCache.

The InPlacePreferred value is the default globally for the CAS Server if it has not been explicitly 

specified.

This is where there’s a little bit of a twist. The term “default” in this case must be caveated to remind you 

that InPlacePreferred only applies to unencrypted SASHDAT data that can be memory-mapped from 

locally-accessible disk or for data in SingleStore. Otherwise, CAS_DISK_CACHE will act as the backing 

store for data coming from anywhere else or in a different format.
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srcType

INHERIT

loadTableBackingStore="CASDISKCACHE" | "INHERIT" | "INPLACEPREFERRED"

caslib mydata sessref=mysess datasource=(srctype="DNFS", 
path="/path/to/data" loadTableBackingStore="CASDISKCACHE");EX)

Now that we know what backing store approach the CAS Server will default to , we can override it to 

specify the backing store for a single caslib with the LoadTableBackingStore option on the caslib 

statement. It takes two values we’ve already seen - CASDiskCache and InPlacePreferred – plus a third 

value, Inherit.

If this option isn’t specified on the caslib statement, then it will default to the Inherit value where it will use 

the same backing store that the CAS Server specifies.

Shown here is a simple caslib statement example with the LoadTableBackingStore option selecting the 

CASDiskCache approach.

This is a good place to point out the source Type shown in the caslib statement. Now that we understand 

that InPlacePreferred is really only available in very certain circumstances, then we know it can only 

work with three source Types. First is DNFS (as shown here) which is only available on MPP CAS 

Servers to access SASHDAT directly from the Workers.

Next, we can also access SASHDAT using the PATH type of caslib. But, thinking it through, 

InPlacePreferred is only available on SMP CAS Servers. Remember, it has to memory-map from the 

CAS Worker to the SASHDAT file on disk and even though MPP CAS can use PATH to load SASHDAT, 

doing so is exclusively through the CAS Controller. With SMP CAS, it’s a single-machine instance of 

CAS acting as both Controller and Worker, so that’s why it can use InPlacePreferred.

And third is when the source Type specified is SingleStore, as noted earlier.
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importOption

INHERIT

backingStore="CASDISKCACHE" | "INHERIT" | "INPLACEPREFERRED"

proc casutil;
  load casdata="ImportantData.sashdat"
       importOptions=(filetype="HDAT", backingStore="CASDISKCACHE")
       casout="ImportantData" ;
run;

EX)

Similar to caslib, we can also specify the backing store approach for each table that’s loaded, if we want. 

The BackingStore option is specified as an ImportOption in the CASUTIL procedure.

Again, the default here is Inherit which means the table load will inherit the same backing store as 

specified by the caslib.

And here’s a simple example showing CASDiskCache specified as the backing store approach for this 

table when loaded. Assuming proper architecture and other defaults, this table otherwise would have 

InPlacePreferred as the backing store such that the CAS Workers would have implemented a lazy load.
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Now we’ll discuss what happens when we direct CAS to access data from SingleStore.

Shown here, we again see our familiar simplified illustration of a SAS Viya deployment with an MPP CAS 

server sporting a controller and three workers. Below that is an external data source, shown as a large 

deployment of SingleStore with SAS In-Database technology for Viya.

As established earlier, in order for CAS to communicate with a remote data provider, it will use an RDBMS 

client - shown here with the purple plug icon on the CAS controller and workers – that we know from a 

Kubernetes perspective, has been placed in a volume that is already configured, tested, and mounted to 

the CAS controller and worker pods.

We also want to show that the SAS Embedded Process has been deployed to the SingleStore data 

source, typically running an instance on each leaf of that cluster.

The data we want in the SingleStore database shown here is represented again as blocks labeled “A”, ”B”, 

and “C”. In real life, of course, the actual number of blocks would be much higher, but we’re keeping it 

simple here.

Now that we know where everything is, let’s get that data loaded into CAS.

Things work a little different here than we’ve seen earlier. For the SingleStore data source, CAS will default 

to use the InPlacePreferred approach to rely on SingleStore as the backing store. When CAS needs the 

data in SingleStore, it will query the database to fetch it for that action.

With the SAS Embedded Process present, we get the multi-channel parallel data transfer that’s fast and 

efficient.

Notice the data blocks appear in memory on the CAS workers, but is not shown as utilizing the 

CAS_DISK_CACHE.
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Once the data transfer has finished and the subsequent CAS action is complete, then…

CAS releases the data in memory from SingleStore that it was working with.

For any subsequent CAS actions, CAS will repeat the query and fetch the data again as needed.
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The previous illustration showed how InPlacePreferred for SingleStore is different than memory-mapping 

with SASHDAT files.

With InPlacePreferred, when data is loaded into CAS from SingleStore, then CAS does not create 

memory-maps to the data in SingleStore. Instead, CAS creates and stores queries to fetch the data as 

it’s needed. Each reference to the data in SingleStore is re-queried and brought over again with each 

CAS action.

For additional details about this behavior, you can read more in the SAS Communities web site at 

communities.sas.com. Look for posts titled, SAS Viya Cloud Analytic Services treats SingleStore 

differently by Rob Collum and SAS Viya with SingleStore: Data Flow Concept by Nicolas Robert.
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multiPassMemory="STREAM" | "CACHE"    

One advantage of the InPlacePreferred approach is that any changes to the source data in SingleStore 

are automatically picked up during the next CAS action execution, thanks to the use of repeated queries. 

However, some CAS actions require multiple passes over the data to produce a single result. In these 

cases, re-querying can be inefficient and may introduce errors if the data changes between passes. To 

address this, when using a caslib with a source type of SingleStore, you can enable the 

MultiPassMemory option to optimize query behavior and reduce unnecessary data re-access.

The default value is Stream which we’ve described generally as repeated queries.

Alternatively, a value of Cache will direct CAS to temporarily store the query results from SingleStore in 

CAS_DISK_CACHE for faster processing of analytics that take multiple passes at the data.

Note that this option is ignored if the backing store is already CASDISKCACHE for the table in question.
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cas.DEFAULTTABLEREPLICATION=integer  

DEFAULTTABLEREPLICATION=integer        

COPIES=

While we’re talking about the backing store, there’s one more topic to touch on quickly: table replication.

When the CAS_DISK_CACHE is acting as the backing store, then CAS defaults to creating an additional 

copy of the table in the cache as a safeguard against Worker failure. That way, if one of the CAS 

Workers crashes, suffers a network disconnection, or otherwise appears offline, the remaining workers 

will still have a complete copy of the table to work with – so you don’t have to reload it from scratch.

Usually, 1 additional copy protects against the loss of 1 worker, 2 copies for 2 workers, and so on. While 

any integer is technically acceptable, realistically this value is most often 0, 1, or 2. CAS is designed to 

work with very large volumes of data, so keep that in mind when setting the replication factor.

As we saw for specifying the backing store, you can control table replication at three levels: for the entire 

CAS server, for a specific CAS session (and all tables therein), or for an individual table.

This is helpful because some tables are short-lived, small, or otherwise very temporary so maybe they 

don’t need replication. Other tables might require a lot of work to get into their final form, so perhaps they 

need extra failure protection.

The cas.DEFAULTTABLEREPLICATION configuration variable can be set using SAS Environment 

Manager to establish the default replication for the entire CAS Server. The default value is typically 1.

To set table replication for a given CAS session, specify the DEFAULTTABLEREPLICATION session 

option.

And finally, you can control the replication factor for any specific table using the COPIES= option in 
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PROC CASUTIL.
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SAS Viya software is delivered as prebuilt container images – and sometimes needs access to external 

files to perform some tasks.

For example, SAS/ACCESS software is included but often relies on third-party provided components, 

like JDBC and ODBC drivers, client software, configuration files, and so on.

Combine this with the information that SAS usually does not bundle in third-party software with Viya with 

the notable exception that we do include the associated Simba drivers from Insight Software for JDBC or 

ODBC clients used with SAS/ACCESS software to select data providers.
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Realizing that there might be files outside the Viya deployment that it needs, how can we set up Viya to 

reach them?

One common approach is to provision a persistent volume (or PV) as a shared file system with the 

desired files, including third-party client software, config files, ODBC and JDBC drivers, and anything 

else that’s needed.

Then configure Viya to attach the persistent volume to the Viya hosts which need it at the expected 

mount path.
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To make this point, let’s look at the example of attaching external files to Viya in support of the 

SAS/ACCESS software.

The first thing to do is prepare the third-party client software. In other words, download client software, 

edit its configuration files, and place it all in the desired shared storage provider. You’ll want to validate 

the functionality of the third-party client directly – that is a lot simpler than trying to figure out what’s 

wrong with SAS running on top of it. When you’ve got the third-party components working together 

correctly, then configure the SAS Viya service pods to mount the external files at the expected path 

inside the relevant Viya containers.

Another step might be to configure Viya with additional environment variables, if needed. That’s typically 

managed by creating a config map with the values that point SAS Viya at the data provider per its 

requirements.

The third step here is to apply these changes to Viya in the Kubernetes cluster. That usually consists of 

making changes to kustomization.yaml. Rebuilding the site.yaml with Kustomize. And applying the 

updated site manifest with kubectl. If needed, restart affected services to pickup these changes. Then 

validate that Viya is operating as intended.

That’s pretty high-level so far, so let’s look at a more specific use-case next.
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o

jdbc:myDriver://<connection-options>

o

CLASSPATH

o /data-drivers/jdbc 
CLASSPATH

o

SAS Viya supports simplified steps for providing CAS and Compute servers with access to JDBC drivers.

The scenario we’re considering is to support a SAS programmer who uses JDBC references in their 

code as part of their SAS libref or CAS library reference definitions.

Based on the url specified, SAS looks for the associated JDBC driver at the locations listed in its 

CLASSPATH environment variable.

For CAS and Compute containers in Viya, the “/data-drivers/jdbc” directory is reserved and automatically 

included in the CLASSPATH.

So, we need to get the desired JDBC drivers in that volume.
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In this illustration, we show an NFS Server on the left and Kubernetes with SAS Viya on the right. On the 

Viya side, we’re focused on a group of CAS pods – the controllers and workers of an MPP CAS Server.

Note that this example also works for the Compute,

Connect, and

Batch Server pods as well. But for now, we’ll focus on CAS.

Notice that the path ”/data-drivers/jdbc” is defined in the CAS pod – or more specifically, the CAS 

container in the CAS pod. This applies both to CAS controllers as well as CAS workers.

Looking back at the NFS Server – which acts as a service to share files to multiple hosts at the same 

time – we have defined a path to store some JDBC drivers. To be clear, an NFS Server is not the only 

way to share files with multiple pods – but it’s a common use-case.

Notice as well that those paths don’t have to match each other.

But we do need to connect them together so that the CAS process - or Compute Server process - can 

find the JDBC drivers it needs.
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Kubernetes provides numerous mechanisms to connect pods with different storage options.

In this example, we’ll define a persistent volume claim in the CAS pod which invokes a persistent 

volume.

The persistent volume references the location of our JDBC driver storage over on the NFS Server.
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To accomplish this goal, we need to run through a few steps of configuration and deployment.

The first step is to create a patch transformer to define a PVC to mount the NFS-hosted volume in the 

CAS pods at the expected directory path. We’ll do that by creating a patch transformer that Kustomize 

will use to build or update Viya’s site manifest file to tell Kubernetes what to provision in the environment.
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…/site-config/cas/cas-add-jdbc-nfs-mount.yaml

# Mount JDBC drivers from NFS Server to CAS
---
apiVersion: builtin
kind: PatchTransformer
metadata:
  name: cas-add-jdbc-nfs-mount
patch: |-
  - op: add
    path: /spec/controllerTemplate/spec/volumes/-
    value:
      name: sas-viya-jdbc-volume
      nfs:
        path: /shared/for_sas_viya/jdbc
        server: mynfs.example.sas.com
  - op: add
    path: /spec/controllerTemplate/spec/containers/0/volumeMounts/-
    value:
      name: sas-viya-jdbc-volume
      mountPath: /data-drivers/jdbc
target:
  group: viya.sas.com
  kind: CASDeployment
  name: .*
  version: v1alpha1

Shown here is an example patch transformer file to update CAS pods. As you can see, it’s written in 

YAML format.

Our convention for configuring Viya deployments is to place files like this in the “site-config” directory on 

the host where our Viya deployment assets are kept.

We won’t go through this line-by-line, but there are some key areas to note.

First is the definition of the volume on the NFS Server. We give it a name – SAS Viya JDBC Volume – 

and define it as an NFS volume on the machine specified at the path where the JDBC drivers are being 

stored.

Next is the location in the CAS container where we want to mount that SAS Viya JDBC Volume. Notice 

it’s at that reserved path “/data-drivers/jdbc”.

And last is where we direct Kustomize to target this patch to apply to all pods of kind “CAS Deployment”. 

This will include all CAS controllers and all CAS workers.
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The next step is mostly the same as the first. But now, instead of targeting CAS, we will create a patch 

transformer to define a PVC to mount the NFS-hosted volume in the Compute pods at the expected 

directory path.
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# Mount JDBC drivers from NFS Server to Compute
---
apiVersion: builtin
kind: PatchTransformer
metadata:
  name: compute-server-add-jdbc-nfs-mount
patch: |-
  - op: add
    path: /template/spec/volumes/-
    value:
      name: sas-viya-jdbc-volume
      nfs:
        path: /shared/for_sas_viya/jdbc
        server: mynfs.example.sas.com
  - op: add
    path: /template/spec/containers/0/volumeMounts/-
    value:
      name: sas-viya-jdbc-volume
      mountPath: /data-drivers/jdbc
target:
  group: viya.sas.com
  kind: PodTemplate
  version: v1
  labelSelector: sas.com/template-intent=sas-launcher

…/site-config/spre/compute-server-add-jdbc-nfs-mount.yaml

This is very similar to what we just created for CAS, but with some slight differences for Compute 

Servers.

First is the definition of the volume on the NFS Server. We give it a name – SAS Viya JDBC Volume – 

and define it as an NFS volume on the machine specified at the path where the JDBC drivers are being 

stored.

Next is the location in the Compute Server container where we want to mount that SAS Viya JDBC 

Volume. Notice it’s at that reserved path “/data-drivers/jdbc” – same as for CAS.

And third is where we direct Kustomize to target this patch to apply to pod templates that reference the 

SAS Launcher label shown here.
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Step three is to edit your Viya deployment’s kustomization.yaml file to include the new patch transformer 

files that have been placed in the site-config directory.
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# Kustomize to build Viya site manifest
namespace: sasviya
resources:
  - sas-bases/base
  - sas-bases/overlays/network/networking.k8s.io 
  - site-config/security/openssl-generated-ingress-certificate.yaml 
  - sas-bases/overlays/cas-server
  - sas-bases/overlays/crunchydata/postgres-operator 
  - sas-bases/overlays/postgres/platform-postgres 
  - site-config/sas-open-source-config/python
  - site-config/sas-open-source-config/r
  ... ... ...
configurations:
  - sas-bases/overlays/required/kustomizeconfig.yaml
transformers:
  - site-config/sas-open-source-config/python/python-transformer.yaml
  - site-config/cas-server/cas-enable-host.yaml
  - site-config/cas/cas-add-jdbc-nfs-mount.yaml 
  - site-config/spre/compute-server-add-jdbc-nfs-mount.yaml
  ... ... ...

…/kustomization.yaml

Here we’re looking at an abbreviated portion of the kustomization.yaml for a SAS Viya deployment. 

There are multiple sections to a kustomization file including directives to specify the applicable 

namespace, resources, configurations, and more.

For this scenario, we want to update the transformers section of kustomization.yaml.

At the bottom, we append two new lines – one for the patch transformer to add the NFS mount to the 

CAS pods and another line to do the same for the Compute Server pods.
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Now that we’ve placed JDBC drivers in an NFS server and created patch transformers to mount the 

associated volume to our CAS and Compute Server pods, we’re ready to deploy these changes to the 

SAS Viya environment.
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$ kustomize build -o site.yaml 

Instead of simply editing files, now we move on to issuing commands to put it all into play.

As you’ll recall, we need to run the Kustomize command with the build directive so that it will read in the 

updated kustomization.yaml file and output a new site manifest file for SAS Viya to include the new 

PVCs for the CAS and Compute pods to the NFS volume with JDBC drivers.
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$ kustomize build -o site.yaml 

$ kubectl apply -f site.yaml

Now that we have an updated site manifest for Viya, we can direct kubectl to apply it to the Kubernetes 

cluster.
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We’ve got one more task to perform. Even though the new configuration has been pushed to the 

Kubernetes cluster, the current instance of CAS that’s running isn’t aware of it. This is the kind of 

configuration that CAS processes when it’s first starting up. So we need to restart CAS.
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$ kustomize build -o site.yaml 

$ kubectl apply -f site.yaml

$ kubectl delete pods -l app.kubernetes.io/managed-by=sas-cas-
operator

This command tells Kubernetes to delete all pods managed by the CAS operator. This will effectively 

cause the CAS Server to restart from scratch.

Take care when planning this step. This wipes out all in-memory data and will interrupt any in-flight 

activities your users might have going on. So, treat this as an outage that should be planned to minimize 

interruption.
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All done! At this point, CAS and Compute pods in Viya should automatically find the JDBC driver files at 

their location on the NFS server.

Notice that you probably won’t need to restart SAS Compute pods as we did for CAS because its 

lifecycle is different. By default, Compute Servers usually start up instances on demand when requested. 

However, if you have configured Viya to enable Reusable Compute servers, then consider bouncing 

those to pick up the new PVC immediately instead of waiting for their eventual idle timeout.
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As shown, we can attach external files where Viya can find and use them by implementing Kubernetes 

persistent volumes and persistent volume claims.

We explored this concept with SAS/ACCESS products in general and by setting up an NFS-hosted 

volume for all JDBC drivers in particular.

Beyond the SAS/ACCESS example demonstrated here, this process can be extended to include other 

scenarios where Viya needs access to external files to perform work – including tables in a data mart, 

binary executables for open-source programming languages, and more.
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Let’s look at the storage attributes to consider for the Stateful set of services in SAS Viya. These include 

Consul as part of the SAS Configuration Server, RabbitMQ as the SAS Message Broker, the SAS Redis 

Server, and Postgres for the SAS Infrastructure Data Server.

These services need enough storage space to persist their state and the data they’re charged with as 

well as redundancy for their HA instances.
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Consul acts as key-value store for many operational aspects of SAS Viya. It needs a place to store 

persistent data about the Viya configuration that can survive service restarts.

By default, Viya deploys Consul for high availability with three replicas running. Each replica will need its 

own storage volume to keep an independent copy of its own data. By default, Viya is configured to define 

a persistent volume claim of 1 gibabyte mounted RWO because the Consul replicas don’t share the 

physical disk storage. Note that 1 gibabyte per PVC is intended as a conservative size to start with and 

more storage might be needed for your site.

Consul also needs an emptyDir volume and mounts that inside the container at /consul/data as 

configured automatically by Viya’s deployment process.
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RabbitMQ provides message queuing services for SAS Viya.

This is another service that’s deployed for high availability by default and also relies on three replicas. 

Each instance references a PVC with a default size of 2 gibabytes mounted RWO as each replica 

instance keeps an independent copy of the data.
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Redis provides a distributed cache for frequently used collateral for SAS Viya.

For high availability, it relies on two replica pods. Each pod references a PVC with a default size of 1 

gibabyte mounted RWO for independent copies. Note this means 2 gibabytes total is set aside for Redis.
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Next up is the SAS Infrastructure Data Server as backed by PostgreSQL. Indeed, the choice of 

PostgreSQL is up to you within the constraints of Viya’s requirements. Viya can automatically deploy an 

internal Crunchy Postgres server or Viya can be optionally configured to work with an external Postgres 

server that is setup and maintained by your site’s IT team.

The internal Crunchy Postgres is deployed as highly available by default which consists of one primary 

plus two replica data nodes. Each node will reference a PVC with a default 128 gigabytes mounted RWO 

for independent copies.

Alternatively, if you site elects to use an external Postgres that fits within the versions supported for Viya, 

then we recommend starting with at least one volume that’s 128 to 256 gigabytes in size per Viya 

deployment. Of course, this is just a starting point – depending on usage, your site’s IT team should 

monitor storage usage and adjust over time.

Also take care to monitor logs and the retention policies to avoid accidentally filling up disk space too 

quickly.
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The SAS Common Data Store, or CDS, is an additional PostgreSQL cluster that some services in your 

SAS Viya platform deployment might use. It is configured separately from the required platform 

PostgreSQL cluster that supports SAS Infrastructure Data Server.

You’ll need to refer to the specific SAS product offerings that require CDS for sizing. Expect to start with 

one persistent storage volume between 128 and 256 gigabytes in size for CDS.

For sites with CDS Postgres, it must be deployed to the same provider as the primary Platform Postgres.

Note also that some solution offerings on the SAS Viya platform support only an internal PostgreSQL 

database for CDS. This means that you cannot use an external instance for SAS Infrastructure Data 

Server for those because they must match.
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Additional utilities can be deployed to the Kubernetes cluster to extend functionality and add 

administrative insights. Projects like OpenSearch, Prometheus, Grafana, and more are useful to keep 

historical record. The data they store can be referenced over time and grows continuously measuring 

dozens or hundreds of gigabytes, so consider implementing a retention policy that protects against 

excessive disk usage.

While not technically labeled as part of Viya’s stateful services, this seems like a good place to mention 

the storage considerations of these utilities.
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And finally, let’s talk about the SAS Micro Analytics Service, or MAS.

You might recall that it’s labeled as a stateless Viya service by default, but that’s mostly to ensure it 

doesn’t run on Kubernetes nodes that are set aside for heavy analytic or infrastructure duties. If your site 

makes substantial use of MAS, it can be directed to run on dedicated nodes as needed.

In any case, unlike the real stateless services, it does make use of persistent storage and expects two 

volumes in particular. One for A-STORES starting with a PVC around 30 gigabytes in size and another 

30 gigabytes PVC for its archive logs. Note that both volumes are expected to mount RWX on shared file 

systems. This means that multiple instances of MAS can run and they’ll each mount the same shared file 

systems to access and update A-STORES and archive logs.
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Let’s look at the storage considerations for CAS – the SAS Cloud Analytics Service.

As a reminder, CAS can be deployed SMP mode running on a single host or in MPP mode where it’s 

split to run across multiple host machines. In MPP mode, CAS will have at least two Workers and one 

CAS Controller. Optionally, we can add more Workers as needed as well as a Secondary or Backup 

CAS Controller for high availability.

CAS requires POSIX-compliant storage to provide a hierarchical file system with support for distinct user 

identities (in POSIX parlance referring to uid and gid) that can integrate with LDAP authentication 

providers.

Take care with your cloud vendor. Not all storage types nor CSI drivers (including some that claim full 

POSIX compliance) actually support the necessary POSIX functionality needed by CAS.
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There are two broad classifications for the kinds of things that CAS uses storage for: Operations and 

Data.

Operations covers storage in support of backend activity for CAS to process things efficiently. For 

example, CAS Permstore store permissions metadata for tables in CAS. The Backup location is used for 

staging backup data as part of the larger Viya backup processing. And the State Transfer functionality, if 

enabled, needs space to place files in process. We’ll look more closely at the CAS Disk Cache, CAS 

Controller Temp, and the CAS Memory Allocation Backing Store in a moment.

The Data storage is optionally enabled when you want CAS to have direct disk-access to data mart files 

stored in supported formats like SASHDAT, CSV, SAS7BDAT, Parquet, and more. CAS can access that 

data through the use of PATH and DNFS type of caslibs as suits the CAS deployment and data type. Of 

course, if CAS only needs data from external databases, then this disk space might not be necessary.

Keep in mind that each of these locations has its own set of requirements, considerations, and 

configuration you might need to employ.
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/cas/cache

Of the volumes in support of CAS Operations, two in particular are typically defined as ephemeral 

volumes.

The CAS Disk Cache plays a major role in the operations of CAS as it provides space in support of a 

virtual memory scheme which allows CAS to load more data than physical RAM can handle. It also 

additional resiliency to protect against the unexpected loss of host machines for the CAS workers.

By default, CAS is configured to use a Kubernetes emptyDir as its volume.

The CAS Controller also gets its own temp space with the CAS Controller Temp volume. This space is 

used by CAS to track resource availability across the CAS hosts as well as for staging data temporarily 

as needed to support certain operations.

The CAS Controller and CAS Workers should always run on independent nodes of the Kubernetes 

cluster – that is, we don’t expect to see a CAS Controller pod on the same host as a CAS Worker pod. 

With that in mind, the default value for CAS Controller Temp is to use the same value as specified for 

CAS Disk Cache. They can be configured to use different values, but usually that’s not necessary. Just 

don’t be surprised if you see CAS Controller Temp mounted a /cas/cache.
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Next there’s a new feature for CAS introduced in twenty-twenty-four-oh-nine that might require its own 

ephemeral volume, too.

The CAS Memory Allocation Backing Store is intended to guard against certain system protections found 

in the Kubernetes environment – specifically the Linux Out-of-Memory Killer process. For certain 

configurations of CAS, we need protection to ensure CAS isn’t inadvertently taken out of service by the 

O-O-M-Killer. We explain more about the technical details elsewhere in this workshop.

The out-of-box configuration for CAS does not enable the CAS Memory Allocation Backing Store. But 

when it is enabled, we expect that an emptyDir volume will provide the space and should be set to 80% 

of the effective RAM available, either by host node or container, depending on the use-case.

Watch this configuration in future releases of the Viya platform as it might become enabled by default in 

a near release.
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The emptyDir storage type is convenient to use for local disk since we can all but guarantee it will exist in 

any Kubernetes environment, but there are some important additional factors to consider. For one, it’s a 

directory on the root (or top-level) file system of the node’s OS disk. This challenge here is that if the root 

file system fills up, then the OS will stop working. Without a functioning OS, then the node stops working 

as well. Of course, this has a negative effect on any pods there, including CAS workers or controllers.

We recommend taking steps to provide alternative ephemeral storage for CAS. Note that most cloud 

providers offer some instance types which include additional SSD (or NVMe) disk mounted locally and 

that we can reference for CAS Disk Cache.

The conventional approach in Kubernetes historically to get to local, ephemeral disk on a host was to 

use a hostPath type of volume. However, significant security problems with that approach means that 

most sites don’t allow hostPath volumes for production use. That’s okay as Kubernetes also supports the 

use a “local” type of PersistentVolume to mount that disk volume for CAS_DISK_CACHE. Generic 

Ephemeral Volumes can work as well.
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/cas/data

/cas/permstore

/sasviyabackup

/cas/transferdir

8 Gi - RWX

100 Mi - RWX

8 Gi - RWX

8 Gi - RWX

Shifting gears, let’s look at some persistent volumes for CAS that will persist beyond the lifecycle of the 

current pods.

The other volumes for CAS are typically set up as PersistentVolumes as they contain data that needs to 

survive the shutdown and restart of CAS.

The first one we show here is the PVC referred to as CAS Default Data that’s mounted in the CAS 

Controller and Workers pods at the /cas/data path. It can be used as a starting place for storing data 

mart files that CAS can access using the PATH or DNFS type of caslibs. If additional volumes are 

desired for more data mart locations on disk, then use this one as an example.

To be clear, it’s a single volume that multiple machines access concurrently so its access mode is 

defined as RWX. The PVC spec defaults to requesting 8 gibibytes of space, but of course that is 

configurable to suit your needs.

Next up is the CAS Default Permstore PVC. It’s mounted RWX on all CAS hosts – Controllers and 

Workers – to store metadata about caslibs and format libraries with an initial capacity of 100 mebibytes.

The volume for the SAS CAS Backup Data PVC is mounted RWX to all CAS hosts to support backups of 

the Viya environment. It defaults to 8 gibibytes in size which should be adjusted to suit the needs of your 

environment over time.

If you’ve enabled the State Transfer functionality for CAS, then the SAS CAS Transfer Data PVC is used 

to support the transfer of state data between CAS workers.
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The initial default attributes configured for CAS PersistentVolumes provide a low-end starting point but 

will likely need adjustment for production use at your site, so consider the following:

Is the PVC’s requested capacity large enough?

CAS is designed to tackle to the largest analytic workloads. That means a lot of data might be fed into 

the system. PVC sizing will depend in large part on the number of tables active in CAS and their sizes.

Are additional PVC needed (e.g., data mart files in different disk locations)?

The CAS Default Data PVC is provided as a starting point. But your site might elect to place data files on 

different volumes which then needed to get mounted where CAS can access them.

How is the RWX access mode satisfied? Is the PVC associated with a StorageClass that references a 

robust, performant storage technology?

All shared storage options are not the same. NFS-based technologies rely on your host’s network 

capacity to ship data around. Without sufficient network bandwidth, the ability to work with large volumes 

or other heavy activity might cause contention for limited network resources. Growing beyond NFS-

based offerings include using direct-attached storage options or even clustered file shares which can 

mean substantial additional costs.
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–

–

This is a simple illustration to help show the relationship of the various volumes we encounter with CAS.

Working our way in from the outside, we’ve got infrastructure that includes 8 nodes for our Kubernetes 

cluster.

In Kubernetes, we’re looking at the SAS CAS Server Default Controller pod…

…and we’re zoomed into the CAS container of that pod.

This illustration shows a standard, default setup for storage as described earlier. In the CAS container, 

we’re looking at three internal directories as mount points for CAS Data, CAS Permstore, and CAS 

Cache. Of course, other CAS directories and volumes exist which aren’t shown here.
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Following the mount points for the Data and Permstore directories…

…we see them linked to PVC that are associated with the NFS Provisioner storage class.

Having a storage class allows Kubernetes to work with a storage provisioner to dynamically provision 

volumes as needed.
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The CAS Cache directory, on the other hand, isn’t defined as a PVC by default, but instead…

relies on an emptyDir volume…

…on the host where the CAS pod is assigned to run.

In this example, we’re looking at a CAS Controller pod and recall that it relies on the cache directory for 

the CAS Controller Temp storage purpose. On a CAS Worker, this path would actually be used for CAS 

Disk Cache to support a virtual memory scheme as well as resiliency of data in case of the loss of 

another Worker.
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Let’s look at the storage considerations SAS Compute.

That is, for the Compute engine of the SAS Programming Runtime Environment as instantiated by SAS 

Batch, SAS Compute, and SAS Connect servers in Viya.

Similar to what we saw for CAS, SAS Compute requires POSIX-compliant storage to provide a 

hierarchical file system with support for distinct user identities (in POSIX parlance referring to uid and 

gid) that can integrate with LDAP authentication providers.

Take care with your cloud vendor. Not all storage types nor CSI drivers (including some that claim full 

POSIX compliance) actually support the necessary POSIX functionality needed by SAS Compute.
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There are two broad classifications for the kinds of things that SAS Compute uses storage for: 

Operations and Data.

Operations covers storage in support of backend activity for SAS Compute to process things efficiently. 

For example, SASWORK is a critical component of the SAS runtime’s ability to work with data. 

Additionally, we might also need to mount volumes in support of enabling functionality provided by third-

party software, like open-source programming languages, DBMS drivers to support SAS/ACCESS 

products, and more.

The Data storage is optionally enabled when you want the SAS runtime to have direct disk-access to 

data mart files stored in supported formats like SAS data sets, CSV, and more. Of course, if SAS only 

needs data from external databases, then this disk space might not be necessary.

Keep in mind that each of these locations has its own set of requirements, considerations, and 

configuration you might need to employ.
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/tmp

Let’s talk about ephemeral volumes.

Of the volumes in support of the SAS Programming Runtime Environment, two in particular are typically 

defined as ephemeral volumes.

SASWORK is used as scratch space with continuous long, sequential reads and writes and also to store 

members of the WORK library.

By default, SASWORK is configured to use a Kubernetes emptyDir as its volume.

If needed, we can also specify a separate location for UTILLOC for scratch files that are generated by 

multi-threaded procedures, like PROC SORT. By default, it uses the same mount point as SASWORK, 

but it can be separated if having an additional I/O channel helps improve performance.
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Checkpoint-Restart is an optional feature of the SAS Programming Runtime that can be enabled to allow 

a batch job to resume execution of a long-running process from a specific point in case of failure or 

interruption.

When enabled, SAS saves the state of the job at marked checkpoints to the SASWORK location.

This means that if you want Checkpoint-Restart, then SASWORK must be saved to storage on an RWX 

shared file system. Local, ephemeral storage mounted RWO won’t work for Checkpoint-Restart.

That’s a big “if”. Implementing shared RWX storage that’s sufficient for SASWORK’s high I/O throughput 

expectations to support long, sequential reads and writes of the data multiplied across concurrent SAS 

Compute sessions is a significant architectural consideration.
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$deploy/sas-bases/docs/ 
sas_programming_environment_storage_tasks.htm

{{ VOLUME-STORAGE-CLASS }} 

Configuring the location of SASWORK and UTILLOC are explained in the SAS documentation, 

specifically in the README files included with your SAS Viya order assets.

The idea is to start by copying the example file to your Viya deployment’s site-config directory.

Then replace the Volume Storage Class placeholder with a specification that describes your desired 

storage solution.

Then we edit the base kustomization file to include a reference to this new YAML file in site-config.

And then we can use kustomize to rebuild the site manifest, followed by kubectl to apply it to the cluster. 

This change can be made at time of initial deployment or later as needed.

New instances of the SAS Compute Server (and Batch and Connect) will pick up the updated definition 

when they start up.
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/datamart

/R, /Python, /DBMS

/home/user

Besides SASWORK, there are several other storage volumes that SAS Compute might need to operate 

fully at your site. We’ll look at a few here.

First off is the possibility of data mart files. That is, files containing data for SAS Compute to access 

directly. Typically, they’d be SAS data sets or CSV files: data in formats that SAS can work with natively. 

The location of these files could be almost anywhere – co-located in the cloud using a Files-based 

managed service or shared over NFS from on-premise servers or something else.

Next up is whether your Viya environment is set up to integrate with programming utilities like Python 

and the R programming language, as well as drivers to enable SAS/ACCESS to connect to external 

databases. Often, the binaries for these utilities are installed onto persistent volumes that are then 

attached to the SAS Compute pods followed by additional configuration to fully integrate with SAS Viya.

In SAS, the SASUSER library is typically mapped to the user’s home directory on the host system. For 

Kubernetes-based environments like SAS Viya, this is not enabled by default. However, it can be setup 

through the use of persistent volumes along with configuration of the authentication mechanisms to get it 

working.



Page 398
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

It’s good to understand the tradeoffs when making storage decisions.

The SAS Programming Runtime Environment has a diverse array of storage considerations that span 

the spectrum of size, cost, and performance.

For simplicity, it might seem desirable to utilize a single storage technology to handle these various 

responsibilities ranging from SASWORK to data mart to PVC for hosting utility binaries.

However, it can be more performant, efficient, and cost effective to utilize different storage providers that 

are more suited to particular tasks.
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For UNIX and Linux systems, POSIX disk provides a hierarchical file system with support for distinct user 

identities, referenced as UID and GID, which can be integrated with LDAP authentication providers.

The Container Storage Interface (or CSI) is a standard for exposing block and file storage systems to 

containerized workloads on Kubernetes.

In the cloud, not all storage types nor CSI drivers support POSIX directly as needed by some Viya 

services, like CAS and SAS Compute.
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SAS documentation explains that some CSI drivers do not adequately support Viya file system usage 

patterns. Two in particular are mentioned.

The Amazon EKS Elastic File Service CSI driver does not allow files to be owned by distinct UIDs and 

GIDs. This means that Viya services like CAS and the SAS Programming Runtime Environment 

cannot chown files that are stored in these volumes.

Also, the Microsoft AKS azure-files CSI driver has a problem when using the SMB protocol, this CSI 

driver does not support the standard POSIX file system operations that SAS services use to unlink or 

delete files. Note that this problem is for SMB only which is typically used for Windows-based OS. It’s 

fully POSIX compliant using the NFS protocol on Linux systems.

As always, monitor the SAS documentation and confirm the latest information with the associated cloud 

providers. While these CSI can be used for Viya in some places, you’ll want to avoid them for CAS Disk 

Cache as well as for SAS Compute volumes like SASWORK and UTILLOC. It’s possible there might be 

other areas to avoid as well.
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Various SAS Viya platform components require storage within 
a shared file system. A file server that uses the network file 
system (NFS) protocol is the minimum requirement for 
shared data storage and private user directories.

“

The SAS documentation recommends shared storage for Viya – that is, storage with access mode RWX 

meaning it can be mounted read-write to multiple pods.

Various SAS Viya platform components require storage within a shared file system. A file server that 

uses the network file system (or NFS) protocol is the minimum requirement for shared data storage and 

private user directories.

There are many ways where the NFS protocol can be implemented to support shared disk. The SAS 

documentation mentions using a “file server” as a minimum, but that’s just one approach.
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If we focus on setting up storage through the use of the NFS protocol, then there are a couple of ways 

we can provide RWX storage for Viya.

The first approach might be to stand up a dedicated host to act as an NFS server. Typically, this is 

something that would operate outside of your Kubernetes cluster and would be maintained directly by 

your site’s IT staff.

Else we could look at the managed storage solutions offered by your cloud provider. These vary by cloud 

in terms of their exact implementation, but usually offer high availability, robust storage protections, and 

typically rely on the NFS protocol to mount the volumes to your Viya pods.
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To set up a standalone NFS server means you need to:

Provision a VM instance to act as an NFS server in your environment

Attach sufficient storage to the instance that provides enough space and can support the I/O throughput 

expected.

Enable the NFS service daemon in the instance

Over in your Kubernetes cluster, you’ll need to install something like the Kubernetes NFS Subdir 

External Provisioner.

And define a storage class with RWX access mode that the Viya pods can reference for their shared 

storage needs.

Note that the SAS Infrastructure-as-Code project can set up an NFS server if you choose that 

configuration option.

Depending on expected number of users, concurrent workloads, data volumes, and other considerations, 

then you’ll want to evaluate the disk technologies available to your site. Premium SSD or NVMe drives 

can handle much higher throughput rates than conventional spinning hard-disk drives. To further expand 

volumes or increase throughput, also consider implementing RAID striping or similar technologies as 

well.

405



Page 406
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

•

•

•

Instead of standing up and managing your own NFS-based storage, you could opt to use the shared 

storage technologies offered by your cloud provider.

Azure offers very low-cost Azure Files, but that might not be sufficient in critical production applications. 

Instead, you’ll probably want to first look at using Azure NetApp Files which have more capabilities to 

better support the use-cases for Viya.

Amazon offers a pretty good starting point with its Amazon Elastic File Share, or EFS. Additional 

performance can be found in other offerings like Amazon FSx for Lustre, Amazon FSx for NetApp 

ONTAP, or similar high-performance storage solutions.

Google offers its Cloud FileStore solution for shared storage, too.

Note that the SAS Infrastructure-as-Code project can set up a cloud-managed block storage for RWX 

volumes if you select that configuration option.

Also, remember to evaluate the capabilities of selected managed services to ensure they meet 

expectations in terms of sustained I/O throughput, POSIX compliance, and so on.
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/astores

/bin

/bin/nfsviyapython
/bin/nfsviya-r

/data

/homes

If we crack open the pod specifications for some of the Viya services, then we can find the directories 

which are used as mount points to connect to the shared RWX storage volumes. We’ll look at several of 

them here.

The first is the “a-stores” directory which is home to analytic stores and score resources used by the SAS 

Micro Analytics Service and Compute service jobs.

We also have directories under “/bin” used by CAS to access third-party open-source programming files 

like Python and R.

Another directory that’s commonly configured is “/data” as a default location for data mart files for use by 

CAS and the Compute services.

We can also configure Viya to access user home directories, if needed. By default, these mount at the 

“/homes” path on CAS and Compute services pods.
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/pvs

/permstore

/backups
/backups/cas
/backups/common

/quality-knowledge-base

Continuing on with more examples of shared storage volumes, we can provide a top-level directory 

called “/pvs” to be the location for persistent volumes that are provisioned using the file system. This 

might get used by many of the Viya components including CAS, Compute, and other Viya services.

The “/permstore” location is used by CAS to store authorization (or permission) information about data.

And we also can set up locations for backups processing as well as for the Quality Knowledge Base, if in 

use at your site.

There are more locations that just those shown here – but this helps set the stage for understanding 

some of the shared storage considerations that Viya requires.
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viya4-iac-aws

viya4-iac-azure

viya4-iac-gcp

viya4-iac-k8s

github.com/sassoftware

SAS offers prescriptive guidance for many aspects of infrastructure provisioning, including network 

characteristics and setup, through the Infrastructure as Code project.

The network is a major component of your site’s infrastructure to support SAS Viya’s deployment to 

Kubernetes. By default, the Infrastructure as Code project will configure the network to meet Viya’s 

minimum requirements.

The Infrastructure as Code project actually consists of four different projects broken out by cloud provider 

as shown here. Each one is optimized to provision infrastructure as suits the operational requirements of 

the associated provider. As a reminder, the Infrastructure as Code project is publicly available for use 

and is hosted at github dot com in the SAS software repository.

Note that if your site has established rules, conventions, or otherwise prefers to manage the network 

configuration directly, that’s accommodated as well. In the Infrastructure as Code project, we refer to that 

as bring your own network. That’s fine as long as your site’s network configuration satisfies Viya’s 

requirements and consumption patterns.
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Whether you're using the networking that's set up by the Infrastructure as Code project or you're bringing 

your own network configuration, the Viya platform supports running across multiple VPCs or virtual 

networks as well as multiple subnets per deployment.

Access to Viya services over HTTP is satisfied by the use of Ingresses. So only the Ingress Controller 

requires a public IP address for HTTP traffic to reach Viya from outside the Kubernetes cluster.

Note that the term public in this usage means that the IP address is routable outside the internal VNet. 

Exposing the public IP address on the world-wide Internet is not required. However, Viya clients that are 

positioned both inside and outside the Viya platform in Kubernetes must be able to find a network route 

to the cluster’s ingress endpoint.

If direct-access to the native, binary ports of Viya’s analytic engines is needed – that is, not HTTP - then 

optional Load Balancer services can be established to support that as well.

And finally, inside the cluster Kubernetes needs a large enough private IP space to accommodate the 

many pods and services that provide the Viya platform. Expect to dedicate at least one VPC with 

subnets that provide CIDR ranges broad enough to support the planned number of private IP addresses.
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×180

This over-simplified illustration calls to attention that the Viya platform employs a number of software 

services in the Kubernetes cluster. Depending on the technologies in play, some of those services might 

be replicated once, twice, many times over, or not all, just running as singletons.

If we deploy a typical Viya platform to Kubernetes and let it sit idle, it could be running over 180 pods. 

That number could climb much higher depending on availability and performance requirements.

The point is that many Viya pods means many service endpoints – and some of those endpoints will 

have multiple IP addresses. Depending on your infrastructure, these private IP addresses can 

significantly eat into the available CIDR range at some sites. Usually there are multiple approaches to 

dealing with this, from VPC and subnet placement to employing alternative Container Network Interface 

frameworks for dynamic network resource allocation.
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A typical SAS Viya platform deployment only needs one Nginx Ingress Controller.

That will include one physical load balancer as implemented by the infrastructure provider along with 

Kubernetes Cluster IP and Node Port services so it will have two endpoints with multiple IP addresses.

The point is that with a single point of contact, we can expose a very large number of Viya services 

through a well-established and secure communication protocol.
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Ingresses and load balancers that provide support to the SAS Viya platform will require a couple of 

items.

The first is a route to reach Viya services from outside the cluster. Typically, this is satisfied by the steps 

taken to provide a static public IP address. The IP address is created automatically when a Kubernetes 

load balancer is defined as the external endpoint for the Ingress Controller. Ensuring its routable for use 

by end users is a function of the network infrastructure provisioning and configuration.

We also expect a user-friendly fully qualified domain name for users to reference. The FQDN will be 

registered with your site’s DNS provider to redirect to the public IP address of the Ingress Controller. This 

is not a step that the Infrastructure as Code project can perform – but is usually handled by your site’s IT 

team.
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https://203.0.113.120/SASStudio

https://af75b8e6380774677ad186df3e607e3c-
4f28f266d0e2cc1d.elb.us-west-2.amazonaws.com/SASStudio

https://sasviya.retail-marketing.site.com/SASStudio

Why is a user-friendly url required? Consider these urls for SAS Studio.

The first shown here just relies on the static IP address of the load balancer fronting the Ingress 

Controller used by the Viya platform. This works fine. But we use domain names for a reason – because 

IP addresses aren’t meaningful to human beings besides a few folks on the IT team who know the 

various subnet masks.

Some cloud providers – like AWS – will automatically generate a random alpha-numeric domain name 

for the load balancer with the goal of guaranteed uniqueness. It works – and you could bookmark it and 

never have to type it in – but again, this isn’t user-friendly at all.

Another problem that both of these approaches have is that they’re static. If the resource behind these 

references goes away and a new one comes up to replace it, then it will likely get a new IP address or 

ridiculous unique hostname. Then all your users will need to update the bookmark in their browsers to 

access Viya through the new resource.

This last one is the kind of conventional looking url that users expect. It can be defined to follow the IT 

conventions in use at your site with specific subdomains and structure as needed.

This domain name would get entered into your site’s DNS provider to resolve it to the backend IP 

address. That’s a task that your site’s IT team is responsible for.

The nice thing about this approach is that if we consider the problem where a new resource comes up to 

replace the old one such that the backend IP address changes, your site IT team can update the DNS. 

Then the next time a user's web browser accesses the friendly name, they will get routed automatically 
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to the new resource - ideally, they won't even realize a change to network addressing even occurred.
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*.sasviya.retail-marketing.site.com
grafana.sasviya.retail-marketing.site.com

The approach for creating DNS records to support a user-friendly url will vary by your infrastructure 

provider. The SAS documentation explains the following.

For Microsoft Azure and for GCP, a DNS A record must point to the IP address of the load balancer for 

the Ingress Controller.

For AWS, a CNAME record must point to the fully qualified domain name as an alias in lieu of an A 

record - thanks to that crazy long unique domain name that AWS defines for elastic load balancers. For 

its part, AWS takes the responsibility to assign A records to load balancers IP addresses.

For open-source Kubernetes, you must have an A record with the FQDN associated with the load 

balancer.

And then lastly, you should also define a wildcard alias as a CNAME record that references the previous 

A record or CNAME record, as appropriate.

What is a wildcard alias? It’s a simple pattern-matching approach to handle domain names which include 

arbitrary prefixes. Some third-party software deployed alongside the Viya platform employ prefixes that 

lead in front of the domain name as opposed to paths that you typically see following the domain name. 

Shown here, notice that the wildcard in this case is the asterisk. So, if the DNS gets a request for any 

domain name that ends with the example here, regardless of the prefix, it will route to the same Ingress 

Controller used by Viya – and from there get directed by the appropriate rule to the specified resource 

running in Kubernetes.
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The Viya platform also requires that the external url is reachable from pods running inside the cluster. 

Generally, this kind of network routing is not ideal. It’s similar in concept to exiting your house and re-

entering through the front door instead of just going from one room to the adjacent one. However, there 

are circumstances where this is needed and must be satisfied.

One item to watch for is to ensure that the security group rules allow that kind of outbound traffic from the 

Kubernetes cluster.

Another challenge to avoid is the use of network address translation on the route to the Ingress 

Controller.

If network address translation is in play, then services like the SAS Viya Audit service will incorrectly 

report the wrong IP addresses for remote clients.
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Kubernetes administrators generally operate their Kubernetes clients on hosts outside of the cluster – 

like their own PC or possibly a jumpbox near the cluster.

Kubernetes clients like kubectl, K9s, and Open Lens have a couple of requirements to communicate with 

the cluster.

First of all, they need the kubeconfig file which is provided by the site’s Kubernetes administrator. This 

file explains to the client where to find the Kubernetes cluster on the network and how to communicate 

with it. It also includes authentication credentials to identify your role and level of access.

The clients also need a network route from the host where they’re running to the nodes acting as the 

Kubernetes control plane. This communication is TLS encrypted as HTTPS traffic with the kube API 

server listening at port four four three.
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There are many, many factors to weigh when planning the architecture of SAS Viya. Even just focusing 

on the networking considerations requires looking at numerous factors and controls that will affect the 

footprint, cost, and administration of the Viya platform.

In this module, we’ll touch on some examples where these factors overlap and influence each other. In 

particular, we’ll explore where some infrastructure defaults can play a significant role in managing your 

Viya platform’s deployment.
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Infrastructure providers often employ specialized configurations to integrate with their unique network 

infrastructure requirements.

These specializations can lead to differences from the default expectations that are implied by the 

Kubernetes specifications.

We’ll show examples here but remind you to continue referring to the SAS documentation for specifics 

as well as working with the cloud provider and customer IT teams to ensure requirements are met.
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Referring to the Kubernetes documentation, a common takeaway is each Kubernetes node can support 

up to 110 pods. But that’s too simple and doesn’t take a lot of external influences into account.

While there are many factors that drive the effective number of pods on a node, a more realistic starting 

point is to look at the number of network interfaces that a machine instance provides. That kind of 

attribute is something that the infrastructure provider has already made a decision about in terms of how 

the hardware racks up in their environment.

For example, let’s consider the instance types offered by Amazon Web Services as part of their Elastic 

Cloud Computing service.

One of the smallest EC2 instance types offered by AWS is the tee two nano. It only has 1 vCPU and half 

a gig of RAM. But more importantly, that Amazon Machine Image definition only defines four elastic 

network interfaces for that instance by default. Assuming each ENI is assigned one IP address and 

realizing that each pod in Kubernetes gets its own IP address, then Amazon calculates the tee two nano 

as supporting only 4 pods when it’s a node in the EKS cluster.

At the other end of the spectrum is the much larger R eight G dot sixteen extra large. Its default definition 

allows it to theoretically support up to 737 elastic network interfaces, but for larger machines of this scale 

– that is, with more than thirty vCPU – AWS caps the recommendation as supporting up to 250 pods.

There are many different instance types ranging in size and specialty between these two – and a range 

in the number of pods supported along the way as well. For smaller machines with fewer than 30 vCPU, 

AWS will cap its recommended number of pods at 110, in alignment with the Kubernetes specification.
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To be clear, we’re not suggesting running over 250 pods – or even 700 pods! – on a Kubernetes node. 

That’s unlikely to happen except for highly specialized workloads. The purpose of this slide is to call out 

some of the initial decision factors – like the number of network interfaces and associated IP addresses – 

that can affect workload placement of the Viya platform in your Kubernetes environment.

Partner up with the SAS World-Wide Sizing Team – either through SAS Technical Support or your site’s 

SAS Account Representative – to get started with a proper sizing effort to determine instance types, the 

number of nodes, initial tuning requirements, workload placement, and more.
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While the implementation details around networking can vary from one infrastructure provider to another, 

they all support a plug-in framework to extend network capabilities and performance for Kubernetes 

called the Container Network Interface, or CNI.

Kubernetes provides its own default CNI model, or plug-in, known as Kubenet. It’s also the default CNI 

for many cloud-managed Kubernetes offerings, including Azure Kubernetes Services, Amazon Elastic 

Kubernetes Services, and Google Kubernetes Engine.

Kubenet provides basic networking functionality – like ensuring all pods can talk to each other in a simple 

and systematic fashion. However, it doesn’t implement advanced features that improve scalability and 

performance, security, administration, and other aspects of the network.
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• github.com/aws/amazon-vpc-cni-k8s

Since we just looked at an example where the number of pods is limited in AWS depending on the 

instance types of the EKS nodes, then let’s look at some of the advanced networking features offered by 

the AWS VPC CNI first.

The AWS VPC CNI provides enhanced controls and management of IP address space for the pods in 

the cluster.

When implemented with prefix delegation, it can increase the number of IP addresses that each node 

can handle, effectively raising one of the lower limits on the number of pods that a node can host.

It also implements network policies which provide a form of network security. By default, Kubernetes 

allows all pods to talk to all other pods as well as accepting all traffic that comes in from outside the 

cluster. Network policies provide the Kubernetes administrator fine-grain control to manage those 

communication interactions – as opposed to relying exclusively on the infrastructure’s firewall rules and 

security groups to implement only a partial solution.

For more information about features and configuration, check out the AWS VPC CNI open-source project 

hosted at github.com.
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•

•

•

•

• www.tigera.io/project-calico/

Another CNI that we commonly see is Calico.

It also offers a number of enhanced controls and schemes for management of the Kubernetes IP 

address space.

It has the option of either overlay or non-overlay implementation which is a choice on whether to use the 

same subnet IP address range as the nodes themselves. The overlay option reserves a separate private 

subnet for the pods similar to Kubenet.

Calico has built-in encryption for data in movement across the cluster.

And it also implements network policies to secure pod services in the cluster, too.

There’s a lot more to Calico so refer to its website and project repository on github.com for more 

information.

If deploying the SAS with SingleStore add-on to your Viya deployment in either AWS or using open-

source Kubernetes, then you’ll likely need to setup the Calico CNI in your cluster as well.
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•

For Azure, there are two CNI we’ll look at briefly – one is the Azure CNI and the other is Azure CNI 

Overlay.

Together, they offer a number of enhanced controls and schemes for management of the Kubernetes IP 

address space.

Selecting between overlay or non-overlay implementation is a choice on whether the pods will use the 

same subnet IP address range as the nodes themselves. Because the non-overlay option places the 

pods in the same IP address range as the nodes, then it will require a large, non-fragmented VNet IP 

address space to accommodate all the Viya pods.

One benefit of the non-overlay option is a flatter network scheme that realizes reduced latency with pod 

communications.

And it also implements network policies to secure pod services in the cluster.

The Azure CNI isn’t as feature-rich as the Calico CNI, but there a lot more to it as well than mentioned 

briefly here, so refer to Microsoft’s documentation for more information.

If deploying the SAS with SingleStore add-on to your Viya deployment in the Azure cloud, then you’ll 

likely need to setup the Azure CNI or Azure CNI Overlay in your cluster as well.
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•

•

For Kubernetes based in Red Hat’s OpenShift Open Container Platform, the default CNI plug-in is the 

OVN Kubernetes CNI. It’s based on the Open Virtual Network project to provide the underlying 

management of traffic flows.

Like kubenet and some of the other CNI, it implements an overlay approach to IP address management 

for pods in the cluster.

It also supports the use of network policies to secure pod services in the cluster.

For SAS Viya platform deployments to Red Hat OpenShift Container Platform, expect to see the OVN-

Kubernetes CNI handling the network configuration.

Expect to find the OVN-Kubernetes plug-in as the default CNI in use for Red Hat OpenShift clusters 

hosting SAS Viya.
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In this module we will look at SAS Viya scalability considerations. What does scalability mean for the 

SAS Viya platform?

Scalability is not required to run SAS Viya, but if an organization wants scalability, scalability is 

addressed at two levels.

Scalability is addressed at the Kubernetes cluster level and to meet the requirements for the SAS Viya 

platform.

At the cluster level, the cluster must be able to support the scalability requirements for the SAS Viya 

environment.

The cluster needs to have sufficient capacity to run the SAS Viya workload with an acceptable level of 

performance.

The cluster needs to have sufficient nodes to support scaling the SAS Viya deployment, or the ability to 

grow, to add more nodes, or perhaps make the nodes larger.

If you are using a Kubernetes cluster for multiple SAS Viya deployments, the cluster needs to have 

capacity for all the environments.

Capacity planning is important, even when running on a Kubernetes platform.
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Let’s start by looking at the default SAS Viya deployment.
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The SAS Viya platform starts with the following. There are three replicas of Consul, Postgres and Rabbit 

MQ. The SAS Redis Server has two replicas.

Finally, the SAS Workload Orchestrator has two replicas. Everything else is deployed with one pod 

replica.

Therefore, by default, there is some redundancy, some pods are scaled.
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Looking at the default deployment in more detail.

All the stateless applications, the microservices and Web apps, are defined as Kubernetes Deployments.

On top of the Kubernetes Deployments we have Kubernetes Horizontal Pod Autoscalers, the HPA 

definitions.

By default, the MIN and MAX values are set to one.

But you could use the HA transformer to scale the stateless pods. We will look at this in more detail.
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Using the HA transformer.

Enabling the HA transformer in the kustomization.yaml will change the HPA values from a MIN and MAX 

value of one. To a MIN and MAX value of two.

You can edit the transformer to specify an appropriate configuration for your environment. For example, 

MIN and MAX set to three.

A word of caution. Using different values for MIN and MAX is not recommended at this stage. For 

example, do NOT set MIN equal to one and MAX equal to five.

However, this is a ‘blunt’ instrument, it could be viewed as a blunt approach, as it sets the Min and Max 

limits for all stateless pods, and this maybe overkill!

A better approach is to scale to the workload requirements.

It is better to just focus on the overloaded pods. For example, perhaps there is a large number of users, 

and to handle the peak loads the SAS Logon Manager application needs three replicas.
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Now let’s look in more detail at using Kubernetes HPA’s with SAS Viya.

But first another word of caution. More work is required to understand what works with setting a HPA 

with different MIN and MAX values. For this, we need to understand the Kubernetes HPA’s.

To effectively use the HPA’s you need to set delay values to avoid what is known as race events.

A race event is triggered when a previous scale event has not successfully completed before the next 

event is triggered. Let’s look at this in more detail.

The Kubernetes horizontal pod auto-scaler checks the metrics API every 30 seconds. This is used to 

determine if a scale event should be triggered, either up or down. But the previous scale events may not 

have successfully completed before another check is made.

This behavior could cause the horizontal pod auto-scaler to change the number of replicas before the 

previous scale event could receive application workload and for the resource demands to adjust 

accordingly.

To minimize the “race events” a delay, or cool down value can be set.
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scaleUp
scaleDown

To properly use the HPA you need to configure the scaling behavior. Starting with Kubernetes version 

1.18, the API allows scaling behavior to be configured through the HPA behavior field.

Behaviors are specified separately for scaling up and down. This is configured using the scale-up and 

scale-down sections under the HPA behavior field.

As part of this configuration, a stabilization window can be specified, for both directions, which prevents 

the flapping, or yo-yoing, of the number of the replicas in the scaling target. It specifies a period of time, a 

window, to wait for changes to stabilize.

Scaling policies can also be set to control the rate of change, of replicas while scaling. For example, 

should a pod be scaled one pod at a time, or by more than one pod.

It is important to note, the behavior fields are not configured out-of-the-box for SAS Viya. Hence, the 

need to specify the same values for MIN and MAX.
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Using the HPA with SAS Viya.

More work is required to understand what pods can use an H-P-A, and how the behaviors should be 

configured. The HPA’s are best suited for the stateless services. As not all components will work with an 

HPA.

Particularly when thinking about the stateful services, not all pods dynamically scale well. Scaling down 

is not always dynamic and some SAS Viya pods need manual steps to scale up, and/or down.

For example, reducing the Rabbit MQ cluster from 5 replicas to 3 requires manual steps.

Additionally, some components need to have an odd number of pods. This includes: Consul, RabbitMQ 

and Postgres. We will discuss this in more detail in other modules.

We currently do not recommend using HPA’s for dynamic scalability.
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sas-bases/overlays/scaling/single-replica/transformer.yaml

Scaling down to a minimum footprint.

If HA is not a requirement, the SAS Viya platform can be configured to have 1 replica of the Stateful 

services.

A Patch Transformer is provided under the sas-bases overlays directory. This is located in the path 

shown here. The transformer needs to be added to the transformers block in your base 

kustomization.yaml file.

Here is an example of applying the patch transformer. The screenshot on the left is from a deployment 

without the patch transformer applied. And on the right, we can see the result of using the transformer.

On the right, you can now see that each of the StatefulSets now has one replica.
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In this module, we're going to look at SAS Viya platform scalability in more detail.

We'll start by looking at the SAS configuration server, console scalability. Console is defined as a 

Kubernetes StatefulSet.

High availability is configured by default. The default configuration provides three replicas of the console 

pods.

Pod anti-affinity is used to keep the replicas, the SAS console server pods, away from each other.

Node affinity is for the Stateful nodes. The nodes with the stateful workload class label.

Consul can be scaled up, but it must be to an odd number of replicas. Scaled to 3, 5, or 7 pods, etc.
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Scaling up and down is supported, but you need to understand some details.

When scaling down to a non-zero number of replicas, console must be scaled down by one replica at a 

time. For example, from three to two, to one.

However, it is not necessary to scale up by one replica at a time.

When scaling down to zero, console must be scaled up to at least the same number of replicas.

For example, if there were three replicas running, you can’t scale up to one replica, but you could scale 

up to three, or five replicas.
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Scalability for the SAS Message Broker. RabbitMQ scalability.

RabbitMQ is defined as a Kubernetes StatefulSet

High availability is configured by default. The default configuration provides three replicas of the 

RabbitMQ server pods.

Pod anti-affinity is used to keep the replicas, the SAS RabbitMQ server pods, away from each other.

The RabbitMQ server pods can be scaled up, but it must be to an odd number of replicas. Scaled to 3, 5, 

or 7 pods.

The node affinity is for the stateful nodes. Again, the nodes with the stateful workload class label.
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Scalability for the SAS Redis Server.

Redis is defined as a Kubernetes StatefulSet

High availability is configured by default. The default configuration provides two replicas of the Redis 

server pods.

Pod anti-affinity is used to keep the replicas, the SAS Redis server pods, away from each other.

The node affinity is for the stateful nodes. Again, the nodes with the stateful workload class label.

Redis is defined as a single cluster, with a primary Redis node and 1 replica node.

From a scalability perspective, the default deployment can be scaled down to a single Redis Server pod, 

to a single Redis node. To scale up or out, is possible, but this will only increase the number of Redis 

replica nodes.

Therefore, rather than increasing the number of replicas, the number of Redis nodes. The most likely 

change for a busy system would be to adjust the pod memory. A patch transform is provided to modify 

the Redis memory, in the sas-bases examples.
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We will now look at the SAS Infrastructure Data Server, when using the internal Postgres server.

The SAS data server operator is used to control the Postgres deployment, and the name of that operator 

pod is shown in blue.

The crunchy operator, which is a third-party operator, which is included within the SAS Viya deployment, 

is still used under the covers. The SAS Data Server operator understands SAS Viya and is used to direct 

the crunchy operator.

High availability is configured by default. The default configuration provides 3 replicas of the Postgres 

database.

Node affinity is for the stateful nodes.

The configuration can be scaled up, or down, but there are some special considerations.

Manual steps are required

The Postgres Operator client, PGO, interacts with the Postgres Operator to provide methods for creating, 

deleting and managing the Postgres cluster.
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We will now look at the CAS Server.

The CAS server is controlled by the CAS Deployment operator, which is a SAS built Kubernetes 

operator.

CAS is deployed as a single pod by default, running in SMP mode.

The CAS Server can be configured to run in MPP mode. This scales the CAS Server horizontally to have 

a Controller, and one or more Workers.

The MPP CAS Server can be configured for high availability. A secondary, or backup, controller can be 

configured. The use of multiple workers provides scalability, but also helps to improve availability of the 

CAS Server.

Node affinity is for the CAS nodes. Nodes with the CAS workload class label.
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Finally, we will discuss the SAS programming environment.

We will start by looking at the SAS Compute Server.

The SAS compute server, the SAS programming environment, is controlled by a Kubernetes pod 

template. New user sessions create new pods, which are launched as Kubernetes jobs.

Each user has their own compute server pod, and they can have more than one pod. For example, if the 

user had multiple SAS Studio sessions running. Each session has its own compute server pod.

To scale out the processing, to increase performance, you must split the work, the code, into parallel 

units.

If one pod dies, it should only affect one user at most. The user for that compute server session.

Node affinity is for the compute nodes. For nodes with the Compute workload class label.
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SAS Connect is part of the SAS programming environment.

Here, we will discuss the launched SAS Connect servers.

Each instance, or user session, runs in a dedicated user-specific pod.

The launching of the pods is controlled through the use of a Kubernetes pod template.

From a resource consumption perspective, it is very similar to the compute servers.

Thinking about availability, if one pod dies, it only affects that one user session.

Node affinity is for the compute nodes.

Horizontal scalability is achieved through each session running in its own pod. As the client connections 

arrive, the new pods are automatically started and distributed across all compute nodes.
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✓
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To summarize the SAS Viya platform configuration.

Stateful-sets are used to control the SAS Configuration Server, the SAS Message Broker, and the SAS 

Redis Server.

As you can see from the table, a Kubernetes pod template is used for the SAS Compute Server, and 

launched SAS connect servers.

Finally, we can see the components that are controlled using a Kubernetes operator.
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This module provides more details on scaling the SAS Cloud Analytic Services server, the CAS Server.

CAS is designed to provide excellent scalability in order to tackle the largest analytic workloads for many 

users.

A CAS deployment can be scaled up from a minimum configuration, using a single Kubernetes node, a 

single pod. This is known as SMP mode, an SMP CAS server. Through to running on multiple nodes. 

This is MPP mode, or an MPP CAS server.

As shown in the illustration on the right. The SMP CAS server can be scaled to a MPP CAS server. In 

this example, the MPP CAS Server has a primary controller, backup controller, and three workers.

A SAS Viya deployment, a Viya platform, can have multiple CAS Servers. SMP, MPP, or a mixture of 

both.
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Understanding CAS Server scalability.

CAS is scalable by host. This is done in terms of increasing the Kubernetes node size that is being used 

for the CAS pods.

The CAS server can also be scaled horizontally, this is done using an MPP CAS server. The MPP CAS 

server provides the best scalability and improves availability. To optimize the CAS Server performance, 

for maximum efficiency, all nodes running the CAS pods should be the same. The same instance type, 

or size. The CAS architecture assumes that all the nodes are identical.

The default CAS resource reservations restrict the deployment to one CAS pod per node.

Therefore, to scale CAS, you need to have sufficient nodes available in the CAS node pool. The node 

pool needs to support the scalability requirements.
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Let’s look at CAS scaling in more detail.

Kubernetes provides the following features that support scaling:

Kubernetes deployments,

and Stateful-Sets.

Both provide scaling up and down, although at different rates. If a pod dies, the pod gets replaced.

SAS Viya uses the Kubernetes operator pattern, to control the CAS server. The CAS Deployment 

operator is a SAS built operator.

The CAS Operator controls the CAS deployment. With the following behavior:

If a CAS Worker dies, the Worker gets replaced.

If the CAS Primary, or Secondary, Controller dies, it does NOT get immediately replaced.

It is only when both controllers are dead, that they are replaced. A new instance of the controllers is 

started at that point.
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Horizontal scaling.

In addition to the default CAS workload class. Two CAS workload classes are provided to help optimize 

the MPP CAS Server deployment.

They are the CAS-Controller and CAS-Worker workload classes.

This allows for different node pools, different node types, to be used for the Controller and Workers. And 

allows for the Workers to be scaled separately from the Controller, or Controllers.

Another advantage to using the two node pools is the ability to use specialize instance types for the CAS 

Workers. For example, when using GPUs with the CAS workers, a GPU VM instance is not required for 

the CAS Controller. This helps to optimize the CAS deployment.
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Understanding “cas workload management”.

As previously explained, all the nodes running the CAS pods should be the same, the same instance 

type.

The CAS architecture assumes that maximum efficiency is achieved when each CAS pod is identical. In 

terms of CPU, RAM, data to process, and other ancillary activities.

MPP CAS uses data distribution to manage workload across multiple hosts, using multiple worker pods.

As a rule, data is evenly distributed to all CAS Workers. That way, each Worker has the same amount of 

work to do, the same amount of data to process.

But for every rule, there are exceptions. For small tables, the overhead of MPP communication may be 

too great. And, data partitioning requires keeping grouped data together within a single CAS worker.
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Now let’s discuss the scaling considerations. Scaling up.

It is possible to convert from a SMP CAS server to a MPP CAS server.

Converting a SMP CAS Server to a MPP CAS Server requires a restart of the CAS server. The restart 

and reconfiguration of the CAS server, will result in the termination of all active connections and 

sessions, and the loss of any in-memory data.

For a MPP CAS server it is possible to add a backup controller.

It is possible to add additional CAS Workers. Adding Workers after the initial deployment does not 

require a restart of the CAS server.

However, existing SAS sessions will not reallocate, or load balance to use the new workers. New 

sessions can take advantage of the new workers.

By default, any existing loaded data is not automatically rebalanced across the new workers. This 

behavior is discussed in more detail in another module.
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Considerations when scaling down a CAS server.

For an MPP CAS server, it is possible to remove Workers after the initial deployment.

Removing workers after the initial deployment requires deleting the CAS deployment, modifying the CAS 

configuration, then restarting the CAS server. After the CAS server restart, you need to reload the data, 

and the users will have to start a new SAS session.

If you have multiple CAS servers defined, it is possible to remove a CAS server. As you would expect, 

removing a CAS server results in the termination of all active sessions, and the loss of any in-memory 

data.
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As stated, it is possible to have multiple CAS servers within the SAS Viya deployment. However, there 

are some considerations.

There is no load balancing across the multiple CAS Servers. For example, VA doesn’t, or can’t, load 

balance across multiple CAS Servers.

There is no workload orchestration across multiple CAS servers.

But, manual CAS Server selection is possible. For example, if you're programming in SAS Studio you 

can start a session on a specific CAS Server.

That concludes this look at CAS server scalability.
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Kubernetes Impacts on SAS Viya Availability.

Objectives of this module are to understand the technologies provided by Kubernetes that impact 

availability, and how SAS Viya components leverage them.
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Kubernetes Controllers

Probes

Horizontal Pod Autoscaling

Pod disruption budgets

Soft anti-affinity for pods

Kubernetes provides different constructs, and some of these impact SAS Viya availability. There are 

controllers, probes, horizontal pod autoscalers, pod disruption budgets, and anti-affinity for pods.
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In previous releases, in case of a component failure, there were a few options to resume service 

operation.

An administrator could manually intervene and do something, such as log on to the hosting server, rerun 

a script to restart the failed component, and verify the success of the operation.

Or you could have deployed third-party tools, or configured tools provided by the operating system, to 

monitor SAS services and automatically restart failed ones.

Another option was to use SAS Grid Manager. SAS Grid Manager capabilities not only include workload 

management, but also automatic service monitoring and management to provide higher availability.

With Kubernetes, none of the above is required anymore. Kubernetes pods are managed by controllers, 

which are control loops that watch the state of your cluster, then make changes where needed. Each 

controller tries to move the current cluster state closer to the desired state. Usually, the desired state for 

pods is that you want it to be up and running, so the controller monitors the environment and restarts 

failed pod.
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In this table you can see some SAS Viya components, classified in macro-categories, and the 

Kubernetes controllers that are used to monitor and manage their pods.

Most stateful servers are managed by a Kubernetes stateful set. By default, the stateful set restarts the 

pods that is managing.

Stateless services are managed by deployments through replica sets and, again, the replica sets monitor 

and restart the pods as needed.

Some other servers, including PostgreSQL, CAS, ESP, and OpenSearch, are managed by custom 

operators. Operators are another Kubernetes construct implemented by pods that embed the business 

logic required to manage the entities under their control. One of the aspect they manage, is how to keep 

the controlled pods alive and running.

Finally, backend SAS compute sessions and jobs, such as compute, batch and connect servers, are 

usually run directly as pods without any controller. They can be configured to be managed by other SAS 

services. Compute and batch servers can be pre-started, so that their controlling services always keep a 

minimum number of instances up and running. Batch jobs can be configured to be auto-restarted, in 

case of failures, by SAS Workload Manager.
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How can Kubernetes monitor pods, so that the controllers can act on them? By using probes.

Probes are declared by the pod developer. Each pod can implement its probes in a custom way, tailored 

to the business logic of the processes running inside it.

Kubernetes accepts different kind of probes. A probe can be a simple check to see if a TCP endpoint is 

responsive, or, similarly, if an HTTP endpoint is answering HTTP requests.

More complex probes are implemented by declaring a custom script. Kubernetes periodically executes 

the script and checks the return code.

In this example we can see a custom probe declared to monitor consul.
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Probes monitor the main container in each pod. There are different kinds of probes. If a probe is not 

explicitly declared for a pod, Kubernetes assumes a default state; mostly, it assumes a success.

There are probes for liveness, which are used to check if the container is up and running. If this probe 

fails, Kubernetes will kill the container. Even if a container is there, but its liveness probe fails, 

Kubernetes kills it. This is to prevent “zombie” containers that are still there, but processes inside them 

may be dead or unresponsive. After the container is killed, it is automatically restarted according to its 

configured policy (which, by default, is “yes, restart”).

Readiness probes are used to check not only that the container is up and running, but also that it can 

perform its business function. It is used by Kubernetes to decide whether to route incoming request to 

that specific pod or not. If a readiness probe fails, Kubernetes will not kill the pod, but it will disassociate 

the pod IP address from the service that is used to reach it on the network. The idea is that, if a process 

is alive but cannot answer to external calls, let's not even route those requests to its container. This is 

important when you have a cluster with multiple instances of a microservice. Only pods that are ready to 

service incoming calls are configured to receive them.

Startup Probes are important, as the name implies, during system startup. If a startup probe is 

configured and initially false, Kubernetes will not even attempt to run any liveness or readiness probe on 

that pod. This is a way to inform Kubernetes that the pod is still initializing, so there is no need to check 

anything else. After the startup is declared successful, then Kubernetes will start to check the liveness 

and readiness probes. If startup fails, then Kubernetes act just like with liveness probes: Kubernetes will 

kill the container and start a new one.

Startup probes are important for SAS processes, because they can take some minutes to initialize. Many 

SAS Viya microservices perform multiple steps before being ready. Without a proper probe, Kubernetes 
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would kill a pod multiple times while it’s still trying to start.
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Horizontal Pod Autoscalers are another Kubernetes construct. It is used by Kubernetes to know how to 

scale a pod based on conditions. With SAS Viya, Horizontal Pod Autoscalers are declared for most 

stateless services. In a default deployment, they are configured with both min and max properties set to 

one. This, in practice, disables scaling and clustering, because Kubernetes starts one instance for each 

microservice.

SAS provides an optional transformer, highlighted in this screenshot, that can be used to configure all 

SAS-managed HPAs to have min and max set to two. When this happens, Kubernetes creates a second 

copy of each pod, and it keeps it running. Note that setting min and max to the same value means there 

is no dynamic scalability, only fixed clustering.

Not everything is controlled by an HPA. A few microservices are always configured to run with a single 

instance.
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Pod Disruption Budgets are another Kubernetes construct that is usually implemented together with 

Horizontal Pod Autoscalers.

A Pod Disruption Budget limits the number of pods that can be taken down voluntarily. They are not used 

in case of failures, but only with controlled restarts. Examples are when an administrator issues a rollout 

restart command, or when Kubernetes wants to scale down a node.

Kubernetes is a dynamic environment. Kubernetes, at any moment, can take decisions for any 

component, such as to kill it on one node and to start a new instance of another node.

Without a Pod Disruption Budget, even with clustering, Kubernetes might randomly decide to stop and 

restart all instances of a service at once. That would obviously cause disruptions to users.

With a Pod Disruption Budget set to X, Kubernetes will try its best to always keep X instances up and 

running and not kill them all together.

For quorum-based clustered applications, such as Consul and RabbitMQ, the Pod Disruption Budget 

corresponds to the minimum required number of instances to maintain the quorum. With default clusters 

of 3 replicas, the Pod Disruption Budget is two. This way, Kubernetes will never voluntarily kill so many 

pods to lose the quorum.

For all other applications, we just want to have one replica always up and running: that's enough to keep 

the service active. For these services, the Pod Disruption Budget is set to one.
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The last Kubernetes concept that we’ll present are affinities, more specifically, soft anti-affinities.

Affinities and anti-affinities are a way to give hints to Kubernetes about the desired pod distribution 

across multiple nodes.

With anti-affinities we inform Kubernetes that identical pods should go on separate nodes. Soft anti-

affinities are a preference, not a requirement. If Kubernetes cannot satisfy the request, for example, 

because all of the other available nodes are full, it will still start multiple instances of a service all on the 

same node.

Having all instances of a service on the same node has some consequences.

The most obvious is that overall system availability is compromised because, if that node fails, that 

specific service is totally lost.

Another unintended consequence is that Kubernetes will not be able to satisfy a node drain command.

The reason here is that the Pod Disruption Budget instructs Kubernetes to always keep one instance up 

and running, while the node drain command asks to stop all the pods on that node, which would cause 

all instances of that service to stop.

In this case, Kubernetes would report an error and ask the administrator to do something manually to 

solve the impasse. For example, the administrator could decide to accept a temporary service 

unavailability and set the Pod Disruption Budget to zero, or they could free some space on another node 

to manually move at least one instance there.
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Let’s introduce how CAS Architecture design impact its availability, especially with regards to SMP 

versus MPP, and deployments with or without a backup controller.
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CAS can be deployed as a distributed server in an analytic cluster. We call this MPP.

In this configuration, there are at least one controller pod and two or more worker pods, possibly distributed to 

different infrastructure nodes.

In this case, even if a CAS worker fails, the service as a whole is still available to service user requests.

This capability makes CAS more resilient to failures, when compared to equivalent services available with 

previous versions.

If you are familiar with SAS 9, some offerings include the LASR server, the precursor to CAS. With LASR, if a 

node fails, the whole cluster is lost. This is not the case with CAS.
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You might have noticed that, in the previous slide, we only talked about resiliency to CAS worker failures. What 

about the controller? We do not want that to be a single point of failure.

A CAS server can optionally include a backup or secondary controller.

The primary and the backup controller keep themselves in sync, and this synchronization enables the backup 

controller to rapidly step in and provide service in case of failure of the primary one.

How can the secondary controller know when to step in?

The two controllers continually exchange heartbeat messages between themselves. The primary knows if the 

secondary is up and vice versa.

When this heartbeat check is disrupted, then the backup controller understands that the primary is down and 

steps in.
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Let’s see some more details about CAS backup controllers.

We have seen that a backup controller provides fault tolerance to the primary controller.

This capability is only available with a distributed architecture: it's not available if you have an SMP CAS server. If 

you have a single-node SMP CAS server, you cannot simply say “okay I will start a second node to become its 

backup”. It will not work.

Deploying a backup controller is optional. If you choose to deploy it, you can only have one instance, which 

means that the server can survive a controller failure, but no more than one.

The primary and the backup controllers share common data using a physical volume available to both pods with 

RWX mounts.

This is a change from previous versions.

With SAS Viya 3, each controller has a local copy of the common data: in case of failures, an administrator has to 

manually synchronize it, before recovering the failed primary. With SAS Viya 4 this storage is shared, and no 

further synchronization is required.
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Let’s now present different use cases in which a CAS component may fail.

We will see how CAS can minimize the impact of failures thanks to its availability capability.

We will also review what administrators or end users might have to do to recover in case of failures.
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CAS servers are managed by the CAS operator. The operator manages every server’s lifecycle, 

including reacting to failures.

You may remember that, when you have a SMP deployment, it means your instance runs in a single 

pod.

If it dies, it will be restarted by the CAS operator, but it may end up on a different node.

By ending up on a different node, it may get a new internal IP address, but that’s not important.

Kubernetes provides a service called SAS CAS server default client.

The service is automatically rerouted to the new pod. Clients are unaware if they are connected to the 

original pod, or to the newly restarted one. This is true for internal clients, such as microservices, but also 

for external ones, such as a Python program running on a laptop. Clients are redirected to the new pod 

because they are connected through the service.
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This automatic redirection is not transparent to users.

After the CAS pod goes down and gets restarted – possibly on another node – all active connections are 

severed and terminated.

If there was any data loaded in the memory of the failed pod, that's lost. When the CAS server is 

restarted, data can be reloaded or recalculated on the new instance.

Usually, client applications survive this kind of failures. Clients can automatically reconnect. As an 

example, if you're browsing a report in SAS Visual Analytics, the report can still connect to the backend 

server. But you might have to recover it by logging out and then back in.

Programming interfaces, such a python program, might not automatically reconnect.

You might have to resubmit code to start a new user session in the restarted CAS server. The previous 

session is lost when the pod restarts. Once a new session is established, you have to reload the tables 

that you were using, before you can submit again the code that was running previously.

In summary, it's quite a disruption to the end users.
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Let’s see if things can be better with a distributed environment. What happens with a MPP CAS server, 

configured without a backup controller, if the only controller fails?

Just as in the previous case, the CAS operator manages the restart policies for the CAS server pods. In 

this case, the operator instructs all the pods, including the workers, to stop and restart. Even if these 

pods had no issues. With this restart, all pods may end up on different nodes and may get new internal 

IP addresses.

Again, just as the previous case, the frontend service – SAS CAS server default client – is automatically 

rerouted to the new controller pod. And so from the outside, clients can still connect using the same 

service.
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Again, this automatic redirection is not transparent to users.

Just as before, all user sessions are terminated. This is why the CAS operator kills all the worker pods as 

soon as it detects a failure of the controller. In fact, the state of these sessions is only stored in the 

controller. The workers don't know anything about the state of these end user sessions, which are lost as 

soon as the controller fails.

And once the end user sessions are lost, there is no point in keeping data available on the worker pods. 

In short, all pods get reset and restarted.

At this point, we are in the same situation as we are seen with a single-node SMP server.

From a client point of view, there is no difference between losing a single-node SMP server or losing a 

controller of a distributed environment that does not include a backup controller.
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You can see a different behavior when you have a distributed environment that includes a backup 

controller.

Just as always, as the primary controller fails, the CAS operator detects the failure and reacts.

But, in this case, its behavior is different. The operator maintains the failed primary controller in a 

stopped state, without restarting it. Then it will mark the backup controller as the new primary.

The backup controller, through the missed heartbeat, has already noticed that the primary is down and is 

already setting itself ready to service clients and to take control of the workers.

Just as always, the Kubernetes service, SAS CAS server default client, gets rerouted. This time not to a 

restarted controller, but rather to the backup controller.

This way, all clients, just by connecting to the same service, can use the same CAS server without 

noticing that there was a switch in the controller.

This is different than what happened with SAS Viya 3. In that case, there was no front-end service and 

clients directly connected to the hostname of the primary controller. To support failover, SAS Viya 3 

clients have to be aware of both primary and backup controller hostnames, and manage themselves a 

connection switchover.

With SAS Viya 4, we don’t connect to a hostname. We connect to a Kubernetes service. There is a 

service referencing the primary controller, and one pointing to the backup controller, but these should not 

be directly used. We want to connect to a third service, the one called SAS CAS server default client, 

because this is the one that is managed automatically, and it is always connected to the live controller.

On a side note. If the primary controller is stopped “cleanly” – that is, it does not die abruptly – the CAS 

Operator interprets that as an administrative command to shutdown the cluster and stops all CAS pods.
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Let’s see a visual representation of this frontend client service switching between primary and backup 

controllers in case of failures.

Here you can see, at the bottom, a CAS client calling into the SAS Viya environment.

The route goes through multiple services, until it reaches the CAS primary controller.

Here in the center is the SAS CAS server default client, the one to which all internal and external clients 

connect to.
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When the primary controller fails, the backup controller steps in, and service is rerouted to it 

automatically.
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What happens to user sessions and tables loaded in memory in this case?

When a backup controller is available, all the active connections and sessions are maintained. Why? 

That’s because the backup controller is always in sync with the primary controller. It has in memory the 

full state of the environment.

Since user sessions survive, the CAS operator does not need to kill and restart the CAS workers. This 

implies that all in-memory data and tables are preserved.

In summary, processing can continue uninterrupted.
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And, finally, what is the user experience in this case?

We have seen that client applications connect to the “SAS CAS server default client” service, either 

directly (for internal clients) or through a frontend load balancer or ingress (for external clients). And this 

service automatically points to the backup controller, when a failure of the primary occurs.

The applications may still become unresponsive for a few minutes. So it might be noticeable for users. 

But usually, after one or two minutes, the environment should be back as it was before.

Those one or two minutes are not only due to CAS being unresponsive during the switch. The issue is 

that it might take the controller and the service a few seconds to notice the failure and react. These few 

seconds of CAS being unresponsive might cascade to other services, which become themselves 

unresponsive for another few seconds. In the end, all these little few seconds add up to become one or 

two minutes.

The good news is that users don’t have to do anything. They are still in their application, and everything 

resumes working automatically.

If a user wants to speed up recovery, they might discard their session by logging out and reconnecting. 

In this case, they will be reconnected to the backup controller, and everything restarts immediately.

External clients usually are connected through an ingress or a load balancer. Since the ingress or load 

balancer do not change, the client might, at most, notice that the backend is unresponsive for a few 

seconds and then move on.

For example, Python through SWAT can failover automatically. You don't have to do anything.
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We still in the distributed environment case, with a backup controller.

We want to address what happens after the primary controller fails, and the backup controller steps in.

We have seen that the environment is still up and running, but we noted that the CAS operator keeps the 

failed pod down, it will not restart it.

And the same would happen if, instead, the backup controller would fail first: the primary controller would 

keep running, but the CAS operator would not restart the backup controller pod.

In summary, if one controller fails, the environment is still operational, but without any further fault 

tolerance.

Recovering from a controller failure, whether it is the primary of the backup, always requires a full CAS 

restart. This can obviously be planned to mitigate user disruption. A SAS administrator can do it 

whenever they want. Usually, it's better to recover as soon as possible, because now we are running 

with only one controller, with no additional failover capability.

Once CAS restarts, the original controller resumes its role as primary, and the backup controller falls 

back to be providing fault tolerance.
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That’s all with regards to controller failures and recovery.

Let’s now move to the next topic, let's talk about CAS workers. What happens if a worker fails?

It's important to understand that, by default, data is loaded into CAS workers with multiple copies to improve 

resilience.

In this picture, gray icons represent data blocks that are loaded in memory and active in the CAS sessions. Each 

one has a replica, represented by a black icon. Replicas are inactive data blocks and are saved on disk, in the 

CAS disk cache of a different worker then the one holding the original copy. The CAS controller has a list of each 

data block, primary or replica, including where it is located, and whether it is active in memory or in stand-by on 

disk.

In this configuration, what happens when a worker dies?

The controller knows which workers manage the copies of the data blocks previously hosted by the failed one.

The controller can instruct these workers to load that inactive data into their memory and make active again. This 

way, the data is still available to service user requests.

All this process has been available since SAS Viya 3. SAS Viya 4 introduces a key difference from here on, 

thanks to Kubernetes.

The failed CAS worker, form a Kubernetes point of view, is just a dead pod managed by the CAS operator.

And just as with any failed Kubernetes pod, the CAS operator will restart it. Based on the chosen topology, it 

might restart it on the same node or on a different node, but the worker gets restarted.

Notice in this picture how there are no data blocks on the newly restarted CAS worker: by default, it gets 

restarted empty.
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So, what’s the situation after a worker failure and recovery?

We have seen that the CAS operator restarts a new worker pod to step in. If we started with four worker nodes, 

as in the previous example, we’ll end up with four workers again.

By default, data distribution across nodes becomes skewed. After a worker failure, data is only available on the 

surviving original nodes. You might remember, from the CAS architecture lesson, that CAS is only as fast as its 

slowest node. After activating the data copies of the failed worker, probably now some worker will host more data 

than the others. This worker will be slower because it has to analyze a bit more data, and so the whole CAS 

server will be as slow as this node.

If you load any new data after the failed worker node is restarted, then the new data will be also placed on the 

restarted worker.

But the data existing from before the failure is not automatically re-distributed.

There are options that can be set per table or per library to modify this behavior, so that tables can be 

automatically re-distributed back into the restarted worker.

Otherwise, a data administrator can submit code to reshuffle the data to re-distribute it across all workers.

The CAS server, as a whole, keeps running unaffected by a worker failure.

If the server was processing an action during the failure, that single action, that was in flight, may fail. Therefore, 

the user might get an error pop up in the frontend client.

Usually, visual clients can recover automatically, without any warning to the user.

Programmers might be impacted. Maybe you were submitting CAS code through SAS Studio or through Python: 

you might get back a failure for that specific submission. In this case, simply resubmit it again, and it should run 

successfully.
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This table summarizes all the cases that we have seen in this lesson about CAS server availability. Each 

line presents one use case.

Each column addresses whether the failed pod is automatically re-started, whether sessions and data 

survive the failure, what actions are suggested to SAS administrators and to SAS users.

Starting with the SMP CAS case, we have seen that the CAS operator starts a new pod in case of 

failure. Since there is only one pod, sessions and data do not survive. SAS administrator don't have to 

do anything to recover, but users might have either to wait or, in the worst case, log out and log back in.

We have seen that the exact same considerations apply to the MPP case, when there is no backup 

controller.

Instead, if you configure a backup controller in a distributed environment, then the failed controller is not 

restarted automatically, but the sessions and loaded data survive. There is still a question mark because 

there is no further resilience to additional failures. For this reason, a SAS administrator should stop and 

restart CAS when possible, to go back to the original state. But, in, the immediate, SAS administrators 

don't have to do anything. In the best case, users don't have to do anything, as well: they will not even 

notice a failure. In worst cases, they might get error messages and have to wait a few minutes, then 

everything should automatically go back to normal.

Finally, when a failure affects a worker node rather than a controller, notice here the footnote, we 

assume the default settings in which data is loaded with multiple copies, and no automatic re-distribution 

is configured.

In this case, the worker pod is auto-started, and loaded data survives, but again, we have an attention 
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mark. By default, with no automatic data re-distribution, data will end up skewed across workers. In that 

case, a SAS administrator might want to re-distribute the tables; otherwise, no further action is required. 

Again, from an end-user perspective, in the best case nothing will happen. At worst, they might have to 

wait a bit, then the system will resume automatically its normal operations.
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The objective of the current module is to present the CAS State Transfer capability and discuss how it 

impacts the SAS Viya platform capability to provide Zero Downtime Rolling Updates.

The use case is to support planned updates, not to address unpredictable failures.
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As of the LTS 2023.10 release of the SAS Viya platform, administrators can enable a feature called 

“CAS State Transfer” for CAS servers. This feature allows CAS servers to be restarted while preserving 

both CAS tables loaded in memory and active CAS sessions.​

This capability increases the availability of CAS server and data for end users, by minimizing the impact 

of CAS life cycle operations, such as restarts or updates.

With the introduction of this CAS server feature, the SAS Viya platform administrator has a method to 

restart the CAS server without losing the in-memory CAS tables and active CAS sessions.
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The CAS state transfer process can be used to maintain sessions continuity and avoid complete 

shutdowns to support multiple planned maintenance use cases.

You can use CAS state transfer when upgrading to a new SAS Viya version, or simply applying a patch.

Another use case is planned maintenance of the underlying nodes. A Kubernetes administrator can 

cordon a node, which means that new pods will not be started there. Then the SAS administrator starts 

the CAS state transfer, and the new CAS pods will be started on a new node. At the end of the transfer 

process, the Kubernetes administrator can drain the node, that is, have Kubernetes terminate and restart 

somewhere else any other pod that was eventually still running on the original node.

Finally, CAS state transfer can support topology changes, such as transitioning the CAS server between 

SMP and MPP mode.

While the CAS state transfer capability covers graceful restarts, it cannot help in case of software 

crashes or sudden node failures.
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The CAS state transfer process is disabled by default; it can be enabled by including a custom 

transformation in kustomization.yaml and then re-applying the SAS Viya deployment manifest. This 

creates a new RWX persistent volume claim and volume, to store the CAS data and state during the 

transfer.

If you plan to create additional CAS servers, the script that is used to create them accepts a flag to 

automatically enable the capability.

You cannot enable state transfer and CAS auto-restart in the same SAS Viya deployment. If you want to 

enable state transfer for a deployment that already has CAS auto-restart enabled, you must first disable 

CAS auto-restart before enabling state transfer.
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This animation shows a sample CAS server deployed with a controller and 3 worker nodes. The SAS 

administrator wants to restart it, for example as part of a planned upgrade, minimizing user downtime.

Initially, the CAS blue pods are running, with some data tables loaded in memory and the current state 

managed by the blue controller pod.

As the administrator initiates the process, a new CAS server comes online and is started in the green 

pods.

Note that, while the transfer is happening, the number of CAS pods running on each node doubles, and 

so will resource consumption.

Data is moved to and loaded in the new pods; the status is copied to the new green controller.

Finally, the original blue pods are terminated.
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Let’s describe with a bit more detail what we’ve seen in the previous animation.

To initiate a state transfer operation, the SAS administrator patches the CAS server CASDeployment 

custom resource to set the startStateTransfer variable to true.​

A new instance of the CAS server is started. Throughout the state transfer process, two instances of the 

same CAS server remain active in the SAS Viya platform environment.​ They share a storage volume to 

facilitate the transfer.

While the new instance is being initialized, the existing CAS server is fully functional.

As soon as the new CAS instance is ready, data in global and promoted tables, and the global state of 

the server, is saved to the shared storage from the original CAS server, then it is re-loaded into the new 

CAS instance.

In this phase, the global objects are marked as read-only. Actions that read data can continue, but 

actions that attempt to modify the global state result in a failure.

After global objects are transferred, it’s time for session objects. Session state and session tables are 

transferred from the old CAS server to the new one. In this phase, the CAS server becomes unavailable 

to the user community. It cannot process any action nor accept any new connection.

Once the CAS tables and sessions are transferred, the new CAS server instance becomes available for 

the user community. Subsequently, the initial instance of the CAS server is stopped.​
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As we have seen, utilizing the state transfer feature demands additional resources during the transfer 

process. This is because two instances of the CAS server must run simultaneously, and an extra volume 

is needed for the transfer operation. This has an impact on the SAS Viya platform operations costs. If the 

CAS nodepool is configured for autoscaling, then allocation and deallocation of new nodes is automated 

and can help controlling the cost but creating new nodes adds additional time to the process.

Similarly, proper design of the shared storage that stores CAS session and data during the transfer is 

key to the process. In-memory tables are written to the storage, which must be big enough to 

accommodate them. Plus, its I/O throughput directly impacts the overall transfer time. Since CAS is 

unavailable during the session transfer, faster storage can lower the total downtime, but it comes at an 

increased cost.

This requirement can be mitigated by using the MAXSESSIONTRANSFERSIZE option, which limits the 

combined table sizes for a single session that can be transferred to a new server. (And consequently the 

required time).

If the Kubernetes cluster lacks sufficient resources to support both instances of the CAS server, the 

process cannot be completed and will fail. If the new instance of the CAS server fails to start, the state 

transfer process aborts and the existing CAS server continues to be used.
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Availability of the SAS Programming Run-Time Environment.

Let’s review some availability considerations for SAS Compute, SAS Connect and SAS Batch 

components.
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We have used this diagram that presents most components of the SAS programming runtime in other 

lessons.

It’s important to present it here to remember that the SAS programming runtime is made by so many 

different components, and it's important to cover all when thinking how something could be a point of 

failure.

When we discuss failures, or better, resilience to failures, we can recognize that the considerations are 

different when we talk about different platform levels.

Services and spawners, that is, the mid-tier components used to interact with the clients or launch the 

backend, have their own considerations.

Or are we talking about the failure of an actual compute session, a server session in the backend?
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Let's start from the middle-tier services and spawners.

The batch service, the Compute service, and the Launcher service are all configured and behave just 

like any other stateless service.

This means that they are controlled by a Kubernetes replica set. Kubernetes takes care of restarting any 

failed pod.

In case you configure HA, then the horizontal pod autoscalers configure a cluster of two pods each.

For each service, clients are balanced across both pods.

In case of failures, Kubernetes automatically manages client failover between instances.

These services support zero downtime rolling updates. You can update the environment live.

With a cluster of at least 2 instances and a Pod Disruption Budget of 1, operations such as draining a 

Kubernetes node or performing a rolling update of the service do not interrupt service to the clients.
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SAS Connect has two mid-tier components, the SAS Connect service, and the SAS Connect Spawner.

Just like the services we just discussed, they are controlled by a Kubernetes replica set, which takes 

care of restarting the pods in case of failure.

They can also be configured for HA with default Horizontal Pod Autoscalers, but their behavior here is a 

bit different.

Although client connections can be balanced between multiple mid-tier instances, they cannot survive 

failures.

With SAS Connect, if a mid-tier service fails, all backend servers managed by that instance are lost, and 

the connected clients will get an error similar to the one highlighted here.

In this case, the client will need to start a new connection which will instantiate a new backend.

For this reason, SAS Connect does not support Zero Downtime Rolling Updates.
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Backend servers contain the engine that runs the SAS code.

They are usually started on demand, in which case, they are not restarted in case of failure.

It's up to the client application, or to the end user, to restart a failed backend server and to reload the 

data.

A partial exception to this rule happens during SAS Viya platform updates. If a failure happens during the 

programming run-time server initialization, SAS Workload Orchestrator and SAS Launcher can catch it 

and relaunch the affected jobs automatically.

Compute servers and Batch servers can be configured with a pool of available servers.

With this setting, the mid-tier services pre-start a given number of backend instances, monitor them, and 

take care of always keeping at least that minimum number up and running.

In this case, even when a failed backend server is automatically restarted, the running session is lost 

and, again, it’s up to the client to re-load data and re-submit the code.
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sas-viya batch jobs submit-pgm --pgm-path 
/home/myuser/mypgm.sas --restart-job

Batch servers support automatic restart of long-running jobs thanks to three “restart” command-line 

options.

In case of failures, the batch service will start a new backend server session and re-submit the previous 

job. Depending on the command-line option, the job will either be restarted from the beginning (restart-

job), or from a data step checkpoint (restart-datastep) or from a label included in the SAS program 

(restart-label).

It is important to understand that, in all these cases, the new batch server pod might be restarted on a 

different node. When re-starting from the beginning, the job will re-load or re-calculate its data. But when 

re-starting from a checkpoint or a label, the job expects to run with an up-to-date status as it was before 

the failure. If it was working on temporary data, that was probably stored in the SASWORK area of the 

session that failed. After the job restarts, possibly on a different machine, can it find this data? This is 

only possible if the environment has been properly architected, for example, by locating the SASWORK 

area on shared storage.
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Let’s review the main availability considerations for some of the SAS Viya stateful services: the SAS 

Configuration Server, Consul, the SAS Message Broker, RabbitMQ, and the SAS Redis Server.
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By default, SAS Viya environments are installed with these services already configured for high 

availability.

In detail, there are three replicas for the SAS Configuration Server, three replicas for the SAS Message 

Broker and two replicas for the SAS Redis Server.

They are all defined as Kubernetes stateful sets, so if a pod dies Kubernetes takes care of restarting 

each individual pod.
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SAS Configuration Server Cluster

Consul Cluster Leader

Consul Cluster Follower

Consul Cluster Follower

Let’s see some details about the SAS Configuration Server, based on HashiCorp Consul.

It is deployed by default as a cluster with 3 server instances. It’s important that the cluster always starts 

with an odd number of replicas, so that they can form and maintain a quorum.

Having 3 servers enables SAS Configuration Server to maintain a quorum if one server fails. To achieve 

more redundancy, moving to 5 replicas enables SAS Configuration Server to operate with 2 failed 

servers. Having 3 or 5 servers is recommended to balance redundancy and performance.

With three replicas, if you lose one, you still have a functioning cluster. If two instances go down, then 

you lost the quorum and the whole cluster takes itself offline. As soon as Kubernetes restarts the pod, 

the pods rejoin the cluster, and they re-establish a quorum.

Having a quorum is important for the members of the cluster to elect a leader. Only the leader can 

update the cluster status (that is, perform write operations). All instances can answer client queries, that 

is, answer read requests.

If the leader fails while there is still a quorum, the surviving instances elect a new peer to become the 

new leader.
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SAS Message Broker Cluster

RabbitMQ

RabbitMQ

RabbitMQ

Also the SAS Message Broker, based on RabbitMQ, is deployed by default as a cluster with 3 server 

instances.

It is recommended to always run an odd number of RabbitMQ nodes in order to properly achieve a 

quorum. Several features, such as, quorum queues, and client tracking, require a consensus between 

cluster members, which can be achieved with an odd number of nodes.

Again, maintaining a quorum requires the majority of the instances to be available and therefore, with 

three replicas, you can only lose one instance. If you lose two nodes, RabbitMQ goes offline.

The cluster works in a different way than Consul.

For failover purposes, the cluster model is active/active. All members are active, and they all answer to 

both read and write requests. The details are a bit more nuanced, because each member is in charge for 

some of the queues and not for all of them.

Other cluster members forward requests for a specific queue to its manager instance, and that manager 

maintains and mirrors state information and content back to the other cluster members.

If one member of the cluster fails, then the leadership role, for the queues that it was managing, gets 

transferred to a surviving member.
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The SAS Redis server is deployed as a simple Redis cluster, composed by 2 instances deployed as a 

Kubernetes stateful set.

The first instance starts as a cluster controller, the second is a replica node.

In previous releases of the SAS Viya platform, they were managed by the SAS Redis operator. This pod 

is still deployed but is now unused and deprecated.

For failover purposes, both instances are always up and running and can answer client read requests, so 

the cluster model is Active/Active.

The controller is the only node accepting write requests and updates the replica asynchronously.

If the controller fails, then the replica waits for a few seconds, before stepping in, and becoming active in 

its place.
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• Other resource types (“Ephemeral storage” and  “Huge pages”) exist but are 
not used very often (for example CAS).

Resource requests and limits can be set for each container of the pod. 

• Most common resource types are :

– CPU

– Memory

• The pod’s resources request is the sum of all the container requests. 

• The pod’s resources request is evaluated by Kubernetes to decide if the pod can be 
scheduled and on which node

The Kubernetes scheduler evaluates various conditions before making the decision to schedule the pods 

in the cluster.

Kubernetes relies on containers resource specifications to manage the Kubernetes resources.

Depending on the sum of the defined resource requests of all the containers of the pod, Kubernetes 

decides if the pod can be scheduled and on which node.

It looks if there is enough resources available on a Kubernetes nodes before placing and starting the pod 

there.

That's basically how it works.

Of course, there are a lot of other factors that come into the final decision to schedule a pod somewhere.

(such as tolerations and taints and node affinities and so on).

But the containers resource requests are also a key part of this decision.

Resource request and limits can be set for each container, inside the pod definition and we have an 

example on the right-hand side.

The most common resource types are CPU and memory.

There are other resource types like ephemeral storage or huge pages, but they are rarely used.

For example, in SAS Viya, ephemeral-storage request are used only for the CAS containers.

A pod typically contains one container, but it can have more. To determine the resource request for the 

pod, you must sum the requests for all containers. This total represents the pod's resource request, 

which Kubernetes uses to decide whether the pod can be scheduled and on which node, provided there 

is at least one node with enough available resources.
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So what are these “request” and “limits” settings ?

As explained before , the request value is used to determine on which node to place the pod

Combined requests for all the containers may not exceed nodes resources.

It means that, if you make the sum of all the container requests of all your pods into the cluster, it could 

not be higher than the available resource inside the Kubernetes cluster.

For example, on the right-hand side here, there is a view from OpenLens and it tells you that the sum of 

all the containers CPU requests is 24.3 and the cluster CPU capacity is 32 cores.

So that's fine. BUT if we had a total of CPU requests in all the pod's definitions higher than 32 cores 

then, we would see some pods remain in the pending state.

Once scheduled on a node, the containers can consume more resources than requested if available.

Each container can have a given amount for the request but then the container can use more than this if 

needed.

The request is just what it needs to start, but after that, it could potentially use more resources than what 

has been initially requested.

Now, regarding the limits,

their value is used by the Kubelet running on each node to ensure the container is not using too much 

resources.

As a reminder, the kubelet is a little agent that is running on each Kubernetes node and the kubelet will 

make sure that the container does not consume more resource than the defined limit.

If you make the sum of all the limits of all the containers defined in all the pods, it can exceed the node’s 

resource (as you can see on the Lens screenshot for the CPU limits).

But what the kubelet will do is that : if an individual container is exceeding the defined CPU limit, then the 
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containers’s process will be throttled.

And for the memory, if the individual container exceed its memory limit, then it could be terminated by the 

Linux Out Of Memory killer.

As you see, requests and limits are two things that are used by Kubernetes to manage the workload, but 

in a different way.
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➢

➢

➢

The quality of service is a level of service provided to pods.

We will see that this Quality of service is based directly on the resource definitions for the containers 

inside the pod.

Depending on the quality of service, there will be different behavior or different way for kubernetes to 

manage the pods.

There are 3 different “Quality of Service” levels, depending on resource limits and resource requests 

values

Let’s start with the Guaranteed Q O S or Guaranteed Quality Of Service, the pods are in this class only 

when the limit and requests are set to the same value for all the containers inside the pod.

You can see here an example on the right side where, for the memory, the limit and the request have the 

same value, 200 megabytes.

It must be the same thing for the CPU. CPU limit is 700 millicores and CPU request is also 700 

millicores. So, it's the same.

For both resources types (memory and CPU), we have the same value.

So, if all the containers inside the pod follows the same rule, then your pod will be automatically 

categorized in the guaranteed QS class.

Now, when the pod is in guaranteed QS, it means that they are considered as top priority and will be the 

last ones to be evicted in case there is a shortage of resources on the node.

Using this guaranteed Q O S is a way to add additional guarantees that those pods would only be 

evicted at last resort.

The second QS class is “burstable”. It’s when at least one container in the pod has a resource request 

that is defined (either memory or CPU).
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In this case the pods have some form of minimal resource guarantee, but they can use more resource 

than when available.

So “burstable” is the right name for them : there is like a request, but there's no limit defined for them.

The last category is “best efforts”. It's when the containers in the pod do not have any memory or CPU 

limits or requests specified.

The pods in this category will be treated as lowest priority and they will be the first to be evicted if the 

node runs out of memory.
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How do we express the CPU and memory resource requests and limits?

CPU power is expressed either in number of cores or in millicores, one core is equal to 1000 Millicores.

You represent millicores with a little M, like 250 M, which present 250 millicores or a quarter of a core.

You can also use an integer value like two, which means two full cores.

And it will always be an absolute value.

It's not something that is related to the node capacity: one or two millicores will always represent the 

same value no

matter what the node capacity is or no matter how many cores you have on the machine.

On the other hand, Memory is specified in bytes.

We have the habit of working with this kind of unit. So, kilobytes, megabytes, gigabytes, terabytes, et 

cetera.

You can give either the exact number of bytes or you can use one of the unit abbreviated value.

Finally, the “base two” notation is also available but it's roughly the same as the decimal notation.
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So here's a little example with a SAS Viya manifest.

These kind of resource limits requests correspond to the default resources settings for many lightweight 

microservice containers like sas-arke, sas-activities, sas-audit, sas-batch, etc… .

You can see that the request is 50 millicores, which is equivalent of 5% of a core and 50 megabytes.

It's pretty low, so normally Kubernetes should be able find a place to start this pods quite easily.

Then you have the limit for it.

The limit is half of a core and 500 megabytes of memory.

It means that IF this specific container, inside the pod, starts to use more than half a core then its 

process will

be throttled. Now if it uses more than 500 megabytes of memory, the container could be killed (by the 

Out Of Memory killer).

Again, as noted here, this kind of specifications that you see on the screenshot is pretty

representative of the SAS Viya microservices. So, most of the microservices containers inside the 

stateless pods, will have those kind of resource limits and requests.

Now here is a little quizz for you : what would be the QoS level for the pod holding this container ?

OK let’s wait for a few seconds, to let you think about it…

The Answer is “Burstable” - because the request and limits are set but they have different values.
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Some additional considerations regarding the resource management:

It is possible to set default requests and limits at the namespace level. You can see an example of that, 

although I’m not sure it would be interesting for a SAS Viya deployment) – Note that it is different from 

namespace ResourceQuotas (where you limit the total sum of compute resources that can be requested 

in a given namespace).

If you only specify the limit but not the request, then the requested value will be the limit value.

Other way around : if you specify a request but no limit, then the limit will be set to the default memory 

limit for the namespace, otherwise it will be unlimited…only limited by the Node’s available memory 

(which could lead to the OOM killer being activated and starting to kill processes at the node level)
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kubectl -n gelenv-lts get pod sas-cas-server-default-controller -o 
json | jq ".spec.containers[].name, .spec.containers[].resources"

Finally, if we want to look at the resource requests and limit set for a particular pod, we can do it with the 

kubectl command and jq to parse the output as in this example.

We see a lot of lines because there are 3 containers in the “sas-cas-server-default-controller” pod.

We respectively see the request and limits for the cas container first,

then for the sas-backup agent

then for the sas-consul-agent

In this case, we can see that the CAS pod is in the burstable class of QoS with no CPU or memory limits 

configured for the CAS container.

That’s the CAS pod’s default resources configuration when the CAS-AUTORESOURCE is disabled.
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kubectl 
describe

kubectl describe node intnode01

A good place to begin when reviewing resources in a Kubernetes cluster is to view the details of the 

nodes in the cluster

The Kubernetes node resource information is easy to get.

You could use something like Lens or even simpler just run the kube CTL describe command for the 

nodes.

So now we will review the kind of information provided by the “kube CTL describe node” command.
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The information on the node is also what will be used by the Kubernetes Scheduler to allocate pods 

based on their resource requests.

We can see that on this node we have :

8-cores,

64 GigaBytes of RAM

and around 200 GigaBytes of ephemeral storage (which correspond to the local disk where the slash var 

directory is located).

There’s NOT a lot of differences between “Capacity” and “Allocatable”.

'Allocatable' on a Kubernetes node is defined as the amount of compute resources that are available for 

pods.

Also, in the output’s screenshot on the right side, we can see that Hugepage are not configured on the 

node. It is something that sometimes may be activated on the Linux OS and could be used in the 

container resource requests.

For a SAS Viya deployment, the key information are the number of cores, amount of memory and 

number of pods.
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There is also a section where you can see the real-time allocation of resources on the current node.

Be careful here : it is NOT the usage; it is the allocated resources (based on the sum of ALL the 

containers resources requests of the pods that are running in the cluster).

At the moment, we see that 68% of the CPU and 38% of the memory resources of the node have been 

allocated.

The limits column is not really meaningful in this table. One way to interpret it, though is to say that if all 

the containers were consuming CPU up to their limit, they would use 1000 percent of the cluster 

capacity.

On this node we can see that no ephemeral-storage has been requested, but if we were looking at a 

CAS node, we could see an amount corresponding to the CAS container’s request for ephemeral 

storage.
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Then there is an interesting section that lists all the pods running on this particular node.

Here is a little Quiz for you : Do you see anything strange here ?

OK let’s wait for a few seconds, to let you think about it…

Here is a hint : look at the cas worker line…

OK let’s wait for a few more seconds…

So yes the Memory Limit is below the Memory request

How can it be possible ?

It is because limits were NOT specified for the CAS container, remember we only had memory requests 

specified (so automatically the sum of memory request is higher than the sum of memory limits).

Note the percent, between brackets, after the requests and limits is the percentage of the node capacity 

that has been allocated to the pod.
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kubectl top node

And finally, you also have the handy “kube CTL top node” command to get an overview of the current 

workload breakdown by node.

This time it corresponds to the usage, not the allocation.

Note that the “kube CTL top” command will only work if you have a metrics service deployed in the 

Kubernetes cluster.
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The customer is testing the deployment of a second Viya environment (in its own distinct namespace) of 

the same Kubernetes cluster.

But after 15 hours the second Viya environment is still not ready

Most of the pods are not running or not ready.
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After some investigations, it turns out that the sas-crunchy-postgres pod remains PENDING (even after a 

restart), preventing other pods to start

The pod’s event log tells us that the sas-crunchy-postgres can not start because 4 nodes have 

“insufficient CPU”. We can see this log with a “kube CTL describe” command.

However, when we look at the node’s current utilization, none of them seems particularly busy on their 

CPU…

You can see that we use the “kube CTL top” command here.

It is an equivalent of the linux “top” command that gives the real time CPU and memory utilization for 

each Kubernetes node.

Whether we look in Lens or in the “kube CTL top” command result, none of the node seems to be under 

high CPU pressure…

Each node has 8 cores and only “intnode01” seems to be using more than 50% of it.
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So maybe the explanation is that my SAS Crunchy Postgres needs a lot of CPU, and that is the reason 

why Kubernetes can not schedule it on any node ?

Let's check the SAS Crunchy container request.

We have our very handy command, where we can see what has been defined in terms of CPU requests.

not we do the sum, it will be around 165 millicores.

It's really not a lot. It's like 16 percent of one core which is definitely not a very high request.

So why does Kubernetes keep my SAS Crunchy Postgres pending forever and complain about 

insufficient CPU?

I’ll let you think about what could be the explanation for a few seconds…
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The answer is in the “Allocated Resources” table…

The answer can be found in the node's descriptions and more precisely in the “Allocated Resources” 

table.

now you will see that each of the nodes that could hold my SAS Crunchy pods, the allocated resource for 

the CPU is around 100 percent.

So even if in terms of usage, the utilization of the CPU of my nodes is pretty low (maybe limited to 50 

percent), the fact that we have a lot of containers doing requests will reserve ALL the CPU capacity 

declared on the nodes.

The CPU request on each node is too high.

What it tells us is that the Kubernetes scheduler is not looking at the CPU or memory utilization.

It is only looking at the sum of the specified requests, resource requests of all the containers.

What matters is really what has been already reserved or allocated.

The pods will be scheduled on a node if there is remaining, allocatable capacity, otherwise it will remain 

pending.

That's very important to understand.
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The key take-away of this use-case is that the Kubernetes scheduler is NOT looking at CPU or Memory 

utilization to make its decision to start a pod or not.

Instead, it compares the node’s allocated resources and the new pod resource requests.

Of course, there can also be additional factors such as pod affinities and tolerations that can prevent a 

pod to be scheduled on a node…

But if all the nodes show something near 100% for their allocated resources, then it is unlikely that the 

cluster will accept any new workload.
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kustomization.yaml

cas-
manage-cpu-and-memory.yaml

For any version of Viya, the 3 keys resources for CAS are the memory, the CPU and the CAS Disk 

cache.

There are three possibilities to configure the CPU and memory resources allocation for CAS:

First, the CAS Auto-Resources configuration (where the CPU and memory values are automatically set 

for you)

Then we have the “cas-manage-cpu-and-memory” YAML file where we can set our own values for the 

CPU and memory requests and limits.

And the last option you can simply just keep the default values: not choosing the CAS Auto Resource, 

and keep the default values for the CAS containers.

So there are basically three options available when it comes to the CPU and memory resource 

configuration for CAS and we will now detail each of them.
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The CAS auto-resources is the recommended option and is enabled in the default kustomization DOT 

YAML file that is provided in the official documentation.

The 2 lines correspond to the activation of what we call the “CAS auto-resources” mode.

When this mode is enabled, it is expected that all the node(s) that have been dedicated to CAS have 

been: NOT only labelled but also tainted to prevent other pods to run there.

When the CAS operator detects that CAS Auto-resources is configured, it will search for nodes with the 

“CAS” label.

Then it will look at the Node’s capacity and dynamically assign the request and limit values for the CAS 

pods.

The objective here is to make sure that each CAS pod can use all the available resources on a node.

For example, in a CAS MPP deployment, the result is that each CAS instance (controllers and workers) 

will have a dedicated Kubernetes worker node.

CAS Auto Resources should be used in most deployment.

It is our official recommendation, because then CAS can use all the available resources in terms of CPU, 

memory on the node and maybe also you can plan some very fast storage system on those nodes.

We know that CAS is very CPU intensive and memory intensive, so that’s usually the best way to 

configure CAS.
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•

•

•

•

•

On this slide, we have an example of the values that will be set by the CAS operator when you enable 

the CAS Auto Resources.

In this example, we have CAS nodes with 8 CPU and 64 gigabytes.

* As you can see, the CPU and memory limits are set to approximately 100% of the nodes' capacity.

Okay, so the cpu limit value is “8” here, because we have 8 cores on this machine.

* Then for the requests in terms of CPU and memory, it will be set to approximately 75% of the nodes' 

capacity.

In the past, we had the same values for the limits and requests.

By doing that we had this Guaranteed Quality of Service, and we were sure that there would be no risk of 

eviction of our CAS pods.

But it has been changed, because, if we assume that the CAS nodes have been tainted, then it means 

that ONLY our CAS pods running there.

So, there was no need to protect it against the eviction, right?

The other advantage to have a request that are lower than the limits, is that it allows other containers 

inside the CAS pod to increase their resource usage when needed.

For example, the CAS backup agent used to have a very limited access to the CPU power because of a 

fixed and low CPU limit, but now, since we are more flexible on the limits and requests, the CAS backup 

agent can increase its CPU utilization, which ultimately helps to reduce the backup execution times !

With this change there is a better utilization of the CAS node’s resources.
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/sas-bases/examples/cas/configure/cas-manage-cpu-and-memory.yaml

•

•

o

With the second option, we can specify our own values (instead of using the cas auto-resource mode).

There is a specific Kustomize PatchTransformer where we set the CPU and memory requests and limits.

As usually to implement the configuration change, we need to copy the PatchTransformer template into 

our “site-config” directory, replace the limits and request placeholder with our own values, then reference 

the PatchTransformer file in our main kustomization DOT YAML and rebuild and re-apply the Kubernetes 

manifests.

Since in this case the CAS pod will co-exist with others pods on the nodes, it is strongly recommended to 

set the limit in a way the CAS pod goes in the Guaranteed Q O S, so it is protected against Kubernetes 

eviction.

It might be interesting to do that if we need to run multiple instances of CAS on the same set of nodes (if 

we have configured multiple CAS servers or multiple Viya environment in the same cluster).

We might also do that if we want to run CAS MPPs with a high number of workers, but we don’t have 

enough physical machines to run a worker by machine.
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cas-manage-cpu-and-memory.yaml

Here is an example of the cas-manage-cpu-and-memory dot YAML file, where we implement the 

Guaranteed Quality of Service.

Note that the memory limit and request have the same value, while the CPU limit and request also have 

the same value.

Doing that for all the containers inside the pod will ensure that the pod is categorized in the Guaranteed 

QoS by the Kubernetes scheduler.
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Finally, the last option for the CAS resources is the “no-limits” option.

It is when you are not using the cas auto-resource in kustomization.yaml and you are not using the 

PatchTransformer to specify your own CPU and memory values.

In such case, the CAS resources requests and limits will get the default values.

Remember that if the CAS nodes are tainted for CAS workload, no other pods should be on the CAS 

node - which results in full access to the Node’s resources for the CAS pods.
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In addition to the CAS container CPU and memory tuning that we have in other modules, CAS can also 

expose some specific settings and policies

for better control on how CAS is using the available resource in the Kubernetes cluster.
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With Viya 3, we had some CAS server options like cas.MEMORYSIZE or cas.CPUSHARES to limit the 

CAS servers Memory and CPU utilization.

Now it is something that is managed by Kubernetes natively based on the containers resource requests 

and limits.

However, we still have settings like the NWORKERS where you can force a CAS action to run only on a 

subset of the nodes, or the MAXSESSION where you can globally limit the number of CAS session that 

an be running at the same time on the CAS server. In March 2025 a new option 

MAXCORESPERWORKER was introduced.

Finally we also still have the CASlib quota policies.
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 CAS MySession SESSOPTS=(NWORKERS=3) ;

The NWORKERS option allows the user to set the number of worker nodes to be used for the session in a 

distributed deployment.

This will typically only be used for small datasets so that data will be placed on one node.

Or it may be used for task-parallel mode, where three different nodes may run three different actions on three 

different datasets in parallel.

The user can NOT select on which nodes to execute.

The CAS controller places the session on nodes with the lowest load.

This features requires some testing to understand the potential implications on other workloads. Refer to the 

official documentation for additional details.
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If the administrator wants to limit the number of CAS sessions, then the MAXSESSIONS option can be used to 

do so.

This may be necessary to prevent overcommitting resources for a CAS server.

BUT If used, then it may be time to reconsider resizing the deployment.
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specifies the maximum number of cores per worker.

A new server option cas.MAXCORESPERWORKER was introduced in the stable version of March 2025, 

2025.03.

It specifies the maximum number of cores per worker.

Reducing the maximum number of cores per worker can help reduce contention between cores and improve 

performance.

This is especially true when multiple users are running highly concurrent actions on the CAS server.

By specifying this option, you can change the default maximum for all sessions on your CAS server.

Note that in the documentation you can find a script example, to measure how the MAXCORESPERWORKER 

value can affect the computing elapsed time for you specific program. You can see a screenshot, here, of the 

results for a simple SUMMARY action.

Of course the results can vary significantly, depending on the number of cores that are available and the number 

of concurrent jobs that are running on your CAS server when the program is executed, but it can be very useful, 

for example to optimize CAS batch processing.
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So, what are the CASLib quotas policies ?

It was already there with Viya 3, but it's basically a way to set some quotas on the utilization of the CAS 

tables.

So, there are two types of policies.

You have the global CASLib policy, and you can define only one for each CAS server. It allows you to 

place some space quotas on specific global CASLibs.

We will see an example of that.

Then the second type of policy is a priority level.

You can define up to five policies for each CAS server, the name of the policy must be associated to the 

CAS Server name.

That will be used to define space quotas for group of users, and it will limit the usage of the users’ 

personal tables data,

This type of quota policies can be associated to a group of users or to individual users.

A SAS administrator can use the SAS Viya command line (or CLI) interface to create quotas policies on 

the CAS tables and the policies are then stored in the SAS Configuration Server (aka Consul)
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The shared global CASLibs HPS and MyGlobal can use up to 
200GB and 100GB of CAS_DISK_CACHE space, respectively. 
The maximum amount of disk cache space that all global 
CASLibs can use is 400GB.

Three out of a maximum of five policies are defined for the 
CAS server, cas-shared-default. 

The policy, cas-shared-default-priority-1, applies to CAS users 
who are members of the user group with the same name. 
They can use up to 500GB of CAS_DISK_CACHE space in their 
personal CASLibs (CASUSER) for shared global CASLibs and up 
to 500GB CAS_DISK_CACHE space for session tables. 

UserA is not a member of any of the CAS resource 
management user groups  but can be explicitly assigned to a 
priority-level policy

Here is an example where we have two shared global CASlibs “HPS” and “MyGlobal”, which can use up 

to 200 gigabytes and 100 gigabytes, respectively,

of CAS disk cache space.

And the maximum overall amount of disk cache space for all the global CASlibs is 400 gigabytes.

We can set limits for specific global CASlibs, and also set a global limit that applies to all global CASLibs.

Then if we look at the other kind of policy, priority levels, we can see that we have three out of a 

maximum of five policies that apply here for the “cas-shared-default” CAS server.

Remember that you could have multiple CAS servers in your Viya deployment , while “cas-shared-

default” is the default name for the CAS server you could have other CAS Servers with different names.

The first policy, “priority one” applies to the CAS users who are members of a user group with the same 

name.

So, you need to create a user group with the same name, “cas dash shared dash default dash priority 

dash one”

If you are a member of this group, then you are limited in your usage of the CAS disk cache space, for 

your own personal CASUSER Caslib (CAS USER) and also for the temporary session tables.

In this example, we see that there are three different policies.

So, the “priority dash one” is for the users who have the highest amount of space available for their 

tables.

And then priority three, it's limited. Also, you can define a specific user and assign it directly to one of 

those priority policy points, okay?

So those kind of policies, as of today, can only be set with the Viya CLI.

And there were some blogs that were written at the time of SAS Viya 3 about them, you can find them in 

the Reference section of the notes.
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SAS Viya services—whether stateless, stateful, or compute-based—include configuration options that 

are quite similar to what was available in SAS Viya 3.x. These settings are all accessible through SAS 

Environment Manager.

When it comes to Java-based applications—like SAS Logon or SAS Authorization—you can configure 

familiar Java runtime settings, such as XMX and XMS.

That said, it's important to proceed with caution. The values you assign to XMX and XMS must align with 

the container’s resource limits. Here’s why.

Let’s say you set the initial Java heap size, the XMS value, to 4 gigabytes. But your container is only 

allowed 1 gigabyte of memory. In that case, the pod is likely to be terminated shortly after startup. Why? 

Because the Linux Out-of-Memory Killer will be triggered by the kubelet, and it will shut the pod down.

Just as a reminder, XMX defines the maximum memory that the Java Virtual Machine can allocate, while 

XMS defines the initial amount of memory it starts with.

So always be sure your Java memory settings are in sync with your container’s resource configuration.
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Let’s talk about how initial resource settings are handled in a Viya deployment.

The starting point for service-level resource requests and limits—like how much CPU or memory a 

service can use—is defined in the deployment asset files. If you navigate to the sas-

bases/base/components directory, you’ll find a list of subdirectories. Each one corresponds to a different 

Viya service.

Inside each of those, you’ll see a file called resources.yaml. That file contains the default configuration 

settings for CPU and memory—both the requests and the limits.

Take SAS Studio as an example. Its default limit is set to 2000 millicores—that’s two CPU cores—and 

one gigabyte of RAM.

Now here’s something important: most Viya services fall under what’s called the burstable Quality of 

Service category. This means that at least one container in the pod has a resource request defined—

either for memory, CPU, or both. Because of that, the pod is guaranteed a minimum level of resources, 

but it can also use more if the cluster has them available.

This model helps balance resource efficiency with performance, especially in shared environments 

where workload demands can vary.
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SAS Viya comes with default, out-of-the-box settings for pod resource requests and limits. But in many 

cases, these default values need to be tuned to better match the expected workload and number of 

users.

Back in September 2021, the SAS performance and benchmarking team published a great internal study 

that focused on this exact topic. The scenario they explored involved a SAS Visual Analytics workload, 

with up to 200 users interacting through a web browser, and another 1,000 batch requests coming in 

through the API.

Now, the study included examples of changes made to CPU and memory limits for specific containers. 

But that’s just part of the story. What makes the study so helpful is that it also dives into other important 

adjustments.

For example, they had to increase the number of pod replicas for certain services. They also had to tune 

Java settings—like the Java heap size using JAVA_OPTION_XMX—and update connection pool limits 

for Tomcat data sources.

So, while the defaults are a great starting point, real-world usage often demands a bit more fine-tuning. If 

you’re scaling for larger teams or heavier loads, that paper is definitely worth reviewing.

553



Page 554
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

•

•

•

•

•

•

In a more recent internal performance study, several tests and benchmarks were conducted to identify 

resource bottlenecks in a different scenario—this time involving between 100 and 300 concurrent users 

accessing reports through the Web Report Viewer. These reports were based on a total of 10 gigabytes 

of datasets.

During the tests, the performance team noticed CPU and memory issues affecting multiple 

microservices. These included the SAS Visual Analytics app, the SAS Logon app, SAS Authorization, 

SAS Identities, and SAS Report Execution.

The first step was to adjust the pod resource limits for those services.

This helped improve response times, but the team still observed some variability. In particular, the 

maximum response times were a bit too high.

To address this, they turned their attention to the Horizontal Pod Autoscaling settings, tuning the HPA for 

each of the microservices that had been flagged.

This combination—tuning pod limits along with HPA—did a lot to smooth out the response times. But the 

improvements didn’t stop there.

The team also had to make sure that the Java Virtual Machine settings were consistent with the new 

memory configurations. Specifically, they aligned the XMS and XMX values to match the adjusted pod 

memory limits.

And finally, with additional tuning for the JDBC connection pool and the Report Data Service, the overall 

response times improved significantly.

It’s a great example of how layered tuning—resources, autoscaling, JVM, and service-specific 

configurations—can make a real impact on performance.
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Monitoring and logging tools like Grafana and Kibana can also play a key role in identifying potential 

resource issues before they impact performance.

During the benchmark studies, the team set up specific dashboards and alerts to help detect when 

containers or nodes were approaching their resource limits. These visualizations made it easier to spot 

where more CPU or memory might be needed.

For example, by using custom dashboards and targeted alerts, teams can proactively adjust memory 

limits, increase the number of replicas, or even scale up nodes. This gives you a much better chance of 

making adjustments before any performance degradation or service availability issues occur.
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• Setting an alert that fires when the memory consumption for 
that pod exceeds 80% of its memory limit should help detect 
and prevent OOM problems with user concurrency.

And finally, let’s talk about the sas-cas-control pod.

This is a stateless service designed to assist CAS, and it plays a very important role in the Viya 

deployment. It serves as the connection point that allows applications like Visual Analytics, Model Studio, 

and others to reach the CAS servers. It also manages the CAS servers themselves, including session 

handling, library assignments, and permission controls for all CAS-related resources.

Why does this matter?

Because it’s been observed that the sas-cas-control pod can become a bottleneck when the CAS server 

is under heavy load, particularly when many CAS sessions are being launched at once. In environments 

where this kind of load is expected, it’s a good idea to include this pod in your monitoring setup. If 

necessary, increase its resource limits to avoid slowdowns.

That said, recent versions of Viya already ship with raised default limits. The pod is now configured to 

use up to 500 millicores—that’s half a CPU core—and 2.5 gigabytes of memory. This improvement 

helps, but in high-demand situations, further adjustments might still be needed.
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SAS Viya’s Compute, Connect and Batch Servers pods embed the 
SAS Programming Runtime Environment (aka SPRE) container.

The SPRE container is the Kubernetes component that runs the SAS 
code:

▪ Your own SAS Code (submitted through SAS Studio or VS code from example)

▪ The SAS code generated by the Viya applications (such as the Analytics pipelines).

Since the 2025.02 version, new and enhanced capabilities are provided to allow to 
run CAS-enabled procedures directly on the SAS Compute Server.

• It needs enough CPU and memory to run the code efficiently.

• Default CPU and memory limits are set in the PodTemplates 
used by compute, connect and batch server instances (and can 
be changed).

• But Memory and CPU resources in the cluster are not infinite...

So SAS Viya's compute, connect, and batch servers pods embed the “SAS Programming Runtime 

Environment” container, also sometimes called SPRE.

So this SAS Programming Runtime Environment container is the one where the SAS code is executed.

It can run the SAS code that you submit through SAS Studio or VS Code, for example, or it can be the 

SAS code that is generated by other SAS Viya applications.

For example, when you run the Analytics Pipeline in Model studio, behind the scene, it will start up one 

or several compute server sessions.

Starting in SAS Viya 2025.02, major enhancements to the SAS Compute Server simplify SAS 

programming by enabling advanced analytics procedures to run directly on the Compute Server—

eliminating the need for a CAS server in many cases.

These updates introduce in-process execution, multithreading support, and expanded native Python 

integration, providing greater flexibility and efficiency.

So we can expect intensive processing to happen in this sas-programming-environment container.

And this specific container will need to have access to enough CPU and memory to run the SAS code 

efficiently.

Default CPU and memory limits are set for the container in the pod templates used by the compute, 

connect, and batch server instances.

And they can be changed.
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Increasing the CPU limits allows to leverage SAS Multi-threaded PROCs (PROC SORT, PROC SQL, 
PROC GLM, ) to run the SAS code faster.

Increasing the Memory limit allows to avoid c-groups “OutOfMemory” (OOMs) kills for jobs 
that need more memory. 

Increasing the CPU and memory requests ensure that less Compute/Connect/Batch pods are 
running on a node and competing for resources

• When the process uses more than the container’s CPU limit, the CPU utilization is throttled

• When the process uses more than the container’s Memory limit, the process is “OOM Killed”

Why is it important to tune the SAS Programming runtime container CPU and memory request and 

limits?

You remember that in Kubernetes, when the process uses more than the container CPU limit, then the 

CPU utilization is throttled.

It's done through C-groups.

Also, when the process uses more than the container's memory limit, the system kernel will terminate the 

process that attempted the allocation

with an out-of-memory error. The kubelet and the container runtimes, which configure the kernel C-

groups, are enforcing these limits in Kubernetes.

Increasing the CPU limit allows to leverage SAS multi-threaded procedures like PROC SORT, PROC 

SQL, PROC GLM, and others.

There is a link in the notes that sends you to the official documentation that lists the supported threaded 

procedure.

So, it's good to increase the CPU limits if you are running those kind of SAS procedures because it will 

allow the SAS code to run faster.

Also increasing the memory limit reduces the risk to have those out-of-memory killer situations when the 

SAS program of the job that is running needs more memory than the defined limit.

Finally, Increasing the CPU and memory requests ensure that less Compute/Connect/Batch pods are 

running on a node and competing for resources, which means that there are less risks to see a node 

accepting too many pods and running out of resources in case all compute sessions are asking for more 

resources at the same time.

It's a way to kind of limit the number of SAS programming runtime environment instances on the same 
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machine.

It's a way to prevent all the compute servers to exhaust the node.
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Now there is something to understand about this “SAS Programming runtime” container.

It contains a SAS legacy engine which natively exploits caching of files on the host for better 

performance.

On Linux systems, the file system caching is a mechanism that allows the kernel to store frequently 

accessed data in memory for faster access.

And the SAS programming runtime leverages that.

Basically, it means that during I/O operations, instead of writing the data blocks on disk immediately, the 

system defer those write operations and keep the data blocks in memory as it will allow to speed up the 

next operations that maybe use those data blocks.

But unfortunately, it is not something that Kubernetes will really take into account…

Inside the container, the data blocks that are kept in memory will count against the container’s memory 

limit (which is usually pretty limited).

Therefore, intensive I/O jobs loading data, for example, ETL tasks (extract transform loading), will 

leverage the OS swap and can quickly trigger those out-of-memory terminations which will kill the 

compute server processed.

So, depending on the SAS program's type of processing, the default Pod template’s memory of 2 

GigaBytes might not be enough…
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❑ Number of concurrent processes writing 

❑ amount of data being written

❑ The pod memory limit

❑ VM instance memory and VM I/O caps

❑ Values of vm.dirty_ratio, 
vm.dirty_background_ratio and vm.min_free_kbytes

❑ I/O device speed

It's hard to say at which point the Compute servers will be terminated by the out-of-memory killer 

because it depends on many factors.

Such as the VM instance memory and VM I/O caps, the values of VM dirty ratio, the speed of the IO 

device, the number of concurrent processes writing, the amount of data being written, and the pod 

memory limit.

Those VM dirty ratio and VM dirty ratio background settings actually influences the behavior of the file 

cache memory usage for “write behind I/O” and also the aggressiveness of flushing write behind.

To limit the risk of terminated compute servers, there are basically two solutions.

One is to increase the podTemplate memory limit. However, it should be done carefully because you 

could end up with one or few pods consuming almost all the system memory on the node. It could result 

in a significant variation in execution times across all jobs, and it could also exhaust the underlying node.

The other solution is to change the value of the VM dirty ratio and VM dirty background ratio on the 

underlying compute server nodes. That's another possibility.

Internally at SAS, the benchmark team has been using a formula to determine the right memory limit 

values.

This formula is based on the SAS MEMSIZE (which is the legacy SAS system option configured for the 

SAS programming runtime)

The addition of the MEMSIZE and the VM Dirty ratio multiplied by the node memory indicates the 

recommended memory limit.

If we take an example here where the SAS MEMSIZE has a value of two Gigabytes, and where we are 

using a compute node machine
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that has 64 gigs of memory with a standard VM Dirty ratio of 20%, then calculation of this formula gives 

us 15 Gigabytes.

So, you would, in this case, change the default memory limit for the SAS programming container from 

two Gigabytes to 15 Gigabytes.
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❑MEMSIZE : Specifies the limit on the total amount of virtual memory that can be used by a SAS session.

❑ CPUCOUNT: Specifies the number of processors that the thread-enabled applications should assume are available 
for concurrent processing.

MEMSIZE and CPUCOUNT 

Another item of interest that is specific to the “SAS Programming runtime” container is the SAS system 

options such as MEMSIZE and CPUCOUNT,

which can also influence the amount of memory and CPU used by the SAS code running inside the 

container.

The SAS MEMSIZE specifies the limit on the total amount of virtual memory that can be used by a SAS 

session.

CPUCOUNT specifies the number of processors that the thread-enabled applications, like PROC SORT, 

PROC SQL, PROC SUMMARY or PROC GLM, should assume are available for parallel processing. 

Basically, it's the number of cores that the SAS system considers for multithreading the activities, when 

those specific threaded PROCs are used.

The CPUCOUNT default value will be:

either 4

or the number of CPU on the host if it is less than 4.

But…you can set your own values for the CPUCOUNT. You can set it to something like 6 or 8 if you 

want, or you can let it take the value that corresponds to the number of CPU available on the underlying 

hosts if you use the “ACTUAL” key term as the value.

If you say CPUCOUNT equals “ACTUAL”, and if your host machine has 64 cores, then the CPUCOUNT 

will be 64 cores and then each running pod or each running SAS programming container will consider 

that it can use up to 64 cores to run those multi-threading procedures for example.

However, out of the box, multithreading procedures will be throttled because of the default two-core CPU 

limit (which is set at the container level).

So, when tuning the compute servers, the SAS MEMSIZE and CPU count would need to be adjusted to 

match the pod templates memory and CPU settings.
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cpu.limit  - 2 CPUs

cpu.request – 50m

memory.limit – 2Gi 

memory.request – 300M

We have talked about why we should tune the SAS programming container CPU and memory resource 

requests and limits.

Now, how do we do it?

It is the “SAS Launcher” service that controls the CPU and memory settings for the launched services 

like Compute Server.

The default value for the CPU request is 50 millicores, and for the memory request, it is 300 megabytes.

And then the limit, are two CPU or two cores and two Gigabytes for the memory limit, okay?

It might be enough, but it really depends on the kind of SAS programming workload that is expected in 

the environment.

You can change those values either in SAS Environment Manager or you can use “podTemplates” 

annotations (with a kustomize “PatchTransformer”).

When you change the values in Environment Manager, it will apply to all the launched pods.

So, whether it's a Connect Server pod or a Batch Server pod or Compute Server pod, it will be the same 

values that you have changed in Environment Manager.

563



Page 564
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

sas-bases/examples/sas-

launcher/configure/

launcher-cpu-requests-limits.yaml

launcher-memory-requests-limits.yaml

launcher-user-process-limit.yaml

The SAS administrator can also use SAS Environment Manager or the Viya CLI to set the CPU and memory 
requests and limits for a specific launcher context (contexts can then be associated to distinct SAS WLM queues).

Now, if you use the pod templates patch transformers (and the location is provided here), you can target 

a specific type of launched pod.

You can target, for example just the Batch Server or Connect Server or just Compute Server sessions.

You can do that. It's not in the example, but it's possible to do it by changing the “labelSelector” in the 

Target specification.

There is also a transformer to increase the launcher process limits, which is 10 by default for a standard 

user.

And finally, something that is very interesting is that you can also assign different CPU and memory 

limits for different contexts, for different “launcher contexts”.

So that's something that you can now do either with the Viya CLI or in Environment Manager.

What is also interesting is that you could then attach different contexts to distinct SAS Workload 

Management queues.

So, I have just presented two slides here in this module about configuring those things…

But you can find more details and explanation on how to configure the SAS launcher service in the GEL 

administration training material.

There is a programming runtime section, you can go there, and you will find video slides and exercise to 

do that.
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As noted at the beginning of this module, starting with the 2025.02 version, new capabilities have been 

added in the SAS programming runtime and allows to run CAS-enabled procedures directly on the SAS 

Compute Server.

Let’s review some associated considerations.

While CAS is unaware of MEMSIZE, SAS Compute Server “CAS-enabled” procedures can only use 

memory up to the value specified for MEMSIZE.

The SAS option CPUCOUNT defaults to 4 CPU.

While SAS 9 procedures running in the SAS Compute Server are constrained by the value of 

CPUCOUNT, CAS and the SAS Compute Server “CAS-enabled” procedures have no awareness of 

CPUCOUNT.

What also appears in the tests is that the SAS Compute Server CAS-enabled procedures remain 

constrained by CPU and Memory limits defined for the “sas-programming-environment” container.

Finally each SAS Compute Server “CAS-enabled” procedure creates a separate table loaded into CAS 

disk cache (/tmp) as SASHDAT and the table is deleted upon procedure termination.
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A benchmark was published with a focus on the utilization of the Enhanced Compute Engine that is now 

part of the SAS programming runtime. The benchmark paper is available to SAS employees and SAS 

partners.

Here are some of the findings :

The introduction of CAS-enabled procedures to the SAS Compute Server requires additional temporary 

storage for CAS disk cache.

It also increases the need to adjust SAS MEMSIZE to ensure successful completion of the procedures.

The data mining and machine learning procedures executed during testing exhibited varying memory 

requirements based on several factors. The memory required by the procedures is a factor of the 

number of features and effects, cardinality, hyper-parameter settings, number of rows, and number of 

threads used.

For reasonable in-memory performance and to avoid reading data from CAS disk cache it is also 

recommended to increase the container’s memory limit to take into account the memory mapped files 

that corresponds to the CAS Disk Cache and can be estimated based on the loaded dataset’s size.

Finally, the benchmark brief provides some general best practices :

First, SAS MEMSIZE should be less than the container memory limit to avoid “Out Of Memory” 

conditions. The container memory limit should be less than the total node memory in order to provide 

adequate resources for the operating system and kubelet to prevent pod evictions. The container 

memory limit should not exceed the allocatable memory on the node.

Then with the variety of resources needed between data management (ETL) and CAS-enabled 

procedure it is a good idea to separate these workloads using batch and compute contexts tailored to the 

needs of each type of work.
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To conclude this module, let’s review the key takeaways.

CPU and memory limits are the Kubernetes safeguards to ensure one single pod is not using all the 

available resources on the node, but they can be adjusted.

It is recommended to review and adjust the SAS programming environment container CPU and memory 

limits to meet the SAS programs workload requirements.

One size fits all will usually not work for this because the SAS programs will not always do exactly the 

same thing.

Some needs more CPU, some needs more memory, et cetera.

The launcher context can be used and associated to workload management queues.

For example, you could have a small, medium, large compute context with different settings for the CPU 

and memory limits.

And you could then attach them to different queues in workload management.

Finally, SAS Viya is scalable. Also keep that in mind when you are doing this kind of computing, tuning, 

planning.

If your Kubernetes infrastructure can scale, then SAS Viya can benefit from it.

Additional nodes can be provisioned on the fly during workload peaks to accommodate more compute 

server pods, it will allow you to run more workload.

Also, the nice thing is that Viya can scale up, but it can also scale down.

When there are less demand, less workload requests on the system, then the provisioned nodes can be 

also released.

So yeah, that's something important to factor in, if you are deploying SAS Viya in a scalable 
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In this module we want to discuss the “CAS Memory Allocation Backing Store”.

As of the 2024.09 release of SAS Viya, we now need to distinguish between two different kind of backing 

stores.

The first is the load table backing store. This is a required configuration you specify that lets CAS use 

local disk as part of a virtual memory scheme so that it has the access it needs to volumes of data that 

might be larger than the physical RAM offered on the host machines.

We cover more about this in the Data Access and Movement content.

Next is the memory allocation backing store. This is a recent feature added to CAS. It provides an option 

for you to configure CAS to protect its use of RAM during analytic processing operations.

This memory allocation backing store is the topic that we cover in this module.

We will first explain the problematic with CAS and the Out-Of-Memory condition, then briefly explain what 

the Cgroups are and how they work and finally describe the new backing store feature and how it 

improves the stability and reliability of the CAS Server.
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To understand why the “Backing Store for CAS Memory Allocations” was introduced, it is first important 

to understand how Kubernetes handles the situation where CAS is asking for too much memory.

On Linux, the container runtime typically configures kernel cgroups that apply and enforce the limits that 

are defined in resources limit specifications.

If the container tries to allocate more memory than this limit, the Linux kernel out-of-memory subsystem 

activates and, typically, intervenes by stopping the process in the container that tried to allocate memory.

In some situations, it is possible that a CAS action tries to consume more memory than the configured 

Memory limit that has been defined for the CAS container.

For example, it could happen with Risk computation with a very high number of dimensions or machine 

learning algorithms working on very large datasets.

In such case the process that corresponds to the CAS session that has run the CAS action will be killed 

by the Linux Out-Of-Memory Killer.

It is not ideal, but it is understandable as the system protect itself against a single process asking for too 

much resources, potentially putting other sessions at risk if not interrupted.

Also if it happens too often, it probably means that more infrastructure resources are needed to perform 

such kind of processing on such amount of data. It makes sense that more complex calculation on more 

data requires more capacities…

But, more importantly, it only affects one CAS session : while the CAS session exceeding the memory 

limit is terminated, the other CAS sessions are NOT impacted.
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Before we go any further, let’s a step back and briefly recap on how cgroups are working…

Cgroups (also known as “control groups”) provides, on Linux, a way to control resources such as CPU 

time, memory among processes running on the system.

A cgroup can be used to set CPU and memory limits for a group of processes

If a process is using more CPU than allowed by the cgroup, it is throttled.

If a process is using more Memory than allowed by the cgroup, it is terminated by the linux “OOM Killer”.

If you open the provided link here, you will find a little cartoon that is helpful to understand how cgroups 

work…

It explains what they are used in a very fun and simple way.

Finally, cgroups are very important because Kubernetes relies on them to enforce the containers limits 

for CPU and memory which are defined inside the container’s “resources” sections.
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Now the reason why we’ve spent a bit of time on the cgroups mechanism explanation is that there was a 

recent change in the way they are implemented in Kubernetes that has significantly impacted the CAS 

server.

From Kubernetes 1.28, with cgroups v2, The “cgroup aware O-O-M killer” is enabled for container 

cgroups via the `memory.oom.group` parameter.

This causes the processes within the cgroup to be treated as a unit and killed simultaneously in the 

event of an Out-Of-Memory kill on any process in the cgroup.

We can illustrate it with the two diagrams below.

So until this change : in case of an Out-Of-Memory condition, only the incriminated process, asking for 

too much memory was terminated – that’s what you can see on the left hand side.

But now, with a recent version of Kubernetes (and if you are using cgroups v2), all the processes which 

are in the same cgroup will be killed and that’s what is illustrated on the right hand side…
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So what does it mean for CAS ?

Well it is not a great news because, with this change :

When a single CAS session process is terminated by the O-O-M killer, all the other processes in the 

same cgroup are also terminated.

Which means all the other CAS process and attached sessions (including the main CAS server process).

So it leads the whole CAS server (SMP) or individual CAS workers (MPP) to go down, impacting the 

whole CAS service.

The table that you see on the left hand-side is an extract from an internal test summary with CAS 

deployed in SMP mode (Remember SMP stands for Symmetric MultiProcessing, it means a single CAS 

instance playing the role of Controller and worker).

The table shows the impact - in a CAS SMP deployment - of a CAS action using too much memory…

It compares the logs and behaviors between two environments : one with Kubernetes 1.27 and another 

with 1.28 and the new cgroupv2 implementation.

573



Page 574
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

•

•

•

•

• memory.oom.group

•

This change makes the consequences of a single CAS action O-O-M event much more serious…

While the occasional termination of a CAS session consuming too much memory is usually acceptable, 

the termination or degradation of the whole CAS service (caused by a single CAS session) a much 

bigger problem…

So how could we avoid this issue ?

Several options have been explored :

switch from cgroups v2 to cgroups v1, but it may not be accepted by the customers or supported in the 

future or by the Cloud provider…

implement a Daemonset to disable the memory.oom.group flag in the cgroups filesystem is another 

potential workaround but it requires specific development and configuration and is currently not a tested 

or supported SAS configuration…
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In order to address this issue, SAS has released a new feature called “CAS Memory allocation backing 

store”.

The idea is to associate a limit to a memory backing store and then to use this limit as a threshold for the 

CAS action.

So if a CAS action is about to use more memory than this limit, the CAS action is interrupted before the 

Out-Of-Memory Kill is triggered.

The end-user will see a nice and clear message to let him know there is not enough resources to 

perform the CAS action.

But more importantly, the cgroup limit is NOT exceeded and the Linux Out-of-Memory condition is 

avoided, which improves the stability and reliability of the CAS Server.
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So how does it work ?

When the “Backing Store for CAS Memory Allocations” is enabled then the CAS Threaded Kernel (or TK) 

is informed that the files in a specific directory can be used to back up the active memory allocations (for 

example: “/cas/tkMemory”).

This directory is mounted in the container, associated to the TK_BACKING_STORE_DIR environment 

variable and mapped to a Kubernetes emptyDir volume.

By default, the content of emptyDir volumes is stored on the node’s root disk (typically 

under /var/lib/kubelet).

However, it is possible to set the emptyDir.medium field to “Memory”, the documentation explains that 

Kubernetes mounts a tmpfs filesystem (RAM-backed virtual filesystem) instead of using the disk.

This kind of “memory based” emptyDir is what we use here.

A size limit can then be specified to limits the capacity of the emptyDir volume. That’s how we can 

control/restrict the memory consumption before it is too late…

If a CAS action leads the CAS Threaded Kernel to exceed the sizeLimit of the backing store, the action is 

immediately interrupted.
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• cas-server-
cr.yaml sas-bases/overlays/cas-server

•

sas-bases/examples/cas/configure/ 

•

•

cas-manage-cpu-and-
memory.yaml

cas-enable-default-backing-
store.yaml 

•

•

cas-enable-backing-store.yaml

• cas-enable-backing-store-with-
priority-groups.yaml

cas-enable-backing-store-with-
priority-group-one.yaml

How is the “Backing Store for CAS Memory Allocations” configured?

For a Viya version that is older than stable 2024.11 (for example LTS 2024.09), you need to edit the CAS 

Server Custom Resource manifest file before the deployment.

3 changes are required :

A new environment variable,

A volumeMount

and a Volume definition must be added in the CAS Custom Resource manifest file.

From LTS 2025.03 and currently supported stable versions, four PatchTransformers are provided under 

“sas-bases/examples/cas/configure/” and covers four scenarios.

The most common case is when the default CAS auto-resourcing configuration is in place, in this case 

you can simply reference the PatchTransformer to force the CAS operator to select an appropriate size 

for the backing store (80% of the memory limit).

If you don’t set a limit for the CAS container or if you want to set your own SizeLimit value, you can use a 

different PatchTransformer.

Finally in the case where you have specifically configured CAS resource management policies, then you 

can define separated size Limit values that correspond to the different priority groups.
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•

/cas/tkMemory/1 /cas/tkMemory/2 /cas/tkMemory/3

Finally, there are some extra considerations to take into account

First of all, while most of the use cases benefits from the “Backing Store for CAS Memory Allocations” 

feature to prevent O-O-M kills, there are some exceptions.

Not all memory consumption is constrained by the size of the backing store.

These include:

Memory allocated by third party code (database access drivers provided by the database vendor or any 

open-source code that an action consumes).

Memory in other programming languages – when an action spawns processes or threads in other 

programming languages (such as Python or Java) to implement the action’s logic

The second consideration is that the sizeLimit value should be chosen with care. Because it depends on 

the way CAS is configured for the resource utilization. For example, with CAS MPP auto-resource, it 

makes sense to have a value that corresponds to 80% of the installed memory on the worker nodes. But 

if CAS has been configured to co-exist with other CAS pods on the same node, then it is better to use a 

value that corresponds to 80% of the CAS container’s memory limit.

And lastly, when CAS Resource Management Policies are used you can define several “priority groups” 

(up to 5). In such case, it is possible to assign different backing store volumes to different subdirectories 

by placing a “per-group” limit on the amount of memory used by that group…

578



Page 579
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com



Page 580
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com



Page 581
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

– For each supported Cloud platform (Azure, AWS, GCP/GKE on VMware, Openshift, Open-source Kubernetes) 

– For only one offering: SAS® Viya® (include VA, VS, VDMML, Data Prep, etc…)

– “Small” Deployments

• No more than 8 concurrent user sessions distributed across SAS Viya user interfaces. 

• Batch jobs were run during "off-peak hours," and simulated concurrent user jobs were run during 
"business hours".

• Data sets: 2-5 GB and batch jobs used file sizes of 5 GB

Provides a good starting point and general idea of the infrastructure footprint 
and costs !

– The estimates are derived from SAS Performance Teams tests and simulations

It's always better to have an official sizing for your customers, especially for production and critical 

environments.

But you can also find very useful information about sizing in the documentation in the SAS Viya 

operation guide.

And those sizing estimates are coming from the “SAS Performance tests and simulations” team.

They are provided for each cloud platform, Azure, AWS, GCP, GKE on VMware, OpenShift, and even 

open-source Kubernetes.

BUT they only exist for one offering, which is a SAS Viya offering, which is probably the most common 

offering because it includes VA, VS, VDMML, but also the Data prep product stack.

The assumption for those kind of Sizings is that it's a small deployment with no more than 8 concurrent 

user sessions distributed across SAS Viya user interfaces.

And in terms of data amounts, we are between 2 and 5 Gigabytes of data and 5 Gigabytes of files for the 

batch jobs.

It is a good starting point, and it can give you a good first idea of the infrastructure footprint and 

potentially the costs that could be associated if you are running SAS Viya in the Cloud.
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On the right side of the screen, we have an extract from the official SAS Viya documentation with the 

minimum sizing recommendation for a deployment in Azure. We have the number of vCPUs and the 

amount of RAM, and even the required disk space and an indication on the number of machines (which 

could be used as the maximum number of nodes in the node pool).

In terms of infrastructure, the assumptions are that :

We have at least three node pools,

We are using VMs with Intel chipset,

We are using instance type that supports premium storage.

Regarding the computing resources, there is a quite high “memory to CPU” ratio, meaning that we are 

usually on a 1 to 4 ratio between the number of cores and the number of Gigabytes of RAM.

And also, there's no mix of instance type generation because in the cloud environment you could have 

different generations of instance types.

For example, now, in Azure, the latest VM generation is v5, but before that, we had the v4 instance 

types.

For each Cloud provider, the documentation provides some guidelines to pick up the right instance 

types, then we have the number of vCPUs and the amount of RAM for this minimum sizing.

So, what is the difference between this minimum sizing recommendation and the small WW sizing T-

Shirt size ?

That’s what we tried to determine in the next slide.
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So if we compare these “Minimum Sizings” from the official documentation with the T-shirt sizing, we can 

see that, in terms of customer scenario and users' input information, it corresponds to the small t-shirt 

sizing.

In the table, we compare what we have in the documentation, for the minimum sizing, to the small t-shirt 

size, that is provided by the Worldwide sizing team.

We do that for the same offering to remain consistent.

This concept of concurrency can mean different things, depending on how you express it, how you write 

it, how you explain it to the customer.

In the sizing team methodology, with the 8 concurrent sessions it means that you have potentially at one 

time 8 people running Analytics against the CAS server from various Viya clients.

It does not mean that the usage with such sizing is limited to 8 users.

For example, you could have 20 users with their screen showing the Visual Analytics UI, but it doesn't 

necessarily mean that they will all click at the same time on a button or on a link to perform a processing 

action that will require back-end processing.

In terms of data, the assumption are also very similar.

What we can see is that, in the recent versions of the documentation the minimum sizing is aligned with 

the “small” T-Shirt size.

The goal here is to also provide some basic idea of what a small sizing is.

As you can see it represent a fairly high number of machines.

However, most of the instance type are pretty small (4 vcpu and 16 Gigabytes of RAM), so we could 

have less machines if we used 8-cores VMs for the compute, stateful and stateless workload.

But what is also interesting is to look at the associated costs in the cloud.
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:

If we look at the costs for this small T-Shirt sizing.

Doing a very basic estimation with the “pay as you go” model, the cost of the Virtual machines in Azure is 

close to 2 thousands and 6 hundred US dollars a month.

What you see on the screen is really a rough estimates with the recommended instance types and the 

maximum number of nodes.
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• Stopping the cluster when not used can reduce the bill

• Other Cloud pricing models reduce the monthly cost

– Persistent Storage

– External Postgres 

– Monitoring (Grafana-Prometheus)

– Logging (Kibana-ElasticSearch)

– Others

:

But our rough estimates doesn't consider other things

like persistent storage.

If you go, for example, with the Azure NetApp files, it could be more costly.

If you are running an external Postgres, you will also have to pay for the managed Postgres SQL 

services in Azure.

And then if you also deploy things like monitoring and logging, they need some significant infrastructure 

addition.

And so you will have to pay for that too.

Also, for example, if you enable HA for your external Postgres, it's another cost on top of it.

On the good side though, you have options to reduce the bill.

For example, with the “pay as you go” model, when you stop your AKS cluster when it's not used, you 

can reduce the bill.

Also in the cloud, instead of going with the “pay as you go” model, you can commit to use the resources 

for a given time, like one year or three years to pay less.
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To summarize, the minimum sizing recommendations from the SAS Documentation :

Are provided for every supported platforms : Azure, AWS, GCP/Anthos, RedHat OpenShift, Open source

But for only ONE offering (SAS® Viya®)

All are in the same order of magnitude.

On the other side the T-shirt estimates are also provided for every supported platform, but :

provide instance types

cover small, medium and large deployments

cover several offerings such as SAS Visual Analytics, SAS Viya advanced, or SAS Viya enterprise.
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Now, let’s take another example : since we already saw a small T-shirt size, let’s look at the details of a 

large T-Shirt sizing for “SAS Viya Advanced” in GCP.

Compared to the standard “SAS Viya Offering”, the “SAS Viya Advanced” offering includes Econometrics 

optimization, Visual Forecasting, Visual text Analytics and IML.

In this large T-shit scenario, we have

100 users for Visual Analytics , 20 users for Visual Statistics, Visual Forecasting, Visual Text Analytics 

and Data Prep, 10 users for Econometrics and 2 VDMML users. With potentially up to 50 concurrent 

sessions for both CAS and SAS Compute analytics.

In terms of Data : the total data size loaded onto disk is around 2 Tera Bytes and the data lifted into 

memory amounts to 1.5 Terabytes.

Finally, we have large datasets (up to 125 Giga bytes on disk).

As you see, we need to make those kind of assumptions in order to derive the sizing or a hardware 

estimate.
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So with this assumption, you end up with a pretty massive infrastructure…

14 CAS worker nodes, each with 16 cores and 128 Gigabytes of memory.

One to seven small compute nodes.

Then many small stateful and stateless nodes with 4vCPU each.

If we also add a few cores for the external postgres and the NFS server, we end up with 280 to 312 

vCPUs and around 2 Tera bytes of memory.

In the sizing, you can also find some critical considerations regarding the storage and the 

recommendation to place the nodes in the same Google placement groups.

It means that your nodes will be even closer inside their zone, which reduces the latency in the 

communications between the nodes.

This recommendation is particularly useful for the CAS cluster: if you have 14 CAS workers they need to 

communicate quickly together.
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And finally, if we look at the associated costs, again, it's a rough estimate.

And we are just counting the VM costs, but it will cost around 15,000 US dollar a month.

Also, with the assumption that it is 7 days, 24 hours up and it is a “pay as you go” model.

The bill can be reduced by working on those two items.

So again, although it is not 100% precise and may not match exactly with your customer case, it gives us 

another reference point in terms of hardware footprint and overall cost.
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SAS provides a Worldwide sizing process for the SAS Viya platform.

It corresponds to what is now known as the “Bespoke Sizing services” (that’s how it is now advertised on 

the “WorldWide sizing” homepage)

We want to specifically focus on the “Questionnaire” in this module.

The questionnaire has two parts:

The account information objective is the first part of the questionnaire,

and then you have the workload profile, where you will enter all the information that you can have from 

the customer on the workload:

so concurrent sessions, data size, et cetera, and you will have to provide information for each product 

that is in the Viya offering

that correspond to the sizing.

Note that you will also have questions for what is called “the general compute workload” which 

corresponds to the SAS programming run-time based processing. It is an important information to 

collect.
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➢ Example for the 
SAS® Viya offering

(previously known as “Visual 
Machine Learning”)

We will look at an example , as usually, with the “SAS Viya” offering, which was known as “SAS Visual 

Machine Learning”, but since has been renamed simply as “SAS Viya”.

For the SAS account details, we must provide the customer details, the list of the SAS products, the 

hardware, vendor, Kubernetes platform, and cloud region.
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➢ Example for the 
SAS® Viya offering

Then you have two new optional sections that have been recently added.

The first one is called Current “Viya 4 environment”, and it is for the situations where the customer has 

already deployed SAS Viya and wants to increase the capacity.

It's something that can be useful if the customer had already decided on the infrastructure but realize 

that there is not enough capacity for the expected or observed workload.

The second new section that has been added in the questionnaire is called “Modernization program-

related questions”.

In case of a SAS 9 or Viya 3 modernization opportunity, this table can be used to collect useful 

information for a new sizing.

If the sizing team also has information on the current usage in SAS 9 or Viya 3, they can provide a better 

Hardware estimate for the Viya platform.
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➢

Then if we look at the bulk of the questionnaire which is the workload profile, we have all the workload 

questions with the corresponding tables.

The workload questions that we see in the questionnaire depend on the offering that is associated to the 

sizing questionnaire.

The biggest the offering is, the more tables you will have to fill, of course.

So here in our example with the SAS Viya offering, we will have questions about “Visual Analytics” 

usage, “Visual Statistics” usage, VDMML usage, and so on.

Each time you will have to tell how many concurrent users, what is the biggest data, what are the 

average data size, et cetera, et cetera.

As a reminder, when we say 100 concurrent users we don’t mean “100 users logged in”, we mean “100 

users opening or browsing a report at the same time”
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➢

At the end of the questionnaire, we have the “Batch windows” and “prime time windows” workloads 

expected for the Compute node.

That’s where we run the SAS code.
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• Medium

– Max concurrent sessions* : 33

– Accessing up to 110GB of data**

• Large

– Max concurrent sessions* : 50

– Accessing up to 210GB of data**

•

– Max concurrent sessions* : 14

– Accessing up to 40GB of data**

Finally, what we want to show here is a summary of the questionnaires associated to the small, medium 

and large T-shirt Sizings.

Because in the provide T-shirt sizing (or hardware guides), we have not only the results in term of 

required CPU/memory but also the associated questionnaire !

For example, with the small T-shirt sizing we have 250 Gigabytes of data on disk, and we load 75 

Gigabytes of data in memory, in CAS.

If we sum all the potential concurrent sessions across all the user interfaces as noted in the 

questionnaire (for Visual analytics, Data prep and data quality, Visual statistics, Visual Data Mining & 

Machine Learning and any SAS code user interface) during the day we end up with around 14 sessions. 

If we sum the associated data sizes, we obtain up to 35 Gigabytes of data being manipulated by the 

sessions.

And here are the numbers of the medium and large T-shirts scenarios.

These numbers are here to give an idea of the range of the customer cases in terms of users and data 

volumes across the three levels (small, medium and large.)

Depending on the offering, the data and concurrent sessions assumptions will slightly differ as there will 

be more or less products with associated users and data assumptions.
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This module has a focus on the Hardware estimate which is the output of the Worldwide sizing process.

Here is the structure of the Hardware Estimates document.

First there are some warnings.

For example, this is not an architectural design or installation document, that's a very important point. 

The sizing is just one of the inputs of the architecture design.

We can also find some general considerations about Viya 4 and the selected platform (such as I/O, CNI 

recommendations).

Then there are some critical considerations. Some of them are specific to the solution (Depending on the 

selected offering, you might see them or not).

There are also critical considerations related to the specific Kubernetes platform.

For example, for a sizing in Azure, there are some considerations related to the Azure Cloud 

infrastructure.

Then there is a standard disclaimer (that is included in every hardware estimates document provided 

worldwide sizing team)

Finally, there will be two things that are specific to the customer's case, and they appear in blue on the 

slide :

Workload assumptions and hardware estimates.

And at end of the document, some general storage assumptions and final disclaimers are written.

That's basically the content of your hardware estimates document that will come back from the 

worldwide sizing team.

598



Page 599
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

Now if we zoom specifically on the Hardware estimates which is the key deliverable here, we can see 

from the example’s screenshot (on the right-hand side) that we have the CPU on RAM estimates.

We have the number of CAS nodes, whether it is SMP, symmetric massively processing or multiple 

parallel processing.

We see the Instance types, recommended minimum CAS disk cache and recommended minimum SAS 

work.

There are some solutions that need both platforms, SAS 9 and Viya.

In such case, you will have two parts in the sizing document.

Note that, in the HW estimates screenshot, SAS L-E-I stands for SAS Viya Law Enforcement Intelligence 

(a Viya 4 solution that includes SAS Visual Investigator)
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So we will finish this module with a review of few examples to illustrate what a “bespoke” sizing could 

look like.

We will provide the context and main assumptions, then the corresponding HW estimates.

These are real Sizings example (that have been anonymized).
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Let's start with this sizing, which was done for a customers in Danmark, in the healthcare sector in 

February 2024.

The offering is SAS Viya

The Kubernetes platform was in Azure, so running in AKS, Azure Kubernetes Services.

In terms of data, we can see that there is about 20 Terabytes of data on disk to process with SAS.

In memory, we only assume a workload of 50 gigabytes, as no active workload provided for the CAS 

node.

In average the data set size is below one Gigabyte.

The requested workload is only for the SAS Base computing runtime.

Up to 800 concurrent sessions could be run during the batch window for the data preparation steps in 

SAS Base.

No specific workload requirement were provided for the “SAS Visual Analytics”, “SAS Visual Statistics” or 

the “SAS® Data Preparation and Data Quality” applications.
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What we get for these assumptions, basically, is this kind of sizing with one CAS node, three compute 

nodes, and 1 node for the stateful and stateless pods.

It is in the Azure Cloud, you can see the Azure instance types here, and you can see that for CAS, we 

need 48 cores, and 384 gigabytes of memory.

So now if we do the sum of all the resources, we end up with 128 vCPU and around 1 Terabyte of 

memory.

For this specific case, most of the CPU and memory is allocated to the compute nodes and the required 

space for the SASWORK is significant.

These estimates make sense as most of the workload is expected in SAS Base programs with a lot of 

concurrent sessions.

This is typically the kind of information that you will get from the sizing, and that is helpful with 

infrastructure setup.
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Let's start with this sizing, which was done for a Financial institution in the Nordics in May 2024.

The offering is Anti-Money Laundering on VIYA 4 (which includes SAS Visual Investigator), so we can 

see that we can also have sizing requests with SAS Viya solutions too.

The Kubernetes platform was RedHat Openshift running on-premises.

In terms of data, we can see that there’s about 2.5 Terabytes on disk and 200 Gigabytes to be loaded 

into memory.

In terms of workload, there are 15 Visual Analytics users, up to 20 concurrent sessions, 65 Visual 

Investigator users (with up to 50 VI concurrent sessions).

Regarding the A-M-L specific metrics there are 4.4 millions of accounts, 1.5 millions of customers, 150 

branches (including the ATMs), and an average of 5 millions of transactions per day.

So overall, it is a pretty busy environment…
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What we get for these assumptions, basically, is a sizing with one CAS node, one compute node, three 

nodes for the stateful and open search pods, and one node for the stateless pods.

Since SAS Viya runs on an OpenShift /Standalone hardware platform (and not in cloud) there are no 

instance type. The estimates only contains a number of vCPU and memory size requirements for the 

nodes.

If we do the sum of all the resources, we end up with something around 36vCPU and around 300 

Gigabytes of memory.

For this estimate, there is no specific minimum space requirements for the CAS disk cache and 

SASWORK. However, the Estimates contains the recommendation that the customer should work with the 

provider of the “Red Hat OpenShift Standalone hardware platform” to ensure that there is enough storage 

allocated to support the SAS Viya storage requirements.
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When we think about CAS programming client interfaces, we categorize them as "open" and SAS-specific 

interfaces.

Under the open interfaces, we have:

Python, Lua, and R, all of which utilize the SWAT interface.

Java, which also connects programmatically.

The ability to program natively using the REST interface, enabling calls to SAS Viya functions.

And the iOS SDK, tailored for VA content.

On the SAS-specific side, interfaces can come from another SAS Viya environment or from a SAS 9.4 

environment.
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Interfacing with the CAS server.

The client interfaces provide access to core CAS actions from open-source software, such as Python, R, 

Lua, and others.

You can initiate CAS sessions and load data into CAS tables.

You can also apply CAS actions to transform, summarize, model, and score data.

And once that’s complete, you can return the data to the calling program, perhaps for further analysis, 

processing, or presentation.

This setup allows for flexibility in client placement.

Each method requires authentication to CAS.

This can be done by passing a user ID and password when initiating a session or by retrieving credentials 

stored in a .authinfo file.

In some cases, it may be possible to integrate SAS Logon Manager into the client interface.

For example, this can be achieved when using JupyterHub.

The iOS SDK allows viewing of VA reports on handheld devices and is specific to VA.

The VA SDK permits embedding VA reports within web pages and web applications.
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As I mentioned earlier, communication with CAS is encrypted.

So, client communication with CAS requires encryption, which involves storing the CA signing certificate 

in the proper location.

It also requires configuration for each client to be able to locate that certificate.

Typically, this is accomplished using a host environment variable that is made available to the session.
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[table.fetch] 

    table.name = “hmeq”

    from = 1 to = 10 

So, how does this work?

When we consider various programming languages, we can see that a native connection to CAS is utilized 

through SAS.

If we were using Python, the connection and the code might look slightly different, but it achieves the same 

functionality.

Similarly, for R, the syntax would differ, but the actions performed remain consistent.

The key takeaway here is that regardless of the language, at the back end, the same CAS actions are 

executed to ensure consistent results.
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✓  ✓

✓ ✓ 

✓ ✓ 

✓ ✓ 

✓  

✓  

So, in summary, let’s take a look at the client interface options for accessing CAS, as shown in this table.

It outlines various programming interfaces and their methods of connection.

For SAS, whether you’re working in Batch, SAS Studio, or Enterprise Guide, there’s native support for 

accessing CAS.

While REST calls are also possible, native capabilities provide efficient direct communication and analytics 

with CAS.

Moving to Python, Lua, and R, you have the flexibility to use the REST interface or the SWAT client.

However, it’s worth noting that binary communication via the SWAT client requires the client to run on a 

supported Linux machine.

For Java, the REST interface is the primary method of access.

And for other languages like C or Perl, REST calls remain an available option for interfacing with CAS.

612



Page 613
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com



Page 614
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

So, what do we mean by SWAT?

SWAT stands for SAS Scripting Wrapper for Analytics Transfer.

This is what enables open-source programming technologies, or programming clients, to communicate 

with CAS and submit CAS actions.

It’s generated using SWIG, which connects C programs with a variety of high-level programming 

languages.

Now, what’s included in the SWAT client package?

The core component is the SAS TK binaries.

Additionally, there’s program-specific code tailored for Python, Lua, or R.

And, of course, there may also be third-party OS or open-source package dependencies included in the 

package.
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When we talk about SWAT communication with CAS, let's focus on the binary protocol.

The binary protocol requires precompiled components, which are only available via the pip installer 

package and are not provided as source code.

This protocol is implemented within the SAS TK subsystem, which comes bundled as part of the SWAT 

installation.

It’s designed to be fast and efficient, leveraging the binary protocol to handle communication with CAS.

Additionally, it supports custom data loaders through data message handlers, giving you flexibility in how 

data is managed.

The binary protocol also offers more authentication mechanisms compared to the REST protocol.

Communication between SWAT and CAS is encrypted, which is critical for security concerns.

However, this requires that the CA signing certificate is accessible, typically via an environment variable.

Finally, communication occurs with CAS using port 5570.
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Now let's discuss the REST protocol for SWAT communication with CAS.

The REST protocol allows you to perform CAS action calls over standard HTTP or HTTPS.

This makes it compatible with non-Linux platforms where Pandas runs, offering greater flexibility compared 

to the binary SWAT package.

However, the REST protocol is slower than the binary protocol and does not support data message 

handlers.

On the plus side, it has a smaller download and installation size, making it easier to deploy in certain 

environments.

The default CAS HTTP port for REST communication is 8777.
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Let's take a closer look at the binary protocol communication.

In this diagram, we can see the interaction between the Python client and the CAS server.

I’ve installed the SWAT package in my Python environment, and when I call a CAS action, it initiates the 

binary connection using the binary protocol.

The conversion between Python objects to CAS objects occurs on the client side.

Once the CAS action is performed, the results are returned using the binary protocol.

Finally, we translate the results and pass them back to the calling program.
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Now, let’s look at the REST communication.

In this example, using Python again, we have our programming client.

This time, when we call CAS, the SWAT client converts the Python object to JSON. The JSON object is 

then sent over an HTTPS session to the CAS server, making the CAS action call.

On the server side, we convert that JSON object back to the binary protocol to perform the CAS action. 

The results are then sent back, and this time, we convert the binary data to JSON format. The JSON is 

passed back over the HTTP/HTTPS session to the calling program, where we convert it back into a Python 

object.
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In this Python example, when we authenticate to a host, we can pass the credentials directly in the CAS 

constructor.

However, as you can see, this is not very secure because the credentials are passed in clear text.

In this case, we are connecting to the host on port 5570 and authenticating as user01 with the password 

specified.

A better way to handle this is by configuring an .authinfo file for authentication.

The CAS class supports the use of .authinfo files for this purpose.

These files are typically saved in the home directory of the account used to authenticate to CAS.

In our example, the file is stored under the user01 account.

It's important to set the permissions on this file to 600 so that only the account used for authentication can 

read it.

When creating the CAS session, we reference this .authinfo file, which is located under the user01 

directory.
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There are additional authentication options available.

For example, you could use the getpass() function to retrieve the password interactively before connecting 

to CAS, and then pass the password to the CAS constructor.

Another option, if you're using JupyterHub, is to configure it to use SAS Logon for authentication.

This will allow you to acquire an OAuth token, which can then be used to authenticate to CAS.

Now, these topics go beyond the scope of this course, but they are covered in the Viya Advanced Topics in 

Authentication course available on learn.sas.com
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And finally, here are a couple of references for more information.

For getting started with SAS® Viya® for Python, you can visit the link provided: Getting Started with SAS 

Viya for Python.

Additionally, for SWAT installation, you can find the details at: SWAT Installation Guide.
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The REST APIs provide a way to access the capabilities of SAS Viya using standard, open HTTP or 

HTTPS protocols.

The REST APIs can be used by many programming languages to create and access SAS resources.

This flexibility is one of the key benefits of using the REST APIs.

SAS Viya offers two primary areas of REST APIs:

The first is for Cloud Analytic Services, or CAS,

and the second is for accessing SAS Viya microservices.
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TAG_Audio
The REST APIs are available for application developers, data scientists, and administrators.
On the screenshot on the right here, you can see the information from developer.sas.com.
But in this module, we will focus on using the CAS REST APIs.
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TAG_Audio
There are API operations for executing CAS actions, managing CAS sessions, monitoring the system, and 
inspecting the CAS grid.
And again, these are documented on developer.sas.com, which is the main resource for finding the 
documentation and examples for this.

TAG_Print
See: REST APIs for SAS Cloud Analytics Services (CAS) | SAS
https://developer.sas.com/guides/restapis/cas-rest.html

https://developer.sas.com/guides/restapis/cas-rest.html
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The CAS REST API allows third-party open-source applications to access CAS and the CAS grid.

The CAS REST service runs on the controller machine.

The CAS REST handler forwards requests to other nodes on the grid as needed.

This design allows CAS to expose only two network ports: 5570 and 8777.

The HTTP REST interface uses port 8777 by default.

Accessing CAS from outside the cluster requires configuring either a NodePort or a LoadBalancer for CAS 

access.
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So here, we can see our programming client running outside the Kubernetes cluster, making REST calls.

As we discussed earlier, there are two options for accessing the CAS server from outside the cluster:

you can either go through a NodePort configuration or use a LoadBalancer service.
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Looking at a deployment example, this shows that NodePort 8777 has been assigned to port 8777 as a 

post deployment step.

We can see here that we're performing a GET on the services and filtering on the SAS CAS server.

If we examine the default HTTP service for the SAS CAS server, we can confirm that it is running on a 

NodePort.

You can see the address for the NodePort, and in this example, port 8777 has been mapped directly to 

port 8777.
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When you think about the capabilities of the CAS REST API, it is an integral part of CAS.

The REST API enables applications to perform various tasks, such as getting information about CAS 

processes and sessions and starting new sessions.

It also allows you to retrieve information about CASlibs and loaded tables, obtain details about the 

operating system and CPU, and gather information about hosts on the grid.

And of course, one of its core functionalities is the ability to run CAS actions.
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The Cloud Analytic Services, or CAS, REST API surfaces server information and performance metrics.

Endpoints in the CAS REST API are organized into three main categories based on the root path name.

First, we have /cas, which provides information about CAS processes and sessions, including session 

creation and action submission.

Next is /system, which offers details about the operating system and CPU.

And finally, /grid, which gives information about the hosts on the CAS grid.

For more details, you can refer to the CAS REST API documentation available at the link shown here.
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kubectl –n ${NS} get secret sas-viya-ca-certificate-secret -

o=jsonpath="{.data.ca\.crt}"|base64 -d > ./ca.pem

Let’s take a closer look at the requirements for using the REST API.

One fast and effective method to test REST API calls is by using a tool like Postman.

To communicate with an encrypted CAS server, you will need the server's certificate.

The certificate can be retrieved using a command similar to the one shown here.

Once retrieved, the ca.pem certificate needs to be added to Postman’s certificate settings.

This screenshot shows part of the Postman configuration process, where the certificate has been 

downloaded and added.

With the certificate in place, you’re now ready to connect securely to the CAS server and begin making 

REST API calls.
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•

•

•

•

In this simple example, we’re retrieving information about the CAS servers in the environment in JSON 

format.

We’re using the GET method and calling the /cas/process endpoint.

Authentication is required, and in this case, we’re using Basic Auth to supply the necessary credentials.

On the right, you can see a screenshot of the call being made and the corresponding body response that 

we get back from it.
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Prints a list of nodenames as 

seen by Kubernetes

Using basic authentication. 

The userid and passwords is 

passed in the header of the 

request.

In this example, we're displaying the node names.

As you can see, we’re using the GET method, but this time, we’re calling the CAS node names endpoint.

We’re again using Basic Authentication, where the user ID and password are specified in the header 

request.

In this case, the user is sasadm with a corresponding password.

The results show the node names from the CAS grid, including the controller, backup controller, and the 

four worker names, as seen in the output.

This example uses Postman to call the REST APIs.
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We'll start by looking at SAS Model Studio for machine learning.

SAS Model Studio provides an open-source code node for pipelines that can run R or Python code.

Note that the code is not executed on the CAS server. It is executed from the compute server.

It requires a persistent volume with the Python and/or R binaries installed.

This could be accomplished using an NFS share.

Additionally, it requires a patch transformer to be specified in the kustomization.yaml.

You can find instructions for this under the SAS Bases examples, specifically in the SAS open-source 

configuration for Python readme.

You will need to copy the python-transformer.yaml and kustomization.yaml files to the site-config/sas-

open-source-config/python directory.

After that, configure the transformer and the kustomization.yaml with the appropriate environment 

variables.
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So if we look at this, the python-transformer.yaml is where we specify the information for the NFS share.

Here, we're specifying the Python volume, indicating that it’s an NFS share, the path of the share, and 

the server where it is mounted.

Next, we need to configure the environment variables.

This is done using a configMapGenerator in the kustomization.yaml.

In this example, you can see that we are specifying things like the Python home and the path to the 

binaries.

Finally, we need to update the resources and transformers sections of the kustomization.yaml.
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site.yaml 

/opt/sas/viya/config/var/tmp/compsrv/default

So, after configuring SAS Machine Learning for Python and R, you need to re-build and re-apply the 

updated site.yaml.

The Python or R code will be executed on the Compute Server machine.

This code is stored in a temporary location on the Compute Server under the path shown here.

Additionally, Model Studio can also publish models to MAS if SAS Model Manager is installed as part of 

the order.
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If we look at this visually, you can see SAS Model Studio submitting Python and R code.

We can observe that the Model Studio pods need access to the Python and R binaries in this setup.

Just for completeness, it should be noted that while I’m showing the connect node pool here, that's an 

optional configuration.

The key takeaway is that the persistent volume is available to our applications running on the stateless 

pods.



Page 639
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

When you're in SAS Model Studio, the steps to add the Open-Source Code node are as follows.

First, you go into the interface, and you can see where to specify adding the open-source code node.

Then, you select the code editor.

Finally, on the right side here, you can see where you specify the Python or R code that you're going to 

run.
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Now, we will look at SAS Model Manager, SAS Intelligent Decisioning, and SAS Event Stream Processing.

Each of these can take advantage of the Micro Analytic Service (MAS) and Python code.

The Micro Analytic Service (MAS) provides an execution environment for scoring models and executing 

decisions.

MAS itself offers an in-memory resident, high-performance program execution service.

It is also a publishing destination for models in SAS Model Manager.

MAS hosts DS2 and Python programs, supporting the "compile-once, execute-many-times" usage.

There are two ways to create Python modules in MAS.

You can create a DS2 module that specifies the PyMAS extension to publish the module.

Alternatively, you can directly create a Python module using the REST interface, in which case, you don't 

need any DS2 code.
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…/sas-bases/examples/sas-microanalytic-score/astores/resources.yaml

- …/sas-bases/overlays/sas-microanalytic-score/astores/astores-

transformer.yaml

/models/astores/viya 

You need to provision some storage for the Analytic Store (ASTORE) files and models, as well as the 

Python models.

Configuring the ASTORE storage is necessary to store those Python models and to publish the ASTORE 

model destinations.

Resources for this are available under the SAS Bases examples, specifically in the SAS Micro-analytic 

Score directory, in the astores/resources.yaml file.

You also need to include the overlay found in the SAS Bases overlays directory under sas-microanalytic-

score/astores/astores-transformer.yaml.

As part of that configuration, you’ll specify the mount point for the ASTORE storage.

Additionally, determine the amount of storage you want to use.

The default storage needs to be RWX storage, allowing access to multiple pods.

You may require more space depending on the number of ASTORE models you are publishing.

You also need to add the overlays to the kustomization.yaml, then apply and configure them for your 

environment.

Additionally, there is storage required for the archive log volume.

This volume stores transaction logs and is needed if the archive feature is enabled in MAS.

Just like the ASTORE storage, you need to specify the path to the storage and the amount of space 

required.
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…/sas-bases/examples/sas-open-source-config/python/README.md 

…/sas-bases/examples/sas-model-publish/README.md

SAS Model Manager requires provisioning Python when importing or managing Python models.

Python is not available in the MAS pod, so you need to set it up.

Instructions for doing this can be found under the SAS Bases examples, specifically in the sas-open-

source-config/python/README.md.

To make Python available, it needs to be provided via a persistent volume.

One way to achieve this is by building a Docker image with Python and the required modules and then 

copying that image to the mounted file system.

As for container publishing destinations, this is an optional target for publishing, which allows you to build 

one image per model.

To set this up, you'll use Kaniko, a tool designed to build container images from a Dockerfile.

Kaniko uses R or Python as the base image for building these containers.

Configuration tasks related to this process can be found under the SAS Bases examples, in the sas-model-

publish/README.md.
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Again, if we look at this visually, we can see, once again, our Kubernetes cluster, and specifically our SAS 

Viya production namespace.

We need to ensure that the persistent volumes are created for both our Python storage and ASTORE 

storage.

These volumes need to be available to both the SAS Model Manager and MAS pods.
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SAS Intelligent Decisioning.

Publishing a decision that contains a Python code file generates a private DS2 PyMAS package.

The Python program is encapsulated inside a DS2 EXECUTE method.

When executed, the DS2 process sends the Python program to a Python process to be executed.

It calls the MAS service using the REST interface.



Page 645
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

So again, if we're looking at this visually, we can see that we've got our decision manager and our Python 

pods.

These need to have the Python code available to them via that persistent volume claim definition.
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In SAS Event Stream Processing, we enable the user to load Python code performing business logic and 

other user-written code to MAS.

It is integrated with SAS ESP.

The SAS Micro Analytic Service module is essentially a named block of code that you execute within a 

SAS Event Stream Processing model.

The MAS engine is part of the ESP Server, and the code executes in the same process space for 

maximum performance.

It can be accessed via the Calculate window in ESP.

Python needs to be available on the same machine where the pods are running.

The Python code can be part of the ESP server XML project or stored in a file.

Access is enabled via environment variables made available to the ESP server.
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So again, looking at this visually, we've got our ESP server and MAS pods.

And we've got our Python PVC there, making the Python code available to that.
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Welcome to this introductory module on the integration of SAS 9.4 and Viya 3.5 with, Viya 4.

In this module we will provide some insights into what is currently possible.

It’s worth starting this module by briefly talking about what constitutes integration in this context.

It’s about having open communication channels that the SAS components from different technologies 

use a common language on.

And because the communication is in effect taking place between two systems,

security needs to be a factor to allow a users to leverage the two systems seamlessly.

650



Page 651
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

Let’s put Viya 4 in the center of what we do.

For this purpose, we assume that the SAS Viya environment has at least one CAS Server and Compute 

Server available to users.

As SAS Viya 4 is an enterprise system, we will be leveraging identities and authentication providers to 

authenticate our users.

We may also be using a third-party technology like Python to be integrated with Viya.

Accessing data will be the next consideration.

There will be drivers required to enable Viya to access the various data systems.

For this module, we are concerned with SAS 9.4 and Viya 3.5 integration with Viya 4. Note that in SAS 9.4 

there is the SAS LASR server, which was the predecessor to the CAS Server.
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Architecture design is a key part of planning when considering the integration between systems. That 

applies to considering the integration of SAS 9.4 with SAS Viya. The project team needs to consult the 

relevant SAS documentation and the latest SAS Support notes for version compatibility when creating 

the architecture design.

An additional point that is worth mentioning, especially to those unfamiliar with Kubernetes. For host 

machines running Kubernetes clusters, it is recommended or even unfeasible in some cases to have 

software running on the same host machine outside of the Kubernetes cluster. So, installing SAS 9.4 on 

the same host machine as SAS Viya 4 is not an option.
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When consuming the remaining content within this topic, it is important to note the information provided 

here. References to SAS 9.4 or Viya 3.x integration with Viya 4 will be making implicit references to 

these requirements.

For using SAS/Connect to allow SAS 9.4 users to connect to Viya 4, the version of SAS 9.4 will be at 

maintenance level M7 or later. For Viya 3, the release will be Viya 3.5.

Where the integration for SAS 9.4 users is only focused on a CAS server within Viya, then the 

maintenance level is M5 or later. For Viya 3, the release will be Viya 3.5.

Should a 9.4 user community require both SAS/Connect and CAS integration with Viya 4, then the 

version 9.4 at maintenance level M7 or later will be required.
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To enhance the user experience when integrating SAS 9.4 and Viya 3 with Viya 4, it's essential to consider 

the client applications involved. The clients mentioned here are commonly found in organizations that have 

licensed SAS 9.4. While this is not an exhaustive list, it highlights the most frequently used client 

applications. Organizations using SAS Solutions may have additional client applications with similar 

integration capabilities. As previously noted, the maintenance levels of SAS 9.4 determine its compatibility 

for integration with CAS Server and SAS/Connect.
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Let us think about the 2 most common reasons for integrating Viya 4 with either Viya 3.5 or SAS 9.4.

The first reason is the sharing, replicating, or splitting of workloads between Viya 4 and the previous 

versions. Now you may be asking in what scenarios this may happen? Well, a couple of scenarios spring 

to mind. In one scenario, an organization with SAS 9.4 may be in the early days of trialling SAS Viya and 

may wish to compare the performance aspects of SAS compute job executions between SAS 9.4 and 

SAS Viya. In another scenario an organization may wish to begin the process of modifying existing 9.4 

programs to leverage the potential performance improvements of using a CAS Server in Viya. And for 

some organizations a third scenario may exist where the modernization from SAS 9.4 to SAS Viya will 

take place in an iterative manner or multiple phases. So, in the first phase, maybe 30% of workloads are 

moved over to SAS Viya, with the remaining 70% of workloads moved in successive phases. Across 

most of the use cases within the scenarios, the users would typically log on to their SAS 9.4 or Viya 3.5 

environment and initiate a workflow within a client that would include a connection to Viya 4 to generated 

workloads on Viya 4.

There are 3 options for sharing workloads with the current version SAS Viya such as LTS 2024.03. The 

first option is for the compute servers on SAS 9.4 or Viya 3.5 to request CAS processing in Viya 4. The 

second option is for compute servers on SAS 9.4 or Viya 3.5 to request Compute Server processing in 

Viya 4. The third option is really a combination of the first 2 options, where workloads are sent to Viya to 

leverage a combination of Compute Server as well as CAS processing.

The second reason is integration around data, and how data can be shared between multiple versions of 

SAS. While sharing of data between SAS Viya and other releases of SAS technology is possible, 

organizations considering this should consider factors like change management for the data and 

authorization and permissions to access the data.
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The level of integration whether it’s for sharing workloads or sharing data is dependent on multiple 

factors. For example, do all the versions of SAS have access to the source data? What specific versions 

of SAS 9.4 are being used and what client applications are being used.
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In this simplified diagram, the connections to SAS Viya 4 from other SAS platform technologies are 

identified. The key takeaways are:

Both SAS 9.4 and Viya 3.5 can connect to Viya 4 using SAS/Connect technology for what is in essence 

a SAS Compute Server type session. That is to say, the use cases will see a user from a SAS 9.4 or 

Viya 3.5 client use such a connection to submit SAS Foundation programs (for example, SAS/Base, 

SAS/Stat, etc.) to Viya. In some instances, such a connection may only use processing capabilities of a 

SAS Viya Compute Server, which is for all intents and purposes is what gets started using SAS/Connect. 

However, such a connection could also allow a user to write their SAS Foundation programs to make a 

subsequent connection to a SAS Viya 4 CAS Server session. Using such a session provides the 

processing power of both a SAS Compute Server and a SAS CAS Server session and can limit the 

volume of data moving between SAS Viya 4 and other platform technologies.

Depending on the type of the visual application in SAS 9.4 or Viya 3.5, users can also create a direct 

connection to a CAS server in Viya 4. This bypasses the need to use SAS/Connect in this scenario. 

Using a direct connection to a CAS server allows users to directly harness the power of CAS without an 

intermediatory step. This approach is useful when SAS Foundation processing in a Compute Server 

within Viya 4 is not required. Users of this approach need to be mindful of how much data is being 

moved to and from Viya 4.

In the first half of 2024, an additional approach to allow users who currently have 9.4 or Viya 3.5, to 

interact directly with Viya 4. Users of version 8.4 of Enterprise Guide onwards, will be able to make a 

direct connection to a SAS Compute Server in Viya 4. Prior to Enterprise Guide 8.4, users would have 

had to have made a connection to a SAS 9.4 or Viya 3.5 Workspace server and then made a 

subsequent connection to Viya 4. With Enterprise Guide 8.4, users within organizations who are 

adopting to Viya 4 will have more flexibility. This may also help SAS administrators manage the adoption 

of Enterprise Guide users more coherently through the various stages of adoption to Viya 4.
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We will take a few moments to focus on the SAS 9.4 or SAS Viya 3.5 client applications accessing a 

SAS Viya 4 CAS Server.

Since 9.4M5, some of the end-user or client applications like SAS Studio, Enterprise Guide, Enterprise 

Miner and Add-in to Microsoft Office have been able to access CAS processing in both Viya 3 and Viya 

4.

What is important to note is the end-user applications have underpinning them a Compute Server on the 

9.4 server-side, which allow the CAS actions to be directed to a Viya 4 CAS Server. To be clear, client 

applications like SAS Studio, SAS Enterprise Guide or SAS Enterprise Miner must have 9.4 workspace 

server sessions started. The end-user applications cannot connect directly to a CAS session running in 

Viya 4 in the initial release. All traffic must be routed through the SAS 9.4 server first. Data can also be 

seamlessly moved between Viya 4 CAS Servers and previous versions of SAS.

It is worth noting that with the release of Enterprise Guide 8.4, users who have access to both 9.4 

environments and Viya 4 environments have 2 options from which to leverage CAS server processing. If 

the user wants to leverage artifacts and processing within 9.4 and then leverage a CAS Server in Viya 4, 

the user will be able to do so. As mentioned earlier, that will entail an Enterprise Guide 8.4 user starting a 

9.4 workspace server session first, before one or more parts of the workflow request a connection to a 

CAS server. The second option, available to Enterprise Guide 8.4 users, is to bypass SAS 9.4 

processing completely and initiate a Compute Server session on Viya 4. From this Compute Server 

session, the user can then start a CAS Server session.

To allow this integration, users must be authenticated both within the SAS 9.4 or Viya 3.5 environment 

and the Viya 4 environment. In addition, CA certificates must be placed in the relevant locations for end 

user applications. Please consult the administration documentation for SAS 9.4 and Enterprise Guide 8.4 

for more details. Similar documentation also exists for Viya 3.5.
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Let’s take a few moments to consider what happens when datastep workloads are shared between 

Compute or Workspace Servers with CAS Servers.

The flexibility of datastep code allows SAS programmers to submit datastep code and have much of it 

run in CAS in a seamless fashion. This is a great feature, but care needs to be taken to ensure that any 

processing of the code ends up running where the programmer intended.

For example, if the program contains datastep which does not have an equivalent set of CAS actions, 

then the data table is moved across the network to the SAS 9.4 or Viya 3.5 compute server so that the 

datastep can be executed successfully. If the table is small then the user may not even notice such data 

movement, but for large data tables found in say an MPP CAS Server, the end-user experience may be 

sub-optimal due to the time taken for the data to move between the network and written to disk.

So, the recommendation is for SAS programmers that wish to use CAS Server processing, is to write 

their code in such a way to minimize data movement between Compute or Workspace Server to a CAS 

Server in Viya 4.
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On this slide we now turn our attention to SAS 9.4 or Viya 3.5 based SAS Studio sessions leveraging a 

remote SAS session in Viya 4. Here the term “SAS session in Viya 4” refers to the ability to run SAS 

Foundation code within Viya 4 using SAS/Connect sessions. This is done using SAS/Connect software.

At the programming-level, users will use SAS/Connect statements like SIGNON and RSUBMIT to direct 

code to execute either in their 9.4 or Viya 3.5 Compute Server or the Viya Compute session or within 

SAS/Connect sessions. In addition to executing code remotely, SAS/Connect also allows data transfer 

between the Viya 4 and previous releases of SAS.

Now let us consider Enterprise Guide 8.4. For direct connections to a Compute Server in Viya 4, the SAS 

administrator will provide connection details including whether a dedicated client ID and secret are in 

use, or whether Enterprise Guide can use a built-in “seguide” client ID. Take a moment to read more 

details in the SAS Enterprise Guide 8.4 user guide. It should be noted that Enterprise Guide 8.4 users 

can make connections to SAS 9.4 workspace servers which in turn using SAS/Connect, can make a 

connection to SAS Viya 4. The use of SAS/Connect in this approach would require SAS 9.4M7 or later.

Executing code within a Viya 4 SAS/Connect session will require users to be provided with a SASWORK 

area. Indeed, it is important that the amount of compute resources like RAM, CPU cores and performant 

storage available to SAS Viya 4 Compute Server pods, should at least match or be improved when 

comparing against the existing SAS 9.4 environment.

Again, users will need to be authenticated in both 9.4 and Viya environments, and the SAS/Connect 

configuration in both Viya and SAS 9.4 will need a TLS certificate. Please refer to the SAS 

documentation for further details.
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Moving data or at least accessing data between Viya 4 and previous releases or versions of SAS is 

supported. However, the approach to moving data needs to be considered by the team responsible for 

data management. How will change management of data being accessed and modified by 2 or 3 

versions of SAS be enforced? If the plan is to enable access through a shared storage area, what 

security needs to be put in place for all versions of SAS to access it? What storage technologies are 

available to use from all operational versions of SAS the customer may have?

One final note on storage capacity. Using datastep can enable data movement between versions of 

SAS, but care must be taken to ensure sufficient capacity is available on both the SAS Viya 4 and the 

other SAS platforms.
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Our key services with respect to encryption are the Ingress Controller, NGINX.

The Ingress Controller is the front door for most of our HTTPS connections.

It provides a reverse proxy for the SAS Viya environment.

It provides the HTTPS endpoint that most users interact with.

With full stack TLS, it's going to re-encrypt the traffic to the backend services.

The SAS Credentials microservice stores external credentials for end users to access third-party 

resources.

The SAS Configuration Server stores encryption configuration information.
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So our key architecture considerations for encryption,

Encryption in Motion is supported on all network connections.

Encryption in Motion is configured by default.

But the SAS Cloud Analytics services inter-node communication is not secured by default.

Equally, our SAS-embedded process is not secured by default.

Encryption in Motion relies on transport layer security.

TLS is an industry standard implementation.

TLS requires a private key and public key.

That public key is inside the server certificate, and we'll call that our certificate pair.

SAS Viya uses a certificate generator to generate the required TLS objects.

We have a choice between the third-party cert manager certificate generator

and the SAS-provided OpenSSL certificate generator.
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Further architecture considerations for encryption,

Encryption at Rest of data is supported for path-based CASlibs.

This is using SAS encryption technology.

Encryption at Rest of data in third-party data sources is dependent on that third-party data source.

For example, encrypting data in Oracle requires Oracle to be configured for encryption.

Encryption at Rest of external credentials is supported.

External credentials can be stored using the environment manager, and this uses the SAS credentials 

microservice.

Or we could use ENCODE, PROC PW ENCODE, but we should be aware that PROC PW ENCODE is not 

sufficient for most customer requirements around security.
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Some further architecture considerations for encryption,

Encryption in use is not directly supported in SAS Viya.

This is the encryption of data flowing in and out of the CPU cores.

Only data that's actively being processed in the core is decrypted.

This requires hardware and operating system modifications to operate.

Obviously, this must operate at a layer below that where SAS runs as an application software.

Otherwise, there'd be no security of the data.

This concept of encryption in use is sometimes referred to as confidential computing.

Confidential computing is supported in Microsoft AKS deployments.

So confidential computing encrypts the data in memory and performs verification, providing an additional 

layer of protection for data in use.

At this time, AKS is the only SAS Viya platform deployment environment that supports confidential 

computing.
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Our key services with respect to encryption are the Ingress Controller, NGINX.

The Ingress Controller is the front door for most of our HTTPS connections.

It provides a reverse proxy for the SAS Viya environment.

It provides the HTTPS endpoint that most users interact with.

With full stack TLS, it's going to re-encrypt the traffic to the backend services.

The SAS Credentials microservice stores external credentials for end users to access third-party 

resources.

The SAS Configuration Server stores encryption configuration information.
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So our key architecture considerations for encryption,

Encryption in Motion is supported on all network connections.

Encryption in Motion is configured by default.

But the SAS Cloud Analytics services inter-node communication is not secured by default.

Equally, our SAS-embedded process is not secured by default.

Encryption in Motion relies on transport layer security.

TLS is an industry standard implementation.

TLS requires a private key and public key.

That public key is inside the server certificate, and we'll call that our certificate pair.

SAS Viya uses a certificate generator to generate the required TLS objects.

We have a choice between the third-party cert manager certificate generator

and the SAS-provided OpenSSL certificate generator.
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Further architecture considerations for encryption,

Encryption at Rest of data is supported for path-based CASlibs.

This is using SAS encryption technology.

Encryption at Rest of data in third-party data sources is dependent on that third-party data source.

For example, encrypting data in Oracle requires Oracle to be configured for encryption.

Encryption at Rest of external credentials is supported.

External credentials can be stored using the environment manager, and this uses the SAS credentials 

microservice.

Or we could use ENCODE, PROC PW ENCODE, but we should be aware that PROC PW ENCODE is not 

sufficient for most customer requirements around security.
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Some further architecture considerations for encryption,

Encryption in use is not directly supported in SAS Viya.

This is the encryption of data flowing in and out of the CPU cores.

Only data that's actively being processed in the core is decrypted.

This requires hardware and operating system modifications to operate.

Obviously, this must operate at a layer below that where SAS runs as an application software.

Otherwise, there'd be no security of the data.

This concept of encryption in use is sometimes referred to as confidential computing.

Confidential computing is supported in Microsoft AKS deployments.

So confidential computing encrypts the data in memory and performs verification, providing an additional 

layer of protection for data in use.

At this time, AKS is the only SAS Viya platform deployment environment that supports confidential 

computing.
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Now we'll look at some high-level design decisions that are going to be important to the configuration of 

encryption for SAS Viya.

First, let's consider the Kubernetes cluster type.

We need to remember that our NGINX ingress controller is supported with Microsoft Azure, AWS, 

Google, and the upstream open-source Kubernetes,

whereas the OpenShift ingress operator is only supported when we're using OpenShift.
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Next, we need to think about the TLS mode.

We could configure full-stack TLS.

That's going to require a certificate generator and an ingress certificate.

We could configure front-door TLS.

Again, we require a certificate generator and an ingress certificate.

We could configure no TLS.

With this, we might still need to update the trust store.

For example, if we're going to connect to a secure LDAP server, we may need to add the chain for that 

LDAP server into our trust store.

And finally, we have that ingress-only HTTPS mode, where all we're going to require is an ingress 

certificate.
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And then we have the certificate generator.

Either certificate generator is used to generate the private keys and signed server identity certificates.

Used for services inside the SAS Viya environment.

It's also used for SAS Cloud Analytics services, and our SAS Connect Spawner.

It can be used for our ingress controller.

The cert manager certificate generator requires third-party software to be installed and maintained.

That software needs to be updated on a regular basis.

The OpenSSL certificate generator, which is the default, is proprietary SAS software that uses the 

OpenSSL open source project.
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Finally, we need to think about our ingress certificate.

That ingress certificate could be provided by the customer.

That means we need the server certificate, the private key, and the chain, all provided to us at 

deployment time.

Alternatively, we could use a provisional certificate that's generated in the environment.

With cert manager certificate generator, for NGINX, we can automatically generate that provisional 

certificate dependent on how we configure our ingress resources.

For OpenShift, we can pre-create that ingress certificate independently of the network route resources.

And with the OpenSSL certificate generator, we can leverage that certificate generator for automatic 

creation of the ingress certificate for either NGINX or OpenShift.
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kustomization.yaml

kustomization.yaml

kustomization.yaml

Now we'll look at the default configuration of TLS.

SAS Viya on Kubernetes does not provide a deployment definition.

Customers download their deployment assets for their chosen cadence and version.

They then follow the documentation to generate their kustomization.yaml.

The kustomization.yaml is where customers customize their Kubernetes deployment and allocate 

resources.

The kustomization.yaml is where we define the resources that delivers a secure by default deployment.

The documented kustomization.yaml provides full stack TLS.

Full stack TLS means that all services will be configured to use TLS.

It means that every service will require a certificate pair.

That's a private key and signed server identity certificate.
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kustomization.yaml

resources

site-config/security/openssl-generated-ingress-certificate.yaml

components

sas-bases/components/security/core/base/full-stack-tls

sas-bases/components/security/network/networking.k8s.io/ingress/ 
nginx.ingress.kubernetes.io/full-stack-tls

SAS_SERVICES_URL

Let's look at the TLS specifics in our customization.yaml.

Under the resources section, we have under our site config directory an open SSL generated ingress 

certificate.yaml.

And under components, we have two entries that describe the type of TLS mode that we've deployed, 

and that's our full stack TLS.

And notice that the second entry is specific to the ingress technology that we're going to use.

And then our variable, the SAS services URL, will also be set to an HTTPS address.

683



Page 684
Copyr ight © SAS Inst i tute Inc.  Al l  r ights reserved.

sas.com

openssl-generated-ingress-certificate.yaml 

sas-bases/examples/security/

site-config/security

{{ OPTIONAL_ADDITIONAL_SAN_DNS_ALIAS_VALUES }}

{{ OPTIONAL_ADDITIONAL_SAN_IP_VALUES }}

So let's look at that first file, the open SSL generated ingress certificate.yaml file.

It's the only file that may require customization.

An example is provided under SAS Bases, examples, security.

We'd copy that example to our site config security directory.

And then if necessary, we can add optional values that allow us to add additional SAN DNS or SAN IP 

values into the certificate that will be generated for our ingress controller.
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sas-bases/components/security/core/base/full-stack-tls

sas.com/tls-mode=full-

stack

sas.com/tls-
mode=full-stack

Next, the first of the entries under components.

So this is security, core, base, full stack TLS.

This is a directory that contains a separate YAML file for each component in your environment.

These YAML files define a series of transformers.

These transformers add the SAS certificate framework init container,

add both volumes and volume mounts for the trust stores and certificate pairs,

update the readiness, liveness, and startup probes to use HTTPS,

add the required TLS config map, and then add an annotation that defines the TLS mode and that's 

added to the container.

That annotation is not used by the software but is there to make it easy for a user to examine the pod to 

see what TLS mode has been used.

Also, the transformers update the service definition to use port 443 and add that same annotation to the 

service definition.

We update the service and container definitions to set annotations for Prometheus to connect via 

HTTPS.

So all of those are done through the transformers that are in that core base full stack TLS directory.
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sas-bases/components/security/network/networking.k8s.io/ 
ingress/nginx.ingress.kubernetes.io/full-stack-tls

sas.com/tls-mode = full-stack

/spec/tls secretNames

The second entry under components is the network, networking Kubernetes IO, Ingress, NGINX ingress, 

full stack TLS.

Again, this is a directory that contains a separate YAML file for each component in your environment.

And these YAML files define a series of transformers, and these transformers set that annotation and the 

service port to 443 for the ingress definition,

add the spec TLS hosts and secret names to the ingress definition,

and an annotation to the ingress definition to tell the NGINX ingress controller that the backend protocol 

is now HTTPS.

So we can see the stuff in that directory is handling the ingress definitions.
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sas-certframe

So what about that init container that gets included into our pods?

A Kubernetes pod can have multiple containers running apps within it.

It can have one or more init containers, which are run before the application containers are started.

Init containers are like regular containers, except init containers always run to completion.

Each init container must complete successfully before the next one starts.

If a pods init container fails, it is repeatedly restarted until it succeeds.

The SAS cert frame init container builds trust stores for the SAS Viya service container and requests 

certificate pairs for the SAS Viya service container.
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kustomization.yaml

Deploying the kustomization.yaml and setting the ingress controller cert manager issuer to the SAS Viya 

issuer will result in all network communications using transport layer security

and all certificate pairs for both the ingress controller and all SAS Viya services signed by the 

automatically generated

self-signed certificate authority.

The root CA will not be trusted outside of the SAS Viya environment.
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kubectl -n ${NS} get secret sas-viya-ca-certificate-secret -o 
jsonpath="{.data['ca\.crt']}" | base64 --decode > ca_cert.pem

${NS} 

So what about being able to extract that root CA certificate?

To be able to enable trust outside of our Viya environment, for example, for end-user browsers, we need 

to extract the root CA certificate and then we can add that CA certificate to the client trust stores.

We can use the following command to extract that root CA certificate.

We're running kubectl against our namespace, we're doing a get of a secret, and we're outputting just 

the CA.crt.

All of those entries are Base64 encoded, so we need to run it through, we can see the pipe there, we 

need to run it through Base64 decode, and then we can redirect that final output to a file.

The identity that runs this command must have the correct roles that allows it to access secrets within 

the namespace.
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